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Abstract 
In this paper, the problem of test suite minimization for testing in context is studied 
and some results are proposed. The test architecture considered is general enough to 
allow the context and the component to have external inputs and outputs. Using a 
given fault model for testing in context, conditions are provided to detect all the 
redundant transitions that do not need to be tested. A complete test suite for the fault 
model is obtained and a method to select a minimal subset of this test suite with the 
same fault detection power is then proposed. Furthermore, the proposed method can 
be used to reduce a test suite produced by human experts while preserving its fault 
detection power. 

Keywords 
Test derivation, test in context, embedded testing, test of communicating FSMs. 

INTRODUCTION 

As the complexity of communication protocols increases, there is a strong need for 
systematic methods for test derivation with guaranteed fault coverage based on for
mal description techniques. Formal description techniques for communication pro
tocols usually use a system of communicating finite state machines (FSMs) as their 
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underlying model. The 'black-box' testing of a system can be perfonned by con
structing the composite machine that describes a behaviour of a system at points 
that are accessible for testing and then applying test suite derivation methods for 
FSMs [Vasilevsky 73][Chow 78][Vuong 89][Fujiwara 91][Petrenko 96-1][Yanna
kakis 95]. However, this approach provides very long tests due to a huge number of 
states of the composite machine. 

If only some components of the system need testing, the problem of testing an 
embedded component machine (or 'gray-box' testing [IS-9646 91] or testing in 
context [Petrenko 96-2]) appears. In this case, a specification system is represented 
as a composition of two FSMs. One of these machines, called component, is the 
composite FSM of all machines which need testing. The other machine, called con
text, is the composite machine of all other machines that are assumed to be faulty
free. If the set of Points of Control and Observation (PCOs) of a system contains all 
the access points to the component (i.e. there are no internal signals exchanged 
between the component and the context), then testing in context reduces to 'black
box' testing in isolation and a number of methods can be called for deriving a test 
suite with guaranteed fault coverage. Otherwise, 'black-box' testing at the PCOs 
will (unnecessarily) test the context as well, that is assumed to be faulty-free. The 
issue has been studied in a number of papers [Lima 97][Petrenko 97][Petrenko 96-
2][Huang 96][Lee 96][Kim 95][PT 96]. Nevertheless, as far as we know, the appli
cation of embedded testing methods in precise fields has not been greatly explored 
[Lima 98]. 

Not all transitions of the system come from the combination of transitions of the 
context and the component. Some concern uniquely the context and thus, do not 
need testing. Various methods for selecting such transitions have been proposed. 
Based on the so-called fault function, the authors of paper [Petrenko 96-2] suggest a 
method for translation of component's transfer and output faults into faults of the 
composite FSM of the specification and call a method elaborated in [Petrenko 92] 
for complete test suite derivation. Another approach is based on a coverage of com
ponent's transitions by perfonning a random walk of the specification composite 
FSM [Lee 96] but fault detection power of the method is unknown. Paper [Lima 97] 
is devoted to detennining a certain part of the composite machine comprising transi
tions should be tested in the case when any fault of the component does not increase 
the number of states of the specification system. In the paper, transitions which the 
component does not affect are called redundant transitions while other transitions 
are called suspicious transitions. If the context is faulty-free then an external 
sequence traversing only redundant transitions is superfluous and can be deleted 
from the test suite without loss of its completeness. A method for detennining such 
transitions is proposed, and sufficient conditions for deleting superfluous test cases 
are established. The authors notice, nevertheless, that a more rigorous analysis is 
necessary to elaborate a method for checking suspicious transitions. This paper con
tinues this work. 

The paper is structured as follows. After the preliminaries of Section 2, 
Section 3 explains how to deal with transitions concerning only the faultless context 
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(redundant transitions) in the machine representing the system's global behaviour. 
In Section 4, given a set of external input sequences (from Section 3), we propose a 
method for derivation of a regular language describing a part of the component's 
behaviour that,can be tested with the set and a complete test suite minimization 
technique when the obtained regular set is finite. We conclude with a discussion on 
the future work in Section 5. 

2 PRELIMINARIES 

2.1 Finite State Machines 

A Finite State Machine (FSM) (often simply called 'a machine' throughout this 
paper) is an initialized completely specified deteqninistic Mealy machine which can 
be formally defined as follows. A FSM A is a 6-tuple (S, X, Y, S, A, so) where S is a 
finite set of states with So as the initial state; X - a finite nonempty set of input sym
'boIs; Y - a finite nonempty set of output symbols, S and A are the next state and out
put functions S: S x X --+ S and A: S x X --+ Y. In usual way, functions S and A are 
extended to functions on the set S x X* where X* is the set of all finite input 
sequences including the empty sequence E. The FSM A is said to be connected if 
each state of A is reachable from the initial state, i.e. for each state se S there exists 
an input sequence aeX* such that S(so,a) = s. 

Two states Sj and Sj are said to be distinguishable states of A if there exists an 
input sequence ae x* such that the FSM A produces different output sequences at 
the states Sj and Sj to the a; otherwise, states Sj and Sj are said to be equivalent. An 
FSM with pairwise distinguishable states is called a minimal FSM. 

Given sequences a = Xt",xk eX* and ~ = Yt"'Yk e Y*, the sequence XtYt .. ,x"Yk is 
called a trace of the FSM A if ~=A.(so,a). For a sequence cr over alphabets X and Y, 
XnY = 0, the X-projection of cr is obtained by deleting from cr all symbols of the set 
Y. 

Given an FSM B = (T, X, Y, 'II, <p, to), B is said to be equivalent to A, written B=A, 
if for any sequence ae X*, it holds that A(so,a) = <p(to,a), otherwise B is distinguish
able from A, written B:;tA. In other words, B is equivalent to A if A and B exhibit the 
same behaviour under all input sequences. Protocol conformance testing is often 
formalized as FSMs equivalence problem. 

2.2 Fault models 

A fault model is a triple <A, -, 9t> [Petrenko 96-2], where A is a reference FSM, 9t, 
usually called a fault domain, is the set of all (possibly faulty) implementation 
FSMs defined over the same input alphabet as the reference machine, and - is a 
conformance relation. If the reference FSM A is a deterministic minimal FSM with 
n states, 9tn is a set of all deterministic FSMs over the same input alphabet as A with 
at most n states and - is the equivalence relation == then the fault model <A, ==, 9tn> is 
a classical 'black-box' model. A complete test suite TS w.r.t. the fault model <A, ==, 
9tn> is a finite set of finite input sequences of the reference FSM A such that for any 
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FSM Be 9tn, if B::FA then there exists input sequence ae TS such that A and B pro
duce different output sequences to a. There exists a number of methods for com
plete test suite derivation w.r.t. this model. Below we sketch the Wp-method 
[Fujiwara 91] for a complete test derivation. 

Let A = (S, X, Y, 0, A., so) be a minimal connected FSM with n states. A subset 
V~* comprising the empty sequence t is called a state cover set if for each state 
se S, there exists a sequence ae V such that O(so,a)=s. We further denote VX the set 
obtained by concatenating each sequence ae V with each input xe X. The set VX is 
usually called a transition cover set since each transition of the FSM A is traversed 
with an appropriate sequence of the set VX. 

Given state se S of the FSM A, a finite set Ws of finite input sequences is called a 
state identifier of the state s if for each state pe S, p#, there exists an input sequence 
ae Ws such that A.(p,a}#A.(s,a). An input sequence a is said to be a distinguishing 
sequence of the FSM A if the output responses of the FSM A at different states to a 
are different. When the FSM A has a distinguishing sequence a then the set { a} is a 
state identifier of any state of A. When a state identifier Ws is fixed for each state 
se S a procedure for derivation of a complete test suite w.r.t. the fault model <A, :, 
9tn> comprises two phases. 

In the former phase, the part T[ of the test suite is derived. The T[ checks 
whether an implementation FSM has exactly n states and each state identifier pre
serves its feature. This part of a test suitt; is obtained by concatenating each 
sequence ae V with each sequence of the union of state identifiers Ws over all states 
se S. If the implementation and reference FSMs have one and the same output 
sequence to each sequence of T) then any state of the reference FSM has a corre
sponding state in the implementation FSM with the same state identifier. 

The part T2 of a test suite derived in 
the latter phase, checks whether every 
transition of the implementation FSM is 
correctly implemented. The T2 is 
obtained by concatenating each sequence Figure 1 FSM RS. 
ae VX with each sequence of the state 
identifier of the state O(s,a) where a takes the FSM A from the initial state. Merging 
the Tl and T2 we obtain a complete test suite TS = Tl uT2 w.r.t. the fault model <A, 
:, 9tn>. For the sake of simplicity, each sequence that is a prefix of another 
sequence can be deleted from the test suite TS. 

Example 1. Consider an FSM RS in Figure 1 (al is the initial state). An input 
sequence x2 is a distinguishing sequence of the RS. We select the state cover set V = 
{t, xd. Then T[ = {X2, x[x2} while the transition cover set VX = {xl, xz' x3' x[xl' 
x[xZ, x[x3}' Concatenating each sequence of VX with Xz we obtain Tz = {xlxZ, xzxz, 
x3xZ, xlx[xZ' xlxZxZ, xlx3xZ}' After deleting from T[uTZ all prefixes of other 
sequences the set TS = {xzxz, x3x2' xlxlxZ' xlxZxZ' Xlx3xZ} is obtained that is a com
plete test suite w.r.t. the fault model <.RS, :, 9tz>. The tree of the test suite is shown 
in Figure 2. The test suite comprises five test cases of total length 18. 0 
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Figure 2 The tree of a complete test suite w.r.t. the fault model <.RS, :, 9t2>. States 
that should be identified are depicted in dashed lines. 

2.3 Composition of FSMs 

We consider a composition as a system of 
two component FSMs, as shown in Figure 
3. For the sake of simplicity, we consider 
pairwise disjoint sets X, Y, U and Z. The 
system at hand has a single message in tran
sit, i.e. the environment submits the next 
external input to the system only when it 
has produced an external output to the pre
vious input. This accounts for synchronous 
communication between the environment 
and the system. Notice, however, that asyn

c 
Figure 3 Composition of 
two FSMs: the context C 
and the component Compo 

chronous communication through bounded input queues can be simulated by 
explicitly introducing new contexts representing the behaviour of the bounded 
queue in the system [Tretmans 92][Phalippou 94]. The input queues must be 
bounded, so to assure that the corresponding FSM exists (i.e. it is really finite). 

Under these assumptions, when there are no live-locks in the composition, we 
can derive the composite machine of FSMs C and Comp using, for instance, the 
algorithm described in [Lima 97] in order to avoid generating the Cartesian product 
CXComp (which is often huge). 

Example 2. Consider the two machines C and Comp shown in Figure 4a and 
Figure 4b. Considering states a and 1 the initial states, the composite machine RS = 
C-Comp is the FSM of Figure 1. 0 

We now demonstrate that the composition of Figure 3 is general enough to dis
cuss the problems related to testing a component machine. We claim that the gen-
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xiY1 x,/y, G)I 
uIz, 

~0 xaIY2 xaIY2 
ziY2 xiu;ziY1 Z,/y, ~ 

(a) (b) 

Figure 4 The context C(a) and the component Comp (b). 

eral model of Figure 5 can be transformed into that in Figure 3 with the component 
and composite FSM being isomorphic to those of the original composition. 

If the external actions X' and Y' are redi
rected through the context along with the 
replacement of the external alphabets X' and 
Y' by the internal alphabets U' and Z' (Figure 
6), we obtain an equivalent (isomorphic) sys
tem due to one-to-one correspondence. For 
each input xe X', the context C at any state 
produces a corresponding internal output 
ue U' while for each internal input ze Z' the 
context produces the corresponding ye Y' . 
Comp is isomorphic to EComp w.r.t. the one
to-one correspondence between X' and U' 

X' Y' 

Figure 5 General composition 
of two FSMs. The context C' and 
the component EComp have 
external inputs and outputs. 

and Y' and Z' while the composite FSMs of the compositions coincide. 

Figure 6 The transformed composition of two FSMs, the context C and the 
component Compo 

2.4 Fault model for testing in context 

Many compound systems are formally specified as a system of interacting FSMs. If 
only some components of a system need testing we face the problem of testing an 
embedded component or testing in context. In this case, a system under test can be 
represented as the composition of two FSMs. As stated in Section 1, one of these 
machines, called the component, is the composite FSM of all component machines 
which need testing while another machine, called the context, is the composite 
machine of all other component machines that are assumed to be faulty-free. As 
demonstrated above, we can use the composition in Figure 3 to discuss problems 
related to testing in context. 
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We further suppose that the behaviour of a specification system is described by a 
deterministic FSM represented in the tester by a test suite. The tester executes test 
cases against an implementation system usually called a System Under Test (SUn, 
and checks the results on receipt of a response from the SUT. In this paper, we sup
pose that the SUT's behaviour can be represented by a deterministic composite 
machine. If the output response of the SUT to a proper test case differs from that of 
the specification system, then the tester produces the verdict 'fail'; in this case, the 
SUT is a nonconforming implementation of the specification system. Otherwise, the 
tester produces the verdict 'pass' to the test case. If the verdict 'pass' is produced to 
every test case of the test suite then we conclude that the SUT is a conforming 
implementation of the specification system. 

Let a specification system be given as the composition of two interacting FSMs: 
the context C and the component Compo Let this composition be represented by the 
composite machine RS with n states. An implementation system is also the compo
sition of two interacting machines: the context C (a faultless implementation of the 
specification context C) and an implementation component machine Imp. Let the 
implementation system's behaviour be represented by the composite machine 1M 
with at most n states. If ~n c is the set of all composite machines of such implemen
tation systems, then we are required to derive a complete test suite w.r.t. the fault 
model <.RS, :, ~n c>, i.e. a set of input sequences of RS such that for each imple
mentation system of the domain that exhibits a different external behaviour from 
that of RS, there exists at least one test case when the tester produces the verdict 
'fail'. 

As mentioned above, regular methods exist for the derivation of a complete test 
suite w.r.t. the fault model <RS, :, ~n>' The test suite is also complete w.r.t. <RS, :, 
~n.C> because ~n.C ~ ~n' The test suite checks the component as well, but it also 
checks (unnecessarily) the context that is assumed to be faulty-free; thus, it can be 
reduced in particular cases. In the paper [Lima 97], some sufficient conditions for 
reducing the test suite are established. These conditions are briefly summarized in 
the following section (Section 3.1). 

3 DEALING WITH REDUNDANT TRANSITIONS 

3.1 Reducing a test suite 

Each transition of the composite machine RS comes from a combination of transi
tions of the two modvles, the context and the component, but there may be transi
tions in the composite machine which are not affected by the component. In paper 
[Lima 97], such transitions are called redundant transitions; otherwise, a transition 
of the RS is called suspicious. If the context is assumed to be faulty-free then exter
nal sequences traversing only redundant transitions are superfluous and can be 
deleted from the test suite without loss of its completeness. A method for determin
ing such transitions is proposed and sufficient conditions for deleting superfluous 
test cases are established. These conditions can be formalized as follows. 
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Proposition 3.1. Given the reference composite machine RS, let ~ be an external 
input sequence only traversing redundant transitions of the RS. The output sequence 
of an implementation system to ~ coincides with that of FSM RS. 

Coronary 3.2. Given a complete test suite TS w.r.t. the fault model <.RS, :, 
9tn,c>, let ~E TS be a sequence only traversing redundant transitions of the RS. Then 
Ts\{ ~} is also a complete test suite w.r.t. the fault model. 

Example 3. Consider sequences x2x2 and x3x2 of the complete test suite TS w.r.t. 
the fault model <.RS, :, 9t2> obtained in Section 2.2. The sequences only traverse 
redundant transitions (al,x2)' (al,x2) and (al,x3)' (al,x2) of the composite FSM RS. 
Thus, TS = {XIXlx2, xlx2x2, XIXJX2} is a complete test suite w.r.t. the fault model 
<.RS, :, 9t2•C>' It has three sequences of total length 12. All sequences of the set TS 
traverse a suspicious transition. 0 

Nevertheless, it was pointed out that a more rigorous analysis is necessary in 
order to elaborate a method for checking suspicious transitions. 

3.2 Redundant transitions 

It may well happen that a redundant transition of the specification system becomes 
suspicious due to an unexpected interaction in the implementation system that 
brings the context to a wrong state. Consider, for instance, the system of two FSMs: 
context D (Figure 7a) and component Spec (Figure 7b). 

~2 8 b' Z1/Y1 C9 xlu ~®xJy2 
Zfl3 zfl2; Zfl1 Z1/Y1 

(8) 

Figure 7 The context D (a) and the component Spec (b). 

The composite FSM is shown in 
Figure 8. 

We use input sequence x to reach 
state b2 from the initial state al and 

~ 6 ~xJy2 

the same sequence x as a distinguish- Figure 8 The composite FSM D-Spec. 
ing sequence. Thus, T} = {x, xx} coin-
cides with VX = {x, xx} and T2 = {xx, xxx}, i.e. TS ={xxx} is a complete test suite 
w.r.t. the fault model <.f)-Spec, :, 9t2>. Note that the transition from the state b2 
under input x is a redundant transition. If we do not check this transition, then TS' = 
{xx}. However, TS' is not complete w.r.t. the fault model <.f)-Spec,:, 9t2 c>. 

Assume that the implementation component FSM Imp depicted in Figure 9a 
replaces Spec. The composite FSM D-Imp is shown in Figure 9b. By direct inspec
tion, one can assure that the input sequence xxx is the shortest sequence distinguish
ing nonequivalent FSMs D-Spec and D-Imp. 

The reason is that an implementation component machine, being an arbitrary 
FSM over alphabets U and Z, can induce unexpected internal interactions in the 
implementation system. These unexpected internal interactions bring the implemen-
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(a) (b) 

Figure 9 The implementation component FSM Imp (a) and the implementation 
composite FSM DoImp (b). 

tation system to a wrong state while producing the expected output. These kinds of 
faults are known as latent faults [Petrenko 96-2] and can only be detected when 
longer external test cases are submitted. Therefore, some effort must be put into 
characterizing such cases, so to improve the proposed solution. 

Given an external input sequence aE X of the FSM RS and an internal trace 
over alphabets U and Z, the trace is said to be unexpected w.r.t. a if the trace may be 
induced in an implementation system not coinciding with that of the specification 
system when a is submitted. Unexpected internal traces represent alternative paths 
that a system may take due to faults in the implementation component machine. 

Using the concept of unexpected internal traces in the previous example, we 
observe that a latent fault appears because: 
I. there exist unexpected internal traces uZ2 and uZ3 w.r.t. the external input x; and 

2. one of these unexpected internal traces, namely uZ3' produces the expected 
external output y 1. 

Generally speaking, given a redundant transition of the FSM RS at state s, the 
latent fault may occur under the following conditions: 
1. the external input sequence aE VX that takes the RS from its initial state to state 

s traverses suspicious transitions; and 
2. at least one of the unexpected internal traces w.r.t. a results in the expected out

put sequence. 
Based on this observation we conclude that a redundant transition becomes sus

picious if conditions 1 and 2 above apply, and then the tail state of such transition 
must be checked as well. 

On the other hand, if for some test case of a given test suite, none of the unex
pected internal traces w.r.t. the case result is the expected external output sequence, 
then the output sequence of an implementation to the test case coincides with that of 
the specification system. In this case, the test case is superfluous and can be deleted 
from the test suite without loss of its completeness. When at least one of the unex
pected internal cases w.r.t. the test case results in an unexpected external output 
sequence, other test case should be examined to recognize those that are superflu
ous. 
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4 TEST SUITE MINIMIZATION 

4.1 Detectable internal traces 

The example of Section 3.2 clearly demonstrates that the fault detection power of an 
external input sequence {l in the given context can be characterized by the set of all 
unexpected internal traces such that, if an implementation component machine 
comprises such a trace, then the specification and implementation systems produce 
different output sequences to Cl. We call such internal traces detectable with the 
external input sequence {l. If an implementation component FSM has no traces 
detectable with {l, then the specification and implementation systems produce the 
same output sequence to Cl. The formal definition of such internal traces is given in 
[Petrenko 97] where they are called forbidden internal traces w.r.t. Cl. As the set of 
traces of an FSM is a prefix-closed set, an extension of a trace which is detectable 
with an external input sequence is also detectable with this sequence. Conversely, a 
set of internal traces that are detectable with an external input sequence includes 
that for its prefix. 

Given a set T of external input sequences, an internal trace is said to be detecta
ble with the set T if it is detectable with at least one sequence of the set. Due to the 
definition of detectable traces, the following statement holds. 

Proposition 4.1. Given the composite FSM RS of the specification system with 
the context C and a complete test suite TS w.r.t. fault model <.RS,:, 9tn c>, let P be 
a subset of TS. If all internal traces detectable with TS are detectable with P then P 
also is a complete test suite w.r.t. the fault model. 

Due to Proposition 4.1, to compare the fault detection power of two test suites 
we need a procedure for characterizing internal traces that are detectable with a 
given external input sequence. We represent such traces as sequences recognized by 
a designated final state 'fail' of an appropriate acceptor or recognizer [Hopkroft 79]. 
Our first step is to describe all possible traces that may be induced in an implemen
tation system when the external sequence is submitted. Because a component FSM 
is completely embedded within the context (see Section 2.3), these traces can be 
described as traces of the context LTS LC obtained by unfolding each atomic transi
tion input/output in the context FSM C. The context LTS LC for the context C in 
Figure 4a is shown in Figure 10. 

Given an external input xe X, we construct the acceptor LC(x). States of the 
acceptor are states of LC with the initial state So- The initial and final states of the 
acceptor are special states that cannot be merged with other states with the same 
names called intermediate states, while it is possible to merge two such intermedi
ate states. There is a transition labelled with x from the initial state to state s if x 
takes the LC from the initial state So to the state s. For two intermediate states p and 
r, there is a transition labelled with action ae UuZ if there is a transition labelled 
with a from state p to state r in the LTS LC. There is a transition labelled with ye Y 
from the intermediate state p to the final state s if there exists an outgoing transition 
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at the state p to state s labelled with Y in the LTS LC. The connected part of the 
acceptor comprising the initial state is denoted LC(x). 

Figure 10 The context LTS LC 
representing all the traces of the 
context C. 

LC(X2) with s as the initial state. 
implies the following statement. 

Given a final state s of the acceptor 
LC(x) , the set of all sequences label
ling the paths from the initial to the 
final state s is a regular set recognized 
by the final state s [Hopkroft 79]. Due 
to construction of the acceptor, the reg
ular expression specifying the set can 
be written as xfy where f comprises 
only internal actions of the set Uuz. 
Thus, the set of the (UuZ)-projections 
of the regular set recognized by a final 
state also is a regular set specified by a 
proper regular expression. 
To construct the acceptor LC(xI ... xk) 
we construct at each terminal state s of 
the acceptor LC(x I) the acceptor 

The construction of the acceptor LC(x I ... xk) 

Proposition 4.2. Given the acceptor LC(x I ... xk), let IS be the implementation sys
tem of a component over alphabets U and Z within context C. 1) If 0' is a trace of the 
system when the external input sequence xI ... xk is submitted, then the acceptor 
LC(XI ... Xk) has a path from the initial state to a final state labelled with the sequence 
0". 2) If an (UuZ)-projection of sequence 0" labelled a path from the initial to a final 
state is a trace of the implementation component, then the output sequence of the im
plementation system to x I ... Xk is the Y-projection of the sequence 0'. 

Example 4. Consider an implementation system with the context of Figure 4a 
and an input sequence x IX2x2. When the external input XI is applied to the context at 
the initial state a the context produces the internal output u and enters the state b. Its 
next action depends on an output produced by a component machine to the input u. 
If the component produces Zl then the context remains at the state b producing Yl 

while the context enters the state a producing Yl if the component has the output 
response Z2 to u. In both cases, the context produces an external output Yl to Xl and 
the next external input x2 can be applied to the context. Since we are interested in all 
the traces that may be induced when the external input sequence is submitted to the 
context we do not merge states with the same names separated with external 
actions. The procedure of constructing the acceptor LC(xlx2x2) is illustrated in Fig
ure 11. 0 

The next step is to transform the acceptor, so that the set of all internal traces 
detectable with the given external input sequence would be represented by the set of 
(UuZ)-projections of the sequences recognized by a designated state 'fail.' 

Procedure 4.1. Derivation of the regular expression for forbidden traces w.r.t. a 
given external input sequence. 
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Inputs: The composite machine RS of 
the specification system with a context 
C and an external input sequence u. 
Output: A regular expression Eu for 
internal traces detectable with u. 
Step 1. Derive the context LTS LC 
unfolding each atomic transition input! 
output in the context FSM C and con
struct the acceptor Lqa). 
Step 2. For each path of the acceptor 
Lqu) from the initial state to a final 
state such that the (Xv Y)- projection 
of the sequence labelled the path is not 
a trace of the specification composite 
FSM RS, replace the last state of the 
path with a designated deadlock state 
'fail.' 
Step 3. If for some transition labelled 
with external input XE X or with an 
internal action ZE Z, all the subsequent 
paths have a final state 'fail' then 
replace the final state of the transition 
with the 'fail' state. 
Step 4. Derive a regular expression Eu 
for (UuZ)- projections of sequences 
labelling all paths from the initial state 
to FAIL state. 
The regular language obtained by Pro

cedure 4.1, is called the characterization 
fault detection set D(a) of the sequence a 
which completely characterizes the set of 
nonconforming implementation systems 
that can be detected with the external 
inputsequenceu. 

Proposition 4.3. Given a context C, a 
component specification Comp, a compo
nent implementation Imp, the composite 
machines RS (system specification) and IS 

Figure 11 The fragment of the 
acceptor Lqxlx2x2)' The external 
projections of executed traces are 
underlined. 

(system implementation), and an external input sequence u, let Ea be a regular ex
pression obtained by the Procedure 4.1. The external sequence u distinguishes FSMs 
RS from IS iff the language specified by the expression Ea comprises a trace of the 
component Imp of the implementation system. 

Proof. First part. Let the language specified by the regular expression E com
prise a trace ~!y of a component Imp. By construction of Ea, there is a path in the 
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acceptor (obtained at Step 2 of Procedure 4.1) from the initial state to the 'fail' state 
labelled with a sequence such that: 1) its (UuZ)- projection ~W fyy' is a trace of the 
implementation component Imp; 2) its X- projection is a; and 3) its Y- projection (J 

is different from the RS's output sequence to a. The 'faU' state replaces an appropri
ate final state of the acceptor LC(fl). Due to Proposition 4.2 (Part 2), the implemen
tation system produces the output sequence (J when a is submitted to the system. 

Second part. We now assume that the IS has the output sequence (J to a that is 
different from that of the RS. Then the acceptor obtained at Step 2 of Procedure 4.1 
comprises the path from the initial state to the 'faU' state labelled with a trace in
duced in the implementation system when a is submitted to the system (Proposition 
4.2, Part 1). Therefore, the X- projection of the sequence labelling the path is a, the 
Y- projection is (J and the (UuZ)- projection is a trace ~/y of the component Imp. By 
construction, the language specified by regular expression E comprises a prefix to ~f 
y, i.e. a trace of the component Imp. 0 

CoroUary 4.4. Given an internal trace 't and an external input sequence fl, 't is 
detectable with fl iff the set D(fl) contains a prefix of't. 

Given the set T of external input sequences, the union of the characterization 
fault detection sets over all sequences in the set T is called the characterization fault 

detection set D(D of T. 
Example 5. Consider a sequence XtX2X2 of the complete test suite TS = {XtXtX2, 

xlx2x2, Xlx3x2} w.r.t. the fault model <RS, :, 9t2,c> obtained in Section 3 after 
deleting test cases traversing only redundant transitions. This sequence traverses 
suspicious transitions. We need now to determine the characterization fault detec
tion set D(XjX2) for its prefix XjX2' 

Consider in the acceptor the path labelled with the sequence XlUZ2YIX2Yl from 
the initial state. A system executes this sequence of actions when the context is 
combined with an implementation component machine producing at the initial state 
the output Z2 to the input u. Once the component of a system produces the output Z2 

to the input u, the system will produce the output sequence YIYl to the external input 
sequence XIX2' This output does not coincide with the expected output YIY2 of the 
reference composite FSM (Figure 1) to the input XIX2' Thus, the final state of the 
path is replaced by a 'faU' state. 

Consider now the paths labelled with sequences XjUZjYjX2UZjUZjYj and 
XjUZjYjX2UZjUZ2Yj. A system executes these sequences of actions when the context 
is combined with an implementation component machine producing at the initial 
state the output sequence ZjZjZj or ZjZjZ2 to the input sequence uuu. Thus, since the 
implementation component of a system at hand produces the output sequence ZjZjZj 

(or ZjZjZ2) to the input sequence uuu, the system produces an output sequence (y jY j) 

to the input sequence XjX2 that is different from the expected output sequence YjY2 

of the reference FSM RS (Figure 1). The prefix XjUZjYjX2UZj of the sequences takes 
the acceptor from the initial state to a state where all the subsequent paths lead to a 
'fail' state. In other words, if an implementation component machine has a trace 
UZjuzjo then the system will always produce the unexpected output sequence Y jY j to 
the input sequence x t x2, regardless of the output of the implementation component 
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to the next input u. That is why we replace the state where x/uz/y/x2uz/ takes the 
acceptor to from the initial state by a 'fail' state. Therefore, D(x /x2) = {uZ/uZb UZ2}' 
By direct inspection of Figure 11, one can assure the set D(x /x~2) coincides with 
D(x/x2)' i.e. the test case x/x~2 can be replaced by x/x2 without loss of complete
ness of the TS w.r.t. the fault model <.RS, :, 9t2,c>, 

On the other hand, if the component of an implementation system has no traces 
of the set D(xlx2), then even unexpected internal interactions in an implementation 
system result in the expected external output sequence Y /Y2 of the reference FSM 
RS to the external sequence x /x2' In a similar way, we determine the sets D(x /x /x2) 
= {uZ2uZ2, UZ2uZ/uZb uz/uz/} and D(x/x3x2) = {uZ2' uz/uz/}. Thus, the fault charac
terization set D(TS) = {uZ2uZ2' uZ2uzluzl, uZ2' UZluZI} comprises a prefix of any 
internal trace detectable with the test suite TS. 0 

Once the component of an implementation system has a trace belonging to 
D(TS), there exists a test case in the TS to which the implementation and reference 
systems produce different output sequences. Conversely, if the component of an 
implementation system has no traces of the set D(TS) then the implementation and 
reference systems produce the same output sequence to each test case of the TS. In 
other words, if the composite machine of the implementation system has at most 
two states then it is equivalent to the RS. That is to say that all components having 
no traces of the set D(TS) that combined with the context possess the composite 
machine with at most two states are equivalent to the specification component 
Comp in the context C. At the PCOs it is impossible to recognize which of them 
serves as the component of the system at hand. 

4.2 Minimizing a test suite 

Removing redundant transitions 

Using the results of Section 3 and Section 4.1, we can reduce the procedure of deri
vation of a complete test suite w.r.t. the fault model <A, :, 9tn> (as explained in 
Section 2.2) to the procedure to generate a complete test suite w.r.t. the fault model 
<A,:,9tn,C>· 

Procedure 4.2. Deriving a complete test suite w.r,t. the fault model <A, :, 

9tn,c>' 
Input: The composite FSM RS of a specification system with n states that is 
minimal and connected; the state cover set of RS; a transition cover set; and the 
set of state identifiers for all the states of RS. 
Output: A complete test suite w.r.t. the fault model <A, :, 9tn,c>. 
Step 1. Concatenate each sequence of the state cover set with each sequence of 
the union of the state identifiers over all states of the FSM RS. Denote T/ the set 
obtained. Let Q' be the subset of states of the context such that, for any state 
qe Q', there exists a sequence of the state cover set traversing only redundant 
transitions taking the context from the initial state to state q, 
Step 2. Concatenate each sequence of the transition cover set traversing either a 
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suspicious transition or taking the FSM RS from the initial state to state (q,t), 
(q~ Q') with each sequence of the identifier for the state to which the sequence 
takes the FSM RS from the initial state. Denote Tz the set obtained and TS the 
union of T] and Tz. Each sequence that is a prefix of another sequence can be 
deleted from the TS. 

Comparing the above procedure with that in Section 2.2 we do not include in Tz any 
subset obtained by concatenating a sequence of the transition cover set traversing 
only redundant transitions and taking the FSM RS from the initial state to the state 
(q,t), where qe Q', with an appropriate state identifier, i.e. we do not test an unnec
essary transition [Lima 97]. 

Proposition 4.5. Given the composite FSM RS of the specification system with 
n states, the set TS derived by Procedure 4.2 is a complete test suite w.r.t. the fault 
model <.RS,:, 9tn•C>' 

Proof. Let <l be a sequence of the state cover set traversing only redundant tran
sitions and taking the FSM RS from the initial state to state (q,t), where qe Q'. More
over, let ~ be a sequence of the transition cover set traversing only redundant 
transitions and taking the FSM RS from the initial state to the state (q,t'). By con
struction, the set T] contains all sequences of the state identifier Wqt' for state (q,t'). 
Each internal trace detectable with the sequence ~y, ye W qt' is detectable with <lY 
because the parts of both acceptors LC(~"f) and LC(<l"f) comprising internal traces 
start at the same initial state q of the context. Thus, the subset containing the concate
nation of the subsequence ~ with each sequence of the set is superfluous in the com
plete test suite w.r.t. the fault model <.RS,:, 9tn.C>' 

Deleting superfluous test cases 

Suppose now that we derive a complete test suite w.r.t. the fault model <RS, :, 
9tn•C> using Procedure 4.2 (i.e. not including into the test suite a sequence travers
ing only redundant transitions - Corollary 3.2). There may exist a proper subset of 
the test suite such that any internal trace detectable with the test suite is detectable 
with the subset, i.e. some sequences of the test suite may still be superfluous. Due to 
Proposition 4.3, to compare a fault detection power of two external input sequences, 
it is sufficient to compare the corresponding regular sets (the comparison of arbi
trary regular sets is out of the scope of this paper). Let us assume that the character
ization fault detection set D(TS) is finite for a given complete test suite TS w.r.t. the 
fault model <.RS,:, 9tn.C>' as it often occurs in practical situations. In this case, the 
problem of determining a minimal subset of a complete test suite TS, that is also 
complete w.r.t. <.RS, :, 9tn•C>' is reduced to derivation of a minimal column cover
age P of the boolean matrix B, i.e. a minimal row subset of P such that for each col
umn there exists at least one row of P comprising Is in this column. The rows of the 
matrix B correspond to sequences of the test suite TS while the columns correspond 
to internal traces of the characterization fault detection set D(TS). Item bij is '1' iff 
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for the sequence CX;E TS, the characterization fault detection set D(CX;) contains a 
prefix of the internal trace (~/"()jE D(TS). 

Example 6. The boolean matrix B for our working example is shown in Table I. 
By direct inspection, one can assure that set D( x jX2) contains the prefixes of all 
traces of the set D(TS), i.e. all internal traces detectable with the test suite TS = 
{x,x,x2' x,x2, x,x3x2} (obtained in Section 4.1) are detectable with the external 
input sequence x,x2. Therefore, the subset {x,x2} is a complete test suite w.r.t. the 
fault model <RS, :, 9\2.C> being sufficient to detect an implementation system that 
possesses the composite machine with at most two states and is not equivalent to the 
reference composite FSM RS in Figure I when the context is faulty-free. One can 
compare this test suite (of total length 2) with a complete test suite w.r.t. the fault 
model <RS, :, 9\2> obtained in Section 2.2 that comprises five test cases of total 
length 18.0 

In a number of practical situations it is nearly impossible to derive the composite 
machine of the overall system due to its huge number of states. In this case, a test 
suite often is derived by a test engineer who is a high-level expert in the area. The 
obtained test suite checks important features of the protocol's implementations but 
it is difficult to estimate its fault coverage in the formal way. The above approach 
can be used to reduce the given test preserving its fault detection power. 

Let a specification system be a composition of the context C and the component 
Comp possessing the composite machine RS and let 9\ be a finite set of FSMs over 
the same input alphabet as RS. We denote 9\c the subset of 9\ comprising each 
machine of the set 9\ that is the composite machine of some implementation system 
with the same context. Given a set T of test cases that is complete w.r.t. the fault 
model <RS, :, 9\c>, a subset P of the set T is said to have the same fault detection 
power in the given context if it is also a complete test suite w.r.t. that fault model. 

TABLE 1. The boolean matrix B 

o 

o o 
Given the context C and the set T of external test cases, we can use Procedure 

4.1 to determine the characterization fault detection D(T) and derive its subset P 
with the same fault detection power as a minimal coverage of an appropriate 
boolean matrix when D(T) is finite. 
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5 FUTURE WORK AND CONCLUSION 

Our future work is basically related to the generalization of the proposed approach. 
It can be easily generalized to the case when some transitions of the specification 
context and component are undefined while their implementations are assumed to 
be completely specified. In undefined situations, the implementation can produce an 
error message, for example, or have a loop labelled with the NULL output. In this 
case, conformance testing for protocols can be formalized as FSMs quasi-equiva
lence problem where a complete FSM B is said to be quasi-equivalent to (possibly 
partial) FSM A if A and B exhibit the same behaviour under all input sequences 
where a behaviour of A is specified. We can call methods for a complete test suite 
derivation w.r.t. the fault model <A, =q' 9tn> [Petrenko 96-1][Yannakakis 95] 
(where =q is a quasi-equivalence relation) and use the method proposed in this paper 
to minimize the obtained test suite. 

We also would like to generalize this approach to a system of communicating 
nondeterministic FSMs. As the authors of the paper [Lima 97] notice, Proposition 
3.1 and Corollary 3.2 hold in this case. But now it is insufficient to keep in a test 
suite external sequences detecting each trace detectable w.r.t. the test suite. The sub
set of remaining test cases should also check whether the set of output responses of 
an IUT to an external input sequence <X contains each output sequence of the refer
ence composite FSM to <X. The problem is closely related to the problem of equa
tion solving [Merlin 83][Kim 72][Parrow 89][Watanabe 93], where we are required 
to derive the largest specification of the sub-module that combined with the given 
context is equivalent to the specification's composite FSM. To the best of our 
knowledge the problem is not solved to the general case; solutions only exist for 
particular cases. 

In this paper we presented a test derivation strategy for testing in context. The sys
tem studied was composed of two communicating FSMs, the context and compo
nent, and the test architecture was generic, i.e. the context and the component may 
have external inputs and outputs. Using the given fault model for testing in context, 
conditions were provided to detect redundant transitions that did not need to be 
tested. 

Furthermore, given an external input sequence, a regular set was derived such 
that a nonconforming implementation system could be detected with this input 
sequence if and only if its component comprised a trace of the set. Based on this 
approach a method was also presented to construct a complete test suite and to 
select a minimal subset of this test suite having the same fault detection power. On 
the other hand, the proposed method can be used to reduce a test suite given by 
human experts while preserving its fault detection power. 
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