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Abstract 
In this paper we propose an original approach to the evaluation of test suites 
for embedded system testing, where the implementation under test (IUT) 
is embedded in a composite system as a component module. We define a 
coverage measure based on the identification of the IUT within the test context 
with respect to observational equivalence at the composite system level. The 
problem of limited IUT controllability and observability caused by the test 
context is handled when computing the coverage. The approach is purely 
functional and only assumes a general fault model where the number of states 
in the IUT is upper bounded. A tool has been developed and an example is 
given to illustrate and validate the approach. 
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1 INTRODUCTION 

With the development of distributed component computing, it has become 
increasingly important to test components that are embedded in a composite 
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system. Often this has to be done at the composite system level due to the 
difficulty in isolating an embedded component that is fully integrated into 
the system. All components other than the one to be tested constitute the 
test context [7]. In such an environment, testing is performed by applying test 
suites at the system level in order to exercise the behavior of the target com
ponent since the interfaces of the embedded module are not directly accessible 
by the tester. The correctness of the component can only be inferred from the 
global system behavior, i.e., system input and output events. Internal events 
between components act as constraints on the global behavior and are not 
directly controllable or observable. This type of testing is known as embed
ded testing as in the International Standards Organization (ISO) conformance 
testing framework for communication protocols [7]. 

Most work in the area of protocol testing has mainly been on single com
ponent testing where each component of the system is tested in isolation. 
Effectiveness of such tests can be evaluated in various ways, ranging from 
fault simulation [4, 15], structural analysis [17], to faulty machine identifica
tion [16, 18]. 

Recently some work aiming at testing embedded components (also called 
testing in context) has appeared [13, 14, 12, 9]. The work so far has mainly 
been on defining fault models and generating effective test suites with respect 
to given fault models. However, the problem of evaluating the coverage of a 
given test suite for embedded component testing has not been addressed. The 
objective of this paper is to propose a solution to this problem. 

The traditional fault simulation method as used in fault coverage evaluation 
for isolated machines [4, 15] can be adapted for use in embedded systems by 
defining an appropriate fault model as in [13]. However, in many complex 
systems detailed fault classes are unknown or are difficult to be established. 
It is simply impossible to explicitly construct all faulty machines in a realistic 
situation as pointed out in [13]. We therefore propose a new approach to 
the evaluation of test coverage for embedded system testing that is based on 
faulty machine identification by given external behavior, i.e., a test suite. No 
detailed fault classes are needed. In the approach, the components of a system 
are modeled as two communicating finite state machines (FSMs), one being 
the test context and the other being the IUT. The test context is assumed to 
be faultless. We identify the IUT component (an FSM) using both reach ability 
computation and constraint based search, the latter has been effectively used 
in our earlier work on the identification of single FSMs [18]. The test coverage 
of the test suite is measured by the number of FSMs that are not conforming to 
the component specification. The approach increases the computing efficiency 
in two ways: 1) The global identification is avoided; 2) The constraint based 
search is optimized by domain reduction and backjumping. The approach 
can be readily extended to enhance the quality of test suites by generating 
additional test cases 

The rest of the paper is organized as follows. Section 2 gives an overview 
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of the general principles of embedded system testing and test architectures. 
Section 3 describes our approach of coverage measure in embedded testing. 
The next two sections provide a more formal description of the algorithm 
followed by an illustrative example, respectively. We close with a discussion 
of the proposed approach and some future work. 

2 EMBEDDED TESTING ARCHITECTURE 

We model a composite system as a set of communicating FSMs. Figure 1 
shows a test architecture that depicts such an environment. 

Te ter Te t Context 

~-. 
IUT 

~Ip 

.. PCO • lAP 

Figure 1 Test architecture for embedded component testing 

Major components of the architecture are (see [10] for details): 

• a tester; 
• an implementation under test (IUT); 
• test context; 
• points of control and observation (PCO); 
• implementation access points (lAP). 

The tester contains a test engine that executes test suites and determines 
whether the IUT (the targeted component, also called Module Under Test, or 
MUT for brevity) conforms to its specification by observing system responses 
at the PCOs. The test context is a set of FSMs that are not being tested; 
instead they act as an environment in which the IUT runs, and which interacts 
with the IUT through the lAPs. The lAPs are not directly controllable or 
observable by the tester . 

An example of embedded module is the Service Specific Connection Ori-
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ented Protocol (SSCOP) used in the B-ISDN ATM Adaption Layer (AAL) 
[8]. SSCOP is embedded in the AAL, on top of the Common Part Conver
gence Sublayer (CP-AAL) and below a Service Specific Coordination Function 
(SSCF) module. Testing of SSCOP needs to be an embedded testing if it is 
only accessible via the CP-AAL and SSCF. 

3 TEST COVERAGE MEASURE 

As mentioned before, our coverage measure is based on machine identification. 
The number of faulty machines that cannot be detected by a test suite reflects 
the effectiveness of the test suite. We will first give an overview of the measure 
as applied to single machine identification where the tester has full control of 
the IUT (i.e., has direct access to its I/O ports). The measure is then extended 
to embedded component testing. 

3.1 The machine identification approach 

Machine identification consists in deducing a finite state machine from its 
input/output sequences which are samples of its external behavior. The issue 
was initially studied in the area of sequential circuits [11, 2, 5] and later used in 
communication protocol testing [16, 18,3]. Figure 2 shows the different sets of 
machines that can be defined according to this method: S is the specification 
machine, SCM (the area of the inner-most circle) is the set of machines that 
conform to S, and TCM is the set of machines that are compatible with the 
test suite, i.e., they are perceived as correct by the test suite. The shaded 
area thus represent those machines that do not conform to the specification 
but cannot be detected by the test suite. It is a measure of the inefficiency of 
the test suite. The coverage, or the goodness of the test suite, can be defined 
as the inverse of the size of the shaded area. 

Definition 1 (Coverage measure) Let T be a given test suite, 5 the speci
fication, and n the upper bound of the number of states in any implementation 
of 5. Let KTCM be the number of T-conforming machines for 5, and KSCM 

is the number of S-conforming machines. The test covemge ofT is defined as: 

1 
Cov(5,T,n) = K r 1 

TCM - '-SCM + 

The "1" in the denominator is necessary since it is possible that KTCM = 
KSCM which should be interpreted as complete coverage instead of infinite 
coverage, which does not make good mathematical sense. The definition also 
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Figure 2 Machine identification with respect to a test suite 
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makes sure that if a test suite subsumes another one, it must have a higher 
coverage value. 

To computeCov, we need to: 

• calculate KTCM, i.e., to identify the number of machines that accept the 
test suite, and 

• determine how many of these T-conforming machines actually conform to 
the specification. 

To calculate KTCM, identification and construction of the T-conforming 
machines are necessary. Traditional methods such as [11 , 2] may be employed. 
Assumptions are usually made to make the problem solvable, First of all, the 
space of all FSMs must be limited since otherwise KTCM may be infinite, 
causing a zero fault coverage for any test suite. A widely used assumption is 
the "upper-bound state" assumption where faults in the IUT can only increase 
the number of states to a predefined boundary. The upper bound should also 
be relatively small to make it manageable in practice, since the space of FSMs 
grows exponentially with the number of states. Secondly, in order to construct 
the T-conforming machines in a deterministic way, the IUT must be modeled 
as a deterministic finite state machine, using either the Moore or Mealy model 
(the latter is commonly used in communication protocol modeling). 

The identification approach has the major advantages of generality and in
dependence of detailed fault models such as output faults, head and tail state 
faults, state transfer faults, and their combinations_ However, the identifica
tion process typically introduces high computational cost as the identification 
problem is known to be NP-complete with respect to the number of states [6]. 
In [18], heuristics developed in artificial intelligence have been employed in 
an effort to reduce the computing time and it has been shown to be effective 
for some moderate-size protocols [18]. This technique should be even more 
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feasible at higher levels of abstraction for test design where the number of 
protocol states would be smaller. We will use this AI based method in our 
coverage calculation for embedded system testing. 

3.2 Identification of embedded machines 

In embedded system testing, the coverage could have been calculated by iden
tifying the whole global system. However, this approach would not be interest
ing because it may run out of steam in handling a complex composite system 
and also violates our motto of "divide and conquer" . Besides, when we assume 
the test context is faultless (which is perfectly reasonable in embedded system 
testing), it is simply unnecessary to identify the global system because a lot 
of energy would be wasted in identifying possible faults in the context. 

To calculate the coverage in embedded system testing, we assume that only 
the embedded component (MUT) is faulty, the test context being thoroughly 
tested or for our purpose being simply faultless. The MUT is identified by the 
test suite applied to the whole system (see below). This approach avoids the 
identification of the global system and allows us to focus on the MUT for a 
better coverage. 

After identification of the MUT, comparison must be made to determine 
whether it conforms to its specification. As explained in [13, 14], this com
parison must be done at the composite system level, i.e., the conformance 
of MUT must be defined by the global behavior after composition with its 
test context. This is because with limited controllability and observability of 
the MUT, we can only determine the conformance by its globally observable 
behavior. If an MUT does not conform to its specification at the component 
level, but the global behavior of the MUT in composition with the context 
conforms to the composition of its specification and the context, we can only 
conclude that the MUT works correctly in that context. This is often called 
equivalence in context [13]. The observational equivalence relation [1] applies 
in this situation and is used for determining the equivalence in context. 

Besides the equivalence issue, we also need to impose the so-called I/O or
dering constraint [13]. This constraint requires that the next input is submit
ted to the composite system only after it has produced an output in response 
to the previous input. This allows the system to have a finite number of steady 
states. Also, in order for the composition machine (the MUT and the context) 
to be valid, the product of MUT and context should not contain livelocks. 

Since a test suite may consist of many test cases each starting from the 
initial system state, a special input reset is used to bring the system to its 
initial state. This initial state is a combination of the initial states of the con
text machine and the MUT. Whenever reset is encountered, both the context 
and MUT are set to its initial state, and no output (or a null output) will be 
produced. The faults in the IUT will not affect this capability. 
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Let MJ be the embedded MUT module to be identified given its specifica
tion S, the test context C, and the test suite TS. We consider TS as composed 
of a linear sequence of test steps (I/O pairs). If there are many test cases, they 
will simply be concatenated with reset/null to form the test suite. 

Our approach in identifying MJ is to first build a test tree for MJ, which 
represents all sampled behaviors of MJ as excited by the test suite. This test 
tree is then collapsed for the identification of MJ using the approach proposed 
in [18]. We follow the following steps to build the test trees: 

1. Apply a test step x/y (an I/O pair) in the test suite to the system. Since 
C is known, reach ability computation can be performed until the input 
reaches MJ (we do not exclude the case where an input is directly applied 
to an embedded module by bypassing C; this is done simply by skipping 
the reach ability computation part). For example, an input x applied to the 
system via C may produce an internal event in C as an input to MJ. A 
special case in this step is the reset signal. No reach ability computation is 
needed; we simply reset the context machine and move to the root of the 
current test tree. 

2. When an input reaches MJ, we start to construct a test tree for MJ. At this 
point, the output caused by that input from C may be any possible event 
that is allowed in M!'s output alphabet. Try each possible event according 
to the next step. 

3. For each possible event op, continue the reachability computation of Step 1, 
until a global output is produced. If, during the reach ability computation, 
an output of the co"ntext is an input back to MJ, Step 2 will be called. This 
will lead to a recursive execution of Steps 2 and 3. When a global output is 
finally produced, it is compared with the output of the test step. If they are 
different, a contradiction is found and hence op is ruled out. Repeat this 
step for the next possibility until a global output compatible with the test 
step is observ:ed or no possibility is compatible. If a compatible output is 
found, the test tree goes one step farther with a label of i/o, where i is the 
internal input to MJ excited by the global input, and 0 is the compatible 
output. If no compatible output can be found, backtrack to the previous 
test step. The current test tree is also "rewound" accordingly. 

4. If all test steps have been processed, we have obtained a test tree for MJ. 
At this point, we backtrack to the previous test step, with C and the test 
tree being set to their respective previous states, and continue searching 
for the next output possibility with respect to these states. This step is 
repeated until all output possibilities have been exhausted, resulting in all 
test trees for MJ. 

If the test suite was correctly generated for S, we will end up with at 
least one test tree for MJ; otherwise the algorithm will produce no test trees 
which would indicate an incorrect given test suite. Figure 3 gives a simplified 
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illustration of this process. Suppose a test step consists of x/yo The global 
input x causes a transition x/a in C, in which a serves as an internal input to 
M/, which outputs y. An edge labeled a/y in M/'s test tree is then obtained. 
The dotted line from M/ to C indicates a possibility where M/ produces an 
output to C in response to its input. In general, a finite number of events may 
be exchanged between C and M/ before a global output is produced. Due to 
the assumption that there is no livelock between C and M/, a global input 
will always cause a global output after its propagation within the system. 
However, this assumption may not hold for a faulty IUT when we explore 
all output possibilities of M/. In such a case, we will terminate the algorithm 
after a predefined number of interactions between C and M /, which should be 
large enough to signify a livelock. More sophisticated mechanism in detecting 
a livelock on-the-fly requires further investigation . 

. ..... ... .... ... .... ... 

c M/ 
x a 

1: 
1 

f4 .......... 

. . . ~~~p.~~i.~~ .. ~y.~t~'.1.' .................................................... : 

Figure 3 Test tree construction for embedded component 

With the test trees constructed, the identification of M/ can be solved as 
a single machine identification problem using our tool COY as presented in 
[18]. Each test tree is fed to COY to build the corresponding M/(s). 

In order to determine whether an M/ is a conforming implementation, the 
final step is to compute the composition of C and M/, denoted as CoM/ 
[13]. It can be obtained from the product of C and MJ (C x MIl by hiding 
the internal actions since observational equivalence is used in our testing. The 
assumption that C x M/ has no livelock assures the existence of CoM/. The 
composition is then compared with CoS for observational equivalence. Those 
equivalent in the global behaviors are counted as KSCM. This completes our 
calculation of KTCM and KSCM. 
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4 ALGORITHM 

This section presents the above algorithm in more formal notations. Our 
formal model is the familiar Mealy machine frequently used in communica
tion protocol modeling. A deterministic FSM is represented by a quintuple 
M = (Q, X, Y, 8, >.), where Q, X, Yare the internal states, input alphabet and 
output alphabet respectively. 8 : Q x X -+ Q is the next state function and 
>. : Q x X -+ Y is the output function. The functions 8 and>' can be extended 
to handle an input sequence (j = X1X2 ... Xk in the usual way:' 8(ql' (j) is the 
final state after (j is applied to state ql, and >.( ql, (j) denotes the correspond
ing output sequence. That is, >'(ql' (j) = Y1Y2'" Yk where Yi = >'(qj, xd and 
qi+l = 8(qi, Xi) for i = 1, ... , k, and 8(ql' (j) = qk+l. 

A test case of length k is an element of (X x Y)* and is denoted by Tic = 
(Xt/Yl, ... ,Xk/Yk), which satisfies >'(ql,xlX2"'Xk) = Y1Y2·"Yk. The special 
test step reset/null is given by r / - for short. If a test suite contains a set 
of test cases each starting from the initial state, it can be considered as a 
linear test sequence formed by concatenating the test cases with r / -. In the 
following algorithm, we will not make distinction between a test suite and the 
test sequence obtained by concatenating the test cases in the test suite. 

The inputs to our algorithm are the initial state of the MUT to be identified, 
the initial state of the context, and the test suite. In other words, we build our 
test tree starting from the initial state of the system. The output is the set 
of test trees for the MUT, obtained by applying the test suite to the system 
in the given test context. These trees are then used to infer the MUT as per 
the single machine identification algorithm [18]. The final composition of the 
inferred machines and the context is done to single out conforming solutions. 

Figure 4 gives the algorithm for constructing the test tree. It is a recursive 
procedure that processes the test suite one test step each time. The exceptional 
case where a livelock may exist is not shown. 

The first line checks if the whole test suite has been processed. If so the test 
tree has been constructed and is saved, and the algorithm backtracks to search 
for other solutions. Line 2 handles the special case of the reset signal, resulting 
in the initialization of the context as well as the current test tree. The current 
tree node points to the root. Line 5 applies reach ability computation (RC) 
from the global input until the MUT module M/ is reached, which means an 
internal input for M/ is produced from the global input. In case where a global 
output is generated before M/ is reached, i.e., this test step does n<;>t really 
test any part of M/, the procedure backtracks to the next test step without 
adding any edge to the test tree. Otherwise, the algorithm proceeds to line 
7 to search for an output symbol for a potential edge in the test tree. This 
is done by analyzing all possible outputs for M/ with regard to the present 
internal input. In Line 8, for each output possibility, if it is a system output 
and it is consistent with the output given in the test step, we have found a 
consistent edge for MJ. If it is a context input instead, the algorithm goes 
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Algorithm: Test tree construction for MI. 
U = (UI' ... , un): the test suite, where Ui = xi/Yi is the ith test step; 
Vi: represents tree node i; 
qi: represents state i of the context; 
TT: the test tree being constructed. 

boolean TestTree( Ui , Vi, qi) 
{ 
1. if (Ui = NULL) { save TT; return(FALSE);} 
2. if(ui = r/-) {Vi t- Vo;qi t- qO;} 
3. else { 
4. in t- Xi; 

5. RC from in to MI; Context reaches qj with input z; 
6. if ( (.x(qj, z) = ai) is input to MI) { 
7. for bi E Y do { 

8. if (bi == Yi) { add edge Vi ~ Vj to TT; break; } 
9. else if (bi is input to C) { in t- bi; goto Line 5 }; 
10. } 
11. if (no compatible Y found for all bi) return(FALSE); 
12. 
13. 
14. } 

} 
else if (ai is system output and ai =I y;) return (FALSE); 

15. return TestTree( Ui+l, Vj, qj); 
} 

Figure 4 Test tree construction algOrIthm 

back to Line 5 for further reachability computation. If all failed, we go on 
to try the next output bi. If no compatible bi can be found, which indicates 
an inconsistent bi in a previous test step, the algorithm backtracks. Line 15 
repeats the processing for the next test step. 

5 TOOL AND EXAMPLE 

To validate the approach, an experimental tool called ECOV (Figure 5) has 
been implemented in C on a Linux 2.0 Pentium machine. It is a tool set that 
consists of tools for test tree construction (TTREE), machine identification 
by the test tree (COV), and a composition algorithm (COMP) that checks 
the observational equivalence in context. In the tool set, COY was developed 
in [18] and is integrated into ECOV via I/O files. ECOV takes as input a test 
suite, a test context, and the MUT specification, and produces a coverage 
value and non-conforming machines which may be used for further analysis 
and test suite enhancement. 
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• 

TTREE 
test trees 

• 
test Context 

solutions 

'-<---- MUT spec 

~-~ 
........ --- test context 

ECOV 

Figure 5 · ECOV tool set 

To illustrate the approach, we use the simple example in Figure 6 which 
is taken from [13]. The test context C takes inputs Xl, x2 from the system 
environment and internal input zl, Z2 from the component under test, and 
generates system outputs YI, Y2. C also generates internal outputs UI, U2 as 
inputs to S. The composed machine SoC is generated by determinizing the 
product machine S x C under the I/O ordering constraint. 

Composite system 

x2lul zllul 
xl 

x2 

X~2 

~ z2lu2 zllyl 
x2ly2 z2lyl 

yl y2 

(a) System under test (b) Test context C 

u2lzl 

ullzl 

(c) Component S (d) Composed machine SOC 

Figure 6 Example composite system 
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We use the following test suite from [12] for the component S. This is 
a complete test suite with respect to the fault model where faults in S's 
implementation do not increase the number of states: 

T = { 

} 

r/- x1/y1 x1/y1 x1/y1x1/y1 x1/y1 x2/y2 
r/- x1/y1 x1/y1 x1/y1 x2/y2 
r/- x1/y1 x1/y1 x2/y2 x2/y1 x1/y1 x2/y1 
r/- x1/y1 x1/y1 x2/y2 x2/y1 x2/y2 
r/- x1/y1 x2/y2 x1/y1 x1/y1 x2/y2 
r/- x1/y1 x2/y2 x1/y1 x2/y2 
r/- x2/y1 x2/y2 x1/y1 x1/y1 x2/y1 x1/y1 x2/y2 
r/- x2/y1 x2/y2 x1/y1 x1/y1 x2/y1 x2/y2 
r/- x2/y1 x1/y1 x1/y1 x1/y1 x2/y1 
r/- x2/y1 x1/y1 x1/y1 x2/y2 
r/- x2/y1 x1/y1 x2/y1 x1/y1 x1/y1 x2/y2 
r/- x2/y1 x1/y1 x2/y1 x2/y2 x2/y1 
r/- x2/y1 x2/y2 x1/y1 x2/y2 

u2lz1 

Figure 7 Test tree generated for the embedded component 

Our tool yields a test tree for S as shown in Figure 7. This tree is further 
fed into our tool COY to be collapsed into FSMs. COy produces 19 FSMs, 
one of which conforms to S at the module level, while the rest, although do 
not conform to S, are found to be observationally equivalent with S within 
context C, i.e., the composition of those FSMs conform to the composition of 
Sand C. Therefore, there are no non-conforming solutions at the composite 
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system level, which leads to the conclusion that T is indeed complete with 
respect to the embedded testing architecture. 

Figure 8 shows two of the generated FSMs that do not conform with 5 
per se but are conforming at the system level. The first one has only two 
states, yet it is considered conforming when tested in context. This allows 
us to discover the smallest FSM that implements 5 without causing system 
behavior discrepancy. The second one differs from 5 wildly but still exhibits 
observational equivalence at the system level. 

ul/zl 

ul/zl ullzl 

(a) (b) 

Figure 8 Two FSMs observationally equivalent with S 

6 DISCUSSION 

So far we have focused on the case where the test context is modeled as a 
single finite state machine. However, the approach itself does not restrict us 
only to that situation. 

Consider the more general case in which the composite system is composed 
of multiple modules, and only one of the modules is to be tested as an embed
ded module (while all other modules are considered faultless). It is obviously 
unnecessary to compose all the faultless modules to produce a test context of 
single machine, since some modules may not reach the MUT at all. 

Our approach can be easily adapted to this multi-module case while avoid
ing the costly composition of all text context modules. The structure of the 
algorithm in Figure 4 does not have to be altered; the only part that is af
fected is the reachability computation part. When a reachability computation 
from system input to MUT input is needed, the single module test context 
is simply replaced by the multi-module one with internal connection between 
the modules being taken into account. These internal connections are used as 
constraints on possible interactions between modules, which allows the reach
ability computation to be performed only for the modules that can reach to 
the MUT. This should increase the computing efficiency in many cases than if 
all context modules are simply composed. The backward reachability compu-
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tation from MUT output to system output can be performed similarly. The 
algorithm generates test trees for the MUT just as in the single module case. 

Another issue worth discussion is the generation of test suite with complete 
fault coverage based on the machine identification approach. Our approach 
supports this by adding extra test cases that distinguish the T-indistinguishable 
machines (TIMs) (Figure 2). In the normal test environment where the MUT 
is directly accessible (non-embedded case), this can be done by generating 
distinguishing test sequences for the TIMs. Algorithms exist that solve this 
problem. 

In embedded system testing, similar approach can be adopted for generating 
the distinguishing sequences. However, these test sequences must be "exter
nalized" to the system input and output in order for the test sequence to be 
executable. Fortunately, Petrenko et al have already developed a method for 
the externalization process [12]. This should allow us to generate complete 
test suite after coverage evaluation. 

7 CONCLUSIONS 

We have presented our work on fault coverage evaluation for embedded system 
testing. The approach is based on the faulty machine identification method 
that has been successfully employed in direct single module (as opposed to 
embedded module) testing. By generating test trees for the embedded mod
ule, faulty machines can be constructed and therefore fault coverage can be 
computed. The determination of conformance is done at the composite system 
level due to the limited observability and controllability imposed by the test 
context. 

The approach effectively extends the single machine identification method 
into the area of embedded module testing. It inherits the advantages of the 
method such as its generality and independence of detailed fault classes and 
their combinations (only the most general fault model is needed where the 
number of states in an IUT is upper bounded). As a coverage evaluation tool, 
it not only verifies a given test suite as a complementary of test generation, but 
can also be used to augment a test suite (by generating additional test steps 
that detect the faulty machines). The main drawback is higher computational 
complexity in collapsing the test trees. 

We have developed a set of tools that accomplishes the coverage evaluation. 
The tools have been applied to a simple example as presented in Section 5. The 
example serves to demonstrate and validate our approach. However, as future 
work, real protocols such as SSCOP should be used to test the effectiveness of 
the approach. Moreover, the tool set should be integrated in a more coherent 
way, since currently the tools are linked via files. For example, the test trees 
generated by TTREE (Figure 5) are written to a file which is then read by 
COV. It would certainly be more efficient to directly collapse a test tree once 
it is generated. 
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