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Abstract 
The universality of Internet has set new standards in information systems, 
stimulating an evolution towards the "Global Information Society". However, 
Internet anarchy and a lack of structure sometimes leads to unacceptable delays in 
information retrieval, when search engines and navigators respond with hundreds of 
outdated hyperlinks. Meanwhile, new commercial applications offered in a multi
provider environment, could be widely available if requirements such as openness, 
on-line reliable information, user customisation and billing are fulfilled. In this 
paper, an open architecture able to overtake Internet anarchy and support integrated 
services is described. An integrated service provision scenario is described that uses 
TINA (Telecommunications Information Networking Architecture) computational 
objects in regular WWW browsing. A distributed object-oriented realisation of this 
architecture is subsequerntly considered, focusing on a combination of the WWW 
with the Common Object Request Broker Architecture (CORBA). 
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1 INTRODUCTION 

The Internet revolution is characterised by interconnectivity between individuals, 
groups, companies and utilities. It has advantages perceived not only by the experts 
in the field, but by political authorities and the general public too. Internet 
universality has set new standards, stimulating the evolution towards the "Global 
Information Society". More than ten million computers in more that one hundred 
countries have already been connected to Internet. This number is growing at an 
enormous rate, fueled by a boom in PC networking and browsers that provide 
Internet navigation. Simultaneously, massive investments have been made in the 
specification and development of new digital multimedia applications. A new 
generation of multimedia services is ready to move onto customer networks, just as 
soon as isolated clusters of information appliances are linked by indoor systems 
providing broadband facilities for accessing and distributing these services. 
Successful experiments and early demonstrations clearly show that broadband 
interactive services over Frame relay or A 1M are going to happen. Home
shopping, home-banking, distance learning and information base retrieval are closer 
than ever before. They will be brought via PCs, network computers or new 
products like set top boxes (STB) and WebTVs in every living room. In any case, 
surveys and questioners have pointed that access to the Internet, even from a low 
quality TV screen, is considered mandatory. 

It is quickly seen, however, that Internet navigation is not as fast as it should be. 
It is not just network delay, which could quickly be solved by modern technology 
and faster networks. A bulge in the volume of information, the lack of hierarchy, an 
ananarchic structure, and a lack of categorisation plunge the Internet in real chaos. 
Even the most intelligent search engines and navigators usually respond with 
hundreds or even millions of indexes and links. Choosing the most appropriate 
among them is usually time consuming, while many of them are out-of-date. More 
friendly user-customised interfaces can help, especially helping inexperienced users 
find their way. However, as the collection of information gets bigger and bigger, as 
the number ofWWW servers increases daily, even experienced users will need aids 
to speed up navigation. Time is just one parameter. It is now widely understood that 
a combination of current technology and changing commercial environment is 
causing a convergence of telecommunications, computing, entertainment and 
information-intensive industries. New services like home-shopping offered in a 
multi-vendor environment require additional issues like openness, on-line reliable 
information, user mobility, accounting, billing, customisation. Without excellent 
navigation systems for the interactive services, there will be a plethora of failures. 

As an alternative to Internet anarchy, a structured architecture capable of 
technical and commercial delivering of the new treads is specified by the TINA 
(Telecommunications Information Networking Architecture) consortium (Tina 
1995). TINA is a specific reference model that mainly covers the 
telecommunication domain. It is based on the Object-Oriented model and uses 
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Distributed Processing Environments (OPE), agents and multi-service network
technologies. TINA is envisaged as a specification capable of leading an 
information revolution. However, TINA follows a top-down approach, starting 
from an abstract world representation and specifies services based on maturing or 
future technology, in contrast to the "do-it-now" approach of the Internet 
community. The most straightforward way to adopt and benefit from the TINA 
architecture is to provide methods to integrate TINA with the Internet. This 
necessity is being tackled by research projects. For example, the AC036 DOLMEN 
(service machine Development for an Open Long-term Mobile and fixed Network 
ENvironment) project has such an objective. 

With respect to this view, this paper presents an open architecture, able to speed 
up information retrieval, support new demanding commercial services through 
Internet in an integrated way and provide easily implementable solutions via 
ordinary WWW browsers, using the TINA model approach. 

2 CURRENT WWW ARCHITECTURE 

Current WWW architecture is depicted in Figure 1. As can be seen, the key players 
are the consumer, the content provider and the connectivity provider. The consumer 
is an ordinary WWW browser running at the end-user's premises, PC or STB, in 
business or at home. A WWW Server is located at the other end, acting as a content 
provider. Connectivity is provided through the Internet. 

The user accesses the WWW server using its URL address. This can be a well
known address or can be found by following a hyperlink provided by another Web 
server. Alternatively, a mediator can be used to provide this information. Today, a 
mediator is normally a search engine that has stored information about documents, 
companies, products, individuals, conferences, research projects along with their 
reference URLs. The user can query a mediator in order to find his way in the 
information superhighway. However, this approach has some disadvantages. 

First of all, there is no categorisation of the information. Searching is mainly 
performed using string matching techniques over unstructured content. The user is 
therefore unable to specify the type of information he is looking for. There is 
practically no distinction between hyperlinks pointing to Web pages with 
documents, products or individuals. This leads to hundreds or even thousands of 
useless URLs, which have to be manually inspected. Choosing the most appropriate 
is usually a time consuming task. Many of them are out-of-date, or may even point 
to Web sites that do not exist any more or have moved. On the other hand, there is 
not really a way to organise and maintain all this information, keep it consistent or 
even provide dynamic information. Data has to be stored in standard formats and 
accessed by standard methods. All cooperation has to be manually built and 

DOLMEN aims to develop, validate and promote a Service Architecture for a telecommunications 
environment encompassing both mobile and fixed networks 
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managed. Features like Server Side Includes (SSI) or Yellow Pages provide a kind 
of enhanced functionality, but they are insufficient in general. 

Consumer 
(WWW browser) 

·. ·. 

--- Logical Links 
· · · · · · · · · · · · · · · · Physical Links 

Mediator 
(Search Engine) 

Figure 1 Current WWW architecture 

Service/Content 
Provider 

(WWW Server) 

.· .· 

Searching and usage inefficiency are not the only limitations. The provision of 
integrated services in an open multi-provider environment requires more advanced 
features. New applications that aim to change one's lifestyle or deal with money 
have to be convenient, efficient, easy to use and secure. This is not provided in 
current WWW architecture, mainly due to Internet anarchy and the HTTP stateless 
approach. Although suitable for simple information retrieval type of services, the 
stateless nature of HTTP limits integration of telecommunication oriented services 
that require advanced management mechanisms. The continual creation and 
deletion of connections required by the HTTP protocol makes it completely 
unsuitable in a telecommunications environment. 

There are already WWW servers that provide some advanced services like 
electronic commerce. However, providers are isolated and there is no standard way 
to find their servers and access them. Everyone has his or her own approach of 
storing data, promoting services and advertising products. Users are anonymous, so 
no customisation and user specific recommendations based on historical data can be 
achieved. Alternatively, they have to log on independently to every server. Finally, 
billing is problematic. Payment is made in most cases by providing a credit card 
number through an insecure Internet connection, and every transaction is billed 
separately. 

In the following section, a new WWW architecture is presented. It adopts TINA 
principles in order to provide an enhanced WWW, fully integrated to an open 
telecommunications market. 
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3 FUTURE WWW ARCHITECTURE 

In order for the WWW to evolve towards an integrated services market, it is 
necessary to adopt a more powerful business model like the one defined in the 
TINA service architecture. TINA advocates the use of a "hypermarket" model by 
interpreting telecommunications information networking as information retailing 
(Tina 1996). The key stakeholder in this model is the Retailer. This is a special case 
service provider who acts as a middleman among users, service and content 
providers, as well as network operators. The TINA enterprise model is adopted in 
this paper as the most suitable model that nicely hosts the future WWW 
architecture and overcomes the current Internet anarchy. 

Figure 2 shows the major domains of a future WWW architecture. The model is 
able to offer an enhanced WWW, fully integrated to the future telecommunications 
market. In this way, the Internet's most promising service can exploit the added 
value of TINA capabilities. More importantly, Internet and telecom services will be 
combined in a powerful self-service information system that enables the integration 
of electronic commerce, information retrieval business and telecommunication 
services areas. 

The key players in this architecture are again the consumer/end-user and the 
service/content provider. In addition, the notion of retailer has been envisaged. The 
retailer facilitates access to information, communication services and associated 
tools, offers customised guaranteed services, and provides a single point of contact 
for the user. But the major point of added value is the retailer's management 
support for its services. A number of intelligent agents and software components 
are populated within the retailer domain and are responsible for a variety of 
management activities, such as user authentication and authorisation, subscription, 
naminglbrokering, uniform and consistent presentation of content providers, session 
management, billing and payment facilities. 
The retailer offers its customers an integrated portfolio of services by acting as a 
hypermarket. Service and content providers, who can be physically situated 
anywhere, register their services with the retailer domain to be easily available to a 
wider range of customers. Users can browse within the retailer domain, find 
suitable services, and subscribe to particular services and service providers. 

Alongside the retailer, the mediator of Figure I has been replaced by a broker 
that acts as a Level 1 Gateway (LlGW). The role of the LlGW in a multi-vendor 
and multi-service environment is to handle first-level navigation among different 
service providers. LlGW will usually respond with a list of retailers. However, in 
order not to limit current functionality, it could also act as a search engine 
providing links directly to service providers, eliminating added value. In the new 
WWW architecture, connectivity will not be restricted to the Internet. Instead, 
access to a connection-less Internet world through broadband residential networks, 
which could be connection-oriented (e.g. ATM) is also possible. In the latter case, 
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Internet on an A TM infrastructure is assumed (Nellas et al., 1996). In this way 
access to services will be really universal. 
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Figure 2 Future WWW architecture 

4 SERVICE PROVISION SCENARIO 

In the current WWW architecture, the user contacts a WWW server, either using its 
URL address or through a hyperlink provided by another server or search engine. 
Service provision in the new WWW architecture can also start via ordinary 
navigation using a WWW browser. The user either contacts a Broker (e.g. LIGW) 
in order to select a suitable Retailer, or directly contacts a known Retailer by 
entering its URL address. 

4.1 Initial Access 

Initially, the WWW client has no preliminary knowledge about the retailer domain. 
Therefore a HTTP get request is transmitted. The retailer interprets the request as 
an initial access request to the retailer's Initial User Agent (I_UA). The I_UA is the 
initial contact point between the user and provider. It gains an access session for the 
new user. In return, a retailer home page is downloaded to the user along with a 
login applet. This is translated to an Initial Provider Agent (I_PA) object, which is 
the user's end-point of an access session. This object prompts for user identification 
and authentication. If the user has never subscribed to this retailer before, he enters 
an anonymous login, and a login request is forwarded to the I_UA. 
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In reply, the I_UA sends back a default retailer HTML page with entries 
enabling the user to request a service or a service provider. The user enters some 
preferences (e.g. service type, provider, properties, environment constraints, QoS), 
and a search service request containing the above information is sent back to the 
I_UA. This request is forwarded to a service trader (L2GW), who matches the 
request with suitable services. The trader provides advanced searching and 
matching mechanisms enabling the user to find the best matching offers for 
services and providers of his or her preference. On the other hand, providers gain 
the possibility of advertising their services as they like within the retailer domain to 
attract more users. A list of service providers, offering the requested service, is 
returned to the user in the form of HTML pages. The user can navigate through 
these pages to select a suitable service or service provider. 

When a service provider has been selected, a subscription request is sent by the 
I_PA to the I_UA. A subscription page is returned to the user with entry fields to be 
completed with subscription related information (e.g. user name, preferences, 
environment constraints, selected services, billing procedure, date and time of 
usage). This information is transmitted to the I_UA in the form of a subscription 
registration request, which is forwarded to the Subscription Agent (SA). The SA 
validates the data and checks for conflicts. In the case of credit card validation, 
authorised servers may also be contacted. Finally, the SA determines that either this 
is a new user or a subscriber who initially entered the system as anonymous, and 
subscriber access follows. In the former case, an authentication form is returned 
and the user is prompted for a new login name and password, which are sent back 
to the I_UA. 

Then a User Agent (UA) for the specific user is created. The UA offers 
personalised access and service provision by keeping a secure, trusted relationship 
between the user and provider. There are other subordinate objects, such as the 
Personal Profile (PPr) that manages usage constraints and preferred configurations 
of services associated with the user, and the Usage Context (UCxt) that keeps the 
association between the user and the end-user system. Additionally, a user specific 
retailer home page together with a specialised Provider Agent (PA) are created and 
downloaded to the end-user's system for handling user-specific requests for the 
subscribed services. This PA can either be stored at the user's premises or not, 
according to the user's wishes. Subsequerntly, service provision follows. 

4.2 Subscriber Access 

The scenario is simpler than the initial access since the user has already subscribed 
and is known to the Retailer. The user contacts the Retailer by using its URL. This 
has the form of an HTTP request, which is translated to an access request sent to 
the I_UA. 

The I_UA reacts by returning a login applet back to the user. This is translated 
to an Initial Provider Agent object together with an HTML login/pasword page for 
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user identification and authentication. The user enters his or her login and 
password, which is forwarded to the I_UA. An authentication procedure then takes 
place between the user and retailer domain. The user is authenticated and the I_UA, 
with the help of a trading service, is given a reference to the user specific UA. This 
reference together with the User/Retailer page and, if required, specialised PA are 
returned to the user domain. The user can then start browsing. 

4.3 Service usage 

The user selects a service from the ones listed in the User/Retailer page and a 
specific service request is sent to the UA. The UA checks with other objects (SA, 
UCxt, PPr) to see if constraints and preferences imposed by the service and the 
specific user are satisfied. Then the UA requests the creation of a WWW specific 
Service Session Manager (WSM) to manage user/provider requests for that service 
in the retailer domain. The WSM provides session control capabilities between user 
and provider. It is responsible for creating and releasing session connections for 
data transfer and controls those connections between the user and the provider for a 
particular service. Session control is another added feature of this enhanced web 
scenario. By maintaining the state of user-service interactions, continuous creation 
and deletion of connections for a single document fetch are avoided. Therefore 
communication costs are effectively decreased. Moreover, billing mechanisms can 
be applied more easily through the WSM that keeps track of information and 
communication resources taking part during service usage, therefore permitting 
appropriate charges to be made. In the user domain, all session related information 
is handled by a WWW specific Session End Point (WSEP). 

Service specific requests are sent to the WSM. The WSM interacts with objects 
in the retailer domain to resolve information resources. Resources are identified by 
URLs, which are sent through the Internet to traditional WWW servers. The result 
is service-specific HTML pages or applets, returned to the user for further 
interactions. Depending on the service and the user system, service specific 
components may be downloaded in the user domain to handle service specific 
requests. 

A cache service is also necessary in the browsing scenario to speed up the entire 
procedure. The retailer may act as an enhanced proxy server that caches most 
recently used pages. 

Figure 3 illustrates the major components of a future service provision scenario 
intheWWW. 
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Figure 3 Enhanced service provision 

Service/Content 
Provider 

5 ENGINEERING ASPECTS - A DISTRIBUTED OBJECT 
FRAMEWORK 

Following the service provision scenario, the user part is mostly an ordinary Web 
browser able to support Java or basic plug-ins, so no further consideration is 
required. The I_PA and the PA are Java applets, downloaded from the server that 
provide fundamental co-operation with agents in the retailer domain. 

In contrast, the retailer part requires efficient specification. Information is only 
quasi-static, so co-operation of ordinary HTfP servers or searching engines and 
downloading of Web pages including features like Server Side Includes (SSI) are 
not sufficient. They eliminate the intelligence in the system and restrict the 
described scenario. Data in the retailer and all service/content providers is not 
stored in standard formats and is not accessed by standard methods. Therefore, it is 
not feasible to build and manage their co-operation manually. More important, it is 
too difficult to build all the described agents from scratch and support integrated 
access to any existing or future component. Finally, widespread distribution of 
content, decentralisation of users profiles, and real-time information retrieval is 
impossible. 

The use of a distributed object-oriented realisation poses a more sophisticated 
approach that will provide for the most enhanced information retrieval and be able 
to support future service needs. This is also in line with the TINA architecture, 
which is decomposed into discrete, identifiable software components or objects 
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interacting by means of well-defined interfaces. All components specified in the 
previous scenario could be implemented as separate Java applications, while the 
I_UA and UA could be specialised Web server instances. However, the most 
demanding part is the intermediate common platform that enables interactions 
between components in different domains as well as information communication 
and service specific resources in an open integrated way. This is feasible by using 
the standard object-oriented environment for distributed application 
interoperability, defined by the Object Management Group (OMG). It is the 
Common Object Request Broker Architecture (CORBA) (OMG, 1993). 

CORBA specifies an object-oriented messaging facility for a distributed object 
environment: the Object Request Broker (ORB) allows any object to invoke the 
services of any other object. Thus, CORBA provides interoperability between 
applications on different machines in heterogeneous distributed environments and 
seamlessly interconnects multiple object systems. CORBA is specified 
independently of any programming language, since object interfaces are described 
in the Interface Description Language (IDL). Additionally, CORBA 2.0 includes 
the Internet Inter-ORB Protocol (IIOP) for object interoperability even from 
different vendors (e.g. IONA's Orbix, Sun's NEO, Chorus COOL-ORB) and 
integrates applications written in different languages and using different ORBs. 
Using CORBA, distributed content can be interconnected transparently while the 
OMG IDL provides a common object model that simplifies the task of writing 
distributed applications or integrating various pieces of software. WWW can be 
seen as a distributed object system, and similarities between URLs and object 
identifiers can be seen. Furthermore, server-side scripts can be seen as objects 
hidden behind the facade of a page. However, the similarities can be stretched only 
so far. Web clients and servers tend to become large monolithic, document-centric 
applications and their protocols provide little support for connecting interactive 
services. 

The combination of Web servers with CORBA 2.0 will provide for full 
utilisation of CORBA capabilities. In line with this trend, many approaches have 
been proposed (Merle et al., 1996; Rees et al., 1995; Vogel, 1996). The most 
straightforward was introduced by Merle et al. (1996), where a generic gateway 
between HTIP servers and CORBA systems has been built, based on the CGI 
protocol. Although easy to use, the CGI approach has significant drawbacks 
(Dossick and Kaiser, 1996). The most important is the session treatment of the CGI 
programs. Every client request spawns a new process on the server machine that 
terminates immediatgely after the request has been handled. Web-based users must 
wait for each request to be processed before starting another task. This causes an 
unreasonable server load and severe degradation in scalability and throughput, 
slowing down the whole procedure. Alternatively, several APis (Netscape NSAPI, 
Microsoft IS-API) have been defined for implementing extensions to the basic 
HTIP server without the original CGI protocol penalties. Therefore, a realisation of 
HTTP to CORBA inter-connectivity using one of these APis could be proposed. 
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The disadvantage is that all extensions are linked into the same executable and thus 
share the same memory and signal handling space, and software upgrades become 
difficult. 

A more integrated strategy for full interoperability may be achieved through a 
H1TP to IIOP gateway. As proposed by Rees et al. (1995), this gateway can be an 
IDL mapping of HTIP that promotes interoperability, converting HTIP to 
CORBA representations. The objective is to allow Web browsers to use resources 
from the CORBA technology, using HTTP as a set of methods with various 
arguments and results. The IDL and stub compiler technology associated with 
CORBA means that it is possible to experiment with various mappings of HTTP. 
Though compact, this method requires some effort to be implemented. 

Web Web 

Figure 4 Implementation issues 

The most advanced, though not yet widely adopted approach, is described by Vogel 
( 1996). One of the key aspects of the CORBA model is that client and server are 
isolated by a well-defined encapsulating interface, thereby allowing the client 
application to invoke server functionality without knowledge of server 
implementation details. Java-enabled Web browsers are one step closer to 
integrating distributed object facilities. The next step is to allow Java applets to 
communicate with any CORBA compliant server worldwide. Although no formal 
standard standard exists yet, there are already some products and prototypes that 
implement a mapping from OMG IDL to Java (e.g. SunSoft Joe, Iona OrbixWeb, 
Visigenic Black Widow, APM Jade). These ORBs are collectively known as Java 
ORBs (Figure 4). Java ORBs are gaining broad industry support. They will be the 
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choices when it comes to large scale distributed applications and access to legacy 
systems everywhere. This approach seems to be the most scaleable and robust, 
because it is much closer to CORBA principles, while it enables interoperability 
between any ORB server without serious overhead. 

As shown in Figure 4, trivial HTTP browsers can interact with a Web Server 
using the HTTP protocol. The server may either be a monolithic HTTP to IIOP 
gateway or a combination of an ordinary Web server with CGI or enhanced API 
extensions in order to be able to interact with the underlying CORBA platform. 
Alternatively, a Java-enabled Web browser with a Java ORB applet can be used to 
interact through a Java ORB or a general ORB using the CORBA 2.0 IIOP 
protocol. 

Residential access to service/content providers can be also achieved, as Internet 
and Web browsing are essential over all networks and will be provided via 
gateways, routers or proxy servers to end-users (Nellas et al., 1996). One approach 
could be the utilisation of an ordinary Web browser coupled with software modules 
that provide IP encapsulation over ATM (RFC 1577, 1996). In this way, from the 
user's point of view, an application is no different from typical Internet 
applications, while from the system's viewpoint, access from broadband residential 
networks is identical to any other network. On the other hand, most interactive 
applications will require multimedia browsing, supported by CORBA compliant 
ORBs inherited in the multimedia servers. 

Since, most probably, new services will be commercially oriented, billing 
mechanisms should be employed. Within the retailer, accounting structures keep 
track of user transactions and translate them to billing information. Access is 
granted through credit card mechanisms, which authenticate credit card numbers 
against authorised servers. Such systems are being shipped by major software 
players, like Netscape's LivePayment, in conjunction with major credit card 
organisations (like VISA, Mastercard, etc.) Use of such systems complements the 
accounting I billing functionality of the distributed objects and provides a total 
solution to the problem of charging resources. 

Of course, manipulation of sensitive or valuable data like credit card numbers 
over the insecure public Internet increases the risk of illegal copies or misuse. Use 
of the Secure Sockets Layer (SSL) protocol to provide advanced security features is 
recommended. This means that the server can send and receive private information 
across the public Internet to SSL-enabled browsers without the data being 
compromised during transfer. SSL is a cryptosystem that works at the protocol 
level, and provides: i) authentication that lets clients make sure they are 
communicating with the correct server and ii) encryption that scrambles the 
transferred data so that any third party will not be able to understand the 
information. Data integrity verifies that the data sent between client and server was 
not altered during transfer. By using these features, secure on-line billing using 
credit cards can be achieved. 
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6 CONCLUSIONS 

In this paper, the TINA enterprise model is adapted to host a new WWW 
architecture, overtake current Internet anarchy and support new commercial 
services. The key component that has been added to the current WWW architecture 
is the retailer. The retailer facilitates access to information and communication 
services, offers customised guaranteed services, and provides a single point of 
contact for the end-user. A number of intelligent agents and software components 
are located within the retailer domain and are responsible for a variety of 
management activities such as user authentication and authorisation, subscription, 
trading, uniform and consistent presentation of content providers, session 
management, billing and payment facilities. Service and content providers register 
their offers with the retailer domain to be easily available to a wider range of 
customers. Users can browse within the retailer domain, find suitable services and 
subscribe to particular services and service providers. 

The computational model of the new WWW architecture consists of basic 
objects distributed mainly in the retailer and the client domains. In the client 
domain, the required components can be realised as Java applets, downloaded along 
with HTIP pages. In the retailer domain, a fully fledged CORBA environment 
along with CORBA Common Object Services and Facilities will provide for an 
abstract representation of distributed user- and service-specific objects and will 
simplify the tasks of writing distributed applications and integrating various pieces 
of software. CORBA integration with Web servers and JAVA agents will provide 
the complete environment. Support for live video and audio in applications would 
require the implementation of CORBAIIDL extensions (stream support), which are 
not yet available within CORBA 2.0. However, future support for live streams of 
audio/video information will be almost mandatory in future upgrades for specific 
components of the proposed architecture. 

For billing support of the new commercial oriented services, appropriate 
structures are provided and suitable interfaces are employed for exchange of 
information between charging authorities, such as credit card organisations and 
authorised service providers. Central certificate authority sites already exist on the 
Internet and can provide the confidentiality needed for similar transactions. 
Actually, any confidential transaction on the proposed system will benefit from the 
existing encryption techniques that already supporting online commercial 
information 

In conclusion, it seems that an advanced networking architecture that will 
overcome Internet anarchy and support integrated services is not far from being 
realised, using existing technology and standards in a well structured way. For such 
a system to succeed, a solid specification must be adopted by interested service 
providers. Available products and technologies will give the support needed to 
deliver invaluable, homogeneous material to the networked world. 
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