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Abstract 
This paper presents some aspects of the "Reseau fute (Smart Net)" project, whose 
aim is to introduce Artificial Intelligence techniques (such as machine learning and 
multi-agent systems) in network management and supervision, in order to help the 
processing of the large volume of events notifications received by network manage
ment operators. We provide experimental and theoretical results on learning patterns 
called chronicles in order to design a machine assistant to network operators. Theo
retical results investigate different levels of help that could be brought by the operator 
to the assistant. The tests were performed in two distinct real world situations. They 
showed the circumstances under which chronicle learning is possible without the 
help of the operator or another assistant. 
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INTRODUCTION 

The aim of the "Reseau Fute (Smart Net)" (Esfandiari, Nock & Quinqueton 1996) 
project is to introduce Artificial Intelligence techniques (such as machine learning 
and multi-agent systems) in network management and supervision in order to help 
the processing of the large volume of alarms and various event notifications received 
by network management platforms. Actually, many of these alarms prove to have 
a user-depending utility and have to be filtered. Other events become meaningful 
when associated to their context, which partly consists in the previous and follow
ing events, which dates of detection may vary depending on the traffic. Therefore 
time has to be explicitly taken into account. We have chosen the Chronicle model 
(Ghallab 1994) in order to incorporate temporal reasoning in our experimental plat
form. Thus some of the tasks (alarm filtering, log recording, fault detection ... ) can 
be automated via a chronicle recognition system (Dousson 1994), letting the super
vision operator focus on more important tasks. Although it is possible to have a 
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model-based approach, we will assume that we do not have a complete knowledge 
of the network, and that the model can evolve quickly. 

Therefore "on-line" knowledge acquisition seems to be a good solution. We have 
been mainly inspired by Pattie Maes's Interface Agents (Maes & Kozierok 1993). 
where an agent learns by "looking over the shoulder" of the human operator. The 
association of the chronicle recognition system and the chronicle acquisition system 
can eventually provide us a true intelligent assistant to network management and 
supervision. But chronicle learning can raise theoretical problems, and we have to 
know under which assumptions it is reasonable to build such a system. For exam
ple, (Dousson 1994) advocates for the dialog between the learner and the experts. 
This paper brings some theoretical results showing how much such a dialog can be 
useful, and provide some algorithms which have been tested so far. We have imple
mented a simplified simulation of a network management platform which respects 
network management standards (GDMO and CMIS) and encloses our assistant. The 
algorithms present in some cases the desirable properties (Dousson 1994) to provide 
neither too specific, nor too general chronicles. 
Section §2 presents some definitions refering to chronicles; section §3 presents the 
assistant's structure. Positive and negative results for chronicle learning are investi
gated in section §4, followed in section §5 by the algorithms and the practical results 
that were obtained. 

2 DEFINITIONS 

Temporal knowledge is required for reasoning on events, actions and change (Ghallab 
1994), in order to model facts such as : precedence, overlapping, simultaneity be
tween events. While "numerical" approaches based on Operations Research are not 
adequate for symbolic reasoning, classical and modal logic approaches have prob
lems in finding a good balance between expressiveness and algorithmic complexity. 
The chronicle model proposed by Ghallab is based on two elementary types of for
mulaes taken from the reified temporal logic : events and holds. 

• a "hold" expresses that some ground domain attribute holds over some interval, 
for instance: Hold (position (robotJ. docking-site). (t5. t6» 

• an "event" specifies a discrete change of the value of an attribute, for instance: 
Event (state (switch): (off, on). t8) 

A chronicle model is a set of event patterns and temporal constraints between them 
and with respect to a context specified by hold assertions. If some observed events 
match the event patterns, and if their occurence dates meet the specified constraints 
within its context, then an instance of this chronicle occurs. Here is an example of a 
chronicle taken from (Ghallab 1994) : 

Chronicle RobotLoadMachine { 
event (Robot: (outRooa, inRooa), el); 
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event (Robot: (inRooa, outRooa), e4)i 
event (Machinelnput: (UnLoaded, Loaded), e2)i 
event (Machine: (Stopped, Running), e3)i 
el < e2i 
l' :$; e3 - e2 :$; 6' i 
3' :$; e4 - e2 :$; 5' i 
hold (Machine: Running, (e2, e2»i 
hold (SafetyConditions: True, (el, e4»i 
when recognized {report "Successful load" i }} 
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Realtime (and therefore with low complexity) chronicle recognition (Dousson 1994) 
is processed in several steps : 

• Transform "holds" into "forbidden events", i.e. an event should not change the 
value of the "held" attribute within the duration of the "hold". 

• Possibly create a new instance of a possible chronicle and update (in fact this is 
always a restriction as time goes by) the window of relevance (acceptable time 
intervals for the expected events in order to complete a chronicle pattern) of all 
possible chronicles when a new event has been observed. 

• Detect "deadlines" and occurence of "forbidden events". In these cases, the cor
responding chronicle will be removed from the list of the possible chronicles. 

• Trigger off the action corresponding to the completed chronicle. 

3 THE ASSISTANT'S STRUCTURE 

Our machine assistant is mainly inspired by Pattie Maes's Interface Agents (Maes 
& Kozierok 1993). An Interface Agent is "a computer program that employs Arti
ficial Intelligence techniques in order to provide assistance to a user dealing with a 
particular computer application. Such agents learn by 'watching over the shoulder' 
of the user and detecting patterns and regularities in the user's behaviour". Since 
we had to deal with realtime aspects and time was a very important parameter, we 
chose to manipulate chronicles. As shown in figure 1, our assistant has two main 
components: 

• The Chronicle Recognition System (RS), which goal is to receive dated event 
notifications (such as alarms) and try to match them with chronicles stored in the 
so-called Confirmed Chronicle Base. Whenever a chronicle has been recognized, 
the RS processes the corresponding action (such as filtering, fault diagnosis ... ). If 
the received events do not match any chronicle, it is up to the supervision operator 
to take a decision. For more details about the Recognition System, see (Dousson 
1994). 

• The Learning System (LS), which goal is to watch "over the shoulder" of the 
supervision operator when he takes a decision, in order to feed the Recognition 
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RS : Recognition System 

LS: Learning System 
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Figure 1 The assistant's structure 
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System with new chronicles. New chronicles are stored in a so-called Uncon
firmed Chronicle Base before being "mature" enough in order to be confirmed 
(i.e. transferred to the Confirmed Chronicle Base). In this paper, we shall describe 
more precisely this component. 

4 LEARNABILITY AND CHRONICLES 

Above all, we shall use in all that follows a simpler notation for chronicles: e.g. the 
chronicle 

Chronicle X { 
event (at 1 , tl ) ; 

event (at" ti) ; 

t2 - tl = (h; ... 

ti - ti-I = «5i-1 

when recognized {report "a j , '; }} 

is rewritten as {(atI' tt), ... , (at;, ti); 61 = t2-h, ... , 6i-d ::} aj, where a = {a1' ... , an} 
is a set of events, and aj belongs to a set of actions a = {a1' ... , aMJ which depend 
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on a. As the reader shall remark, we perform some limitations on chronicles, that 
shall not disturb our study: first of all, we remove the "holds" on chronicles. Indeed, 
they are not that more complicated to manage than "events" or time constraints. Our 
modelling takes into account that any action is triggered off by some events (i) given 
some ordering of them, (ii) given some time constraints, and (iii) provided each event 
can appear many times. 

In the discussion of some of the results we give later on learning chronicles, we 
take into account a type of limitations that are framework dependant. We emphasize 
on them, since they can be very useful to accelerate the learning task on our main 
problem: network supervision. In particular, they include the human operator limi
tations: chronicles are supposed to help him along, simulating, why not, his actions 
on the network. Any human operator, be him as efficient as possible, cannot recall 
(i) events that are too spaced out, (ii) the number of times some event has appeared, 
beyond some threshold, (iii) neither the exact time, nor sufficiently good approxima
tions, that separates two events triggering off an action. And these remarks are all 
the more valid as the operator generally receives a treamount of events. The first two 
approximations we shall make are therefore the following: 

1. Time is discretized. Any two consecutive events triggering off an action are spaced 
out by a time measured in the set {O, 1, ... , M3 }, for some constant M3 . 

2. In order to trigger off an action, any event needs at most multiple appearances 
bounded by some constant M 2 . 

Therefore, we can rewrite any chronicle involving action aj as a formula (m, t) => 
aj, where mE {1,*}nM, and t E {-M3, ... ,M3,*}2C~M', where "*,, means no 
value specified, and C~M, is the binomial coefficient C~ = n!/(k!(n - k)!). The first 
part, m, is a monotonous Boolean formula, showing whether an event has to appear 
for triggering off a j, taking in account of the fact that there are n distinct events, each 
one being able to appear M2 times. The second part, t, is a vector representing the 
time constraints 6's, be they equality or inequalities. We can even model a chronicle 
as a complete monotonous Boolean formula, by replacing in t any 6 by a word of 
constant size on the alphabet {I; * }. Therefore it becomes possible to look for the 
translation of any positive result concerning Boolean formulas into positive results 
for learning chronicles. 
What follows is composed of three parts. The first one presents models for learning 
chronicles; it is followed by positive results for chronicle learning. The last section 
presents negative results. 

4.1 Learning chronicles 

We suppose that the assistant has access to oracles, that supply events, actions and/or 
messages ("Yes", "No") according to some fixed protocol. We present them from the 
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most passive of them, to the most active ones, for which there can be interactions 
between assistant and oracles. We have on purpose searched to make the oracles 
behave as simply as possible. In particular, we did not search to adapt the complex 
behaviour of experts recommended by (Dousson 1994). 
• The most simple of these oracles is entirely passive, and simply supplies on-line 
streams of events from a and actions from a, according to their appearance on the 
network. We refer to him as PASSIVE(a). 
• The second oracle behaves as PASSIVE(a), except that its output does not present 
overlapping. PASSIVEs (a) supplies "examples", that is, couples (stream of events, action) 
that can be viewed as chronicles subsumed by the chronicles to model. The learner 
knows that the events provided are exactly those that have triggered off a; PASSIVEs (a) 
therefore can be viewed as providing a "one-way help", from the operator to the as
sistant (the assistant knowing that there is no overlapping). From this point of view, 
PASSIVEs(a) is an interesting intermediate between PASSIVE(a), where no ex-
plicit help exists between the assistant and the operator, and the following oracles, 
that represent ''two-way helps". 
• ACTIVEMQ(a) takes for parameter some set of events from a and some action 
from a, and is answered "Yes" or "No", depending on the action can be triggered off 
by this set of events. 
• ACTIVEEQ(a) takes for parameter a chronicle (or a set of chronicles) involving an 
action from a, and is answered (by the operator) either "Yes" if it is judged as correct 
(and the chronicle is added to the Confirmed Base), or "No", and in that latter case, 
a stream of events is provided by the operator, for which the chronicle fails. 
• ACTIVEGQ(a) takes for parameter a chronicle (or a set of chronicles) involving 
an action from a, and is answered (by the operator) "Yes" iff any stream of events 
triggering off the action from a would be triggered off by the chronicle (or one of 
the set). Otherwise, a stream of events is returned, that can trigger off the action, for 
which the chronicle fails. This can be viewed as a "generality" query. 

Concerning the two passive oracles, we suppose that events (or the examples) are 
provided according to some unknown, but fixed probability distribution D. In the 
end of this section we examine a relaxation on the main flaw of this strong hypoth
esis, which is to take into account the evolution of D through time. The assistant is 
therefore supplied with streams of type Sj l' aj l' Si2' ai2' ... indexed by time points. 
Sik is a stream of events, having a certain probability to appear, that triggers off 
aik' The aim of the assistant is to guarantee, with a certain confidence, that, from 
a fixed and reasonable time, he shall trigger off the actions from a approximatively 
"at the same time" they are triggered off in the stream he receives from the pas
sive oracle(s). This means that. if the operator is removed (when we can consider 
that the learning task for a has ended, see figure 1), and if, say, the assistant re! 
ceives a stream Sit' Sit+1 , ••• , then its "failure" probability will be no more than, say 
o < t < 1. Which means that, with probability 1 - t, ait will be triggered off after 
the appearance of the last event of Sit' but not after the appearance of the first event 

of Si'+l' 
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We define two models of learn ability, using passive and active oracles, that can be 
related to the classical PAC-model and to the Exact-Identification-model. In order 
not to laden our notations, we keep these two names. We note as c( a) the set of 
chronicles to learn, that trigger off the actions from a, Ic( a) I the size of the writing 
of c(a), and n some oracle(s) belonging to the previously enumerated set. 

Definition 1 Let a = {ai, ... ,an } some set of events, and a = {ai, ... , aMi} some 
set of actions to learn, depending on a. We shall say that a is PAC-learnable using n 
if there exists a learning algorithm L using n and a polynomial p(., ., ., .) such that, 
for any 0 < e, t5 < 1 (resp. accuracy and confidence parameters),for any D, after a 
time bounded by p( n, :' i, Ic( a) I), L puts a set of chronicles c' (a) in the confirmed 
chronicle base such that 

P(PD(c'(a)fails) > e) < t5 

Definition 1 Leta = {al, ... ,an } some set of events, and a = {al, ... ,aMJ some 
set of actions to learn, depending on a. We shall say that a is Exactly-Identifiable 
using n if there exists a learning algorithm L using n and a polynomial p(., .) such 
that, after a time bounded by p(n, Ic(a)l), L puts a set of chronicles c'(a) in the 
confirmed chronicle base equivalent to c( a). 

In the case of the PAC-model, we always have PASSIVE(a)~ n or PASSIVES (a)~ 
n; in the case of the Exact-Identification-model, we always have ACTlVEMQ(a}~ 
n. As the reader shall remark (§5), the algorithm proposed for the assistant uses a 
threshold to put the learnt chronicles in the confirmed base, corresponding to a num
ber of times the actions of the corresponding chronicle were triggered off. Under 
some assumptions, the algorithm can be viewed as learning monotonous monomials 
from positive examples only «Kearns 1989, Kearns & Vazirani 1994». For the sake 
of clarity, if we suppose that lal = I, the threshold ta for putting a in the confirmed 
base can be calculated in the same way as (Rivest 1987), theorem 4. If a is triggered 
by k (constant) chronicles, depending on the fact that the size of a chronicle can be 
considered as unfixed or constant, the dependance on n in ta comes from O(n) to 
"( I n ( n) ). The logarithmic dependance in n is important, as n can be very large, and 
therefore the human factor can be of great help for the threshold calculation. 
If we consider D, the main problem it raises is that many set of events might have 
a probability of appearing varying through time, because of the evolution of the net
work characteristics. In the other hand, this is not the case for all events: some of 
them (such as natural events, or unpredictable accidents) may be considered as hav
ing a constant appearing probability. Thus, a better framework would allow such 
variations of D. For example, an unoptimal model would allow the "weight" of any 
event e at time t, Wt(e), to behave as Wt(e) $ !Wt,(e), Vt' $ t. In that case, the 
learning model remains the same, except that L is required to learn for any such 
fixed {3, and the alloted time is required to have polynomial dependence in !. The 
fixation of {3 as small as desired allows to keep closer to reality. The drawback of 
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fixing f3 as small as desired is of course that the threshold for any chronicle will 

be much higher: in the case of PASSIVEs(a),its dependance in f3 is 0 (!) (Proof 
similar as (Rivest 1987), theorem 4). 

4.2 Positive results for learning chronicles 

Proposition 1 If any action from the set 0' can be supposed to appear in a single 
chronicle. then 

/. 0' is PAC-learnable using PASSIVEs (0'). 
2. 0' is PAC-learnable using ACT/VEMQ(a) and PASS/VEra). and the chronicles 

built are at least as accurate as those of 1. 
3. 0' is Exactly-Identifiable using ACTIVEMQ(a) and ACTIVEGQ(a). 

Parts 1-2 of the previous property raise the problem of learning without ACTIVEM Q (0' ) 
or PASSIVEs(a), thus using only PASSIVE(a), when there exists overlapping be
tween chronicles. Such a problem seems hardly manageable since, provided there 
are only two disjoint chronicles, we can create some distribution over the events 
that forces the two chronicles to trigger off almost at the same time, and that forces 
nealry all their events to appear before any triggering off of one of the two actions. 
By this, we force at least one chronicle to appear to the assistant much bigger than it 
should be; this tends to show the usefulness of PASSIVES (0') or ACTlVEMQ(a).1t 
is worthwile remarking that even if PAC-learning is not manageable, we could find 
heuristics in some particular cases, satisfying from an algorithmic point of view. De
note as a "size-k"-overlapping an overlapping where for any two consecutive actions 
0'; and aj (triggered off in this order), at most k events happening between the two 
actions do not participate to the triggering off of aj. In that case, without learning 
the chronicles according to definition I, we could come close to good chronicles, in 
a satisfying way (possibly closer than 2k from the chronicles we would have learnt 
without overlapping). Such a procedure would be all the more satisfying if the chron
icles could be considered as having a large size. 
Concerning the cases where an action can be triggered off by multiple chronicles, the 
learning problem is at least as difficult as for k-term-DNF.1t seems that ACTIVEMQ(a) 
and ACTIVEGQ(a) are not sufficient to Exactly-Identify such multiple chronicles, 
particularly for the exact-identification of the time constraints. The exact identifica
tion apparently needs another oracle quite similar to ACflVEGQ (0'), and is therefore 
very costly with respect to the operator. 

4.3 Hardness results for learning chronicles 

The purpose of this section is to show how useful is the operator (in the form of 
ACTIVEMQ(a» for the learning task. Namely, even if the chronicles are simple, 
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and already under simple situations, even using different types of oracles, we show 
that trying to identify them as exactly as possible, or even sometimes learning them, 
can be very hard. As the reader might have remarked before, some results tum out to 
be positive when the operator can help by ACTIVEMQ(a). Exact identification is a 
stronger task than learning; however, this can be useful to achieve better understand
ing of the actions; furthermore, the application algorithms are generally implicitly 
constructed quite as optimization algorithms than learning algorithms. 
In order to prove negative results already in simple cases, the propositions of this 
section make the following assumptions on the learning framework: 

1. The events concern only a single action, that is, lal = l. 
2. Calls to PASSIVES (a), ACTIVEEQ(a) and ACTIVEGQ(a) are authorized. 

In order to formulate our optimization result, we fix as k-chionicles the set of 
chronicles having size not bigger than k. RP denotes the class of polynomial-time 
randomized algorithms as defined by (Balcazar, Diaz & Gabarro 1988). 

Proposition 2 Under the learning framework of assumptions 1-2, if a only belongs 
to one chronicle, unless RP = N P, no PAC-learning algorithm can learn c(a) by 
Ic( a) I-chronicle. 

(Proof made by reduction from the Set-Cover problem (Garey & Johnson 1979». 

Proposition 3 Under the learning framework of assumptions 1-2, even if the events 
appear at different times each, with constant time between events and actions, if a is 
triggered off by only three sets of events, a is not PAC-learnable unless RP = N P. 

(Proof made by reduction from Graph-3-Colorability (Garey & Johnson 1979». 

5 PRACTICAL RESULTS: THE LEARNING SYSTEM 

Before beginning the description of our system, let us assume that the set of events 
and actions is finite and "relatively small", in order to generate a reasonable amount 
of chronicles with enough genericity. We will furthermore consider a particular ac
tion called "silence", which does not correspond to any actions of the supervision 
operator, but which is useful to generate particular chronicles : filters. 

Definition 3 A filter is a chronicle {(at" td, (at2' t2) ... (ati' til; d1 = t 2-t1 , d2, ... , di-d ::::} 
silence 

Filters are used to decrease the sum of the events displayed to the operator: when 
the corresponding events are received, the system simply ignores them. Given that 
many different sequences of events can lead to the action "silence", it is hard to learn 
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them without using the operator or the assistants' help (see §4). Learnt chronicles 
will consist in a set of events terminated by an action. We will see later how we deal 
with temporal constraints and "holds". As the supervision operator has to interact 
with the Learning System (for instance to confirm chronicles), it is important for 
him to understand how our system learns. We believe that incremental learning is 
easier to follow by a human operator. Furthermore, if the learning algorithm is fast 
enough, it can be used in realtime, just like the Recognition System, thus enabling 
better cooperation. The chronicle learning is processed in three steps: 

• The chronicle creation 
• The chronicle evaluation 
• The chronicle confirmation 

5.1 The Chronicle Creation 

A chronicle is created in two cases: 

• When the supervision operator triggers an action: the created chronicle is the set 
of the received events before the action, plus the action itself. 

• When nothing happens during a given time interval: neither received events nor 
actions. The created chronicle (which will be used as a filter) is the set of the 
received events since the previous action, followed by the action "silence". 

In some cases, the operator triggers several actions in a row, without waiting for 
the reception of new events. This can have several meanings: 

1. these actions all correspond to the whole sequence of the received events; 
2. each action corresponds to a subsequence of the received events; 
3. a combination of the two previous possibilities. 

In the actual system, we have assumed that we only have to face the first possi
bility. The sequence of actions is therefore considered as one single action which is 
the concatenation of the sequence. The second possibility corresponds in fact to the 
more general problem of overlapping chronicles, which is hard to manage. This is
sue has been discussed in section §4.2. A possible heuristic would be to bufferize the 
k last received events independently of the triggered actions. When the sum of the 
received events reaches a certain threshold T which models the memory capacity of 
the operator, only the T last events are buffered (this also helps to satisfy learnability 
constraints expressed in section §4.1). Obviously, when the action is triggered by the 
Recognition System, the corresponding events are deleted, since the corresponding 
chronicle has already been learnt. 
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5.2 The Chronicle Evaluation 

Now we have to know whether the created chronicle is worth being added to the 
Unconfirmed Chronicle Base. First we need to define two operators: the inclusion 
(C) and the subtraction (\) between two chronicles. A chronicle A is included in 
chronicle B iff their actions are equal and A's sequence of events is a "subword" 
of B's sequence of events. Dates of occurence of the events are not compared. If 
A C B, then we can subtract A from B by removing Ns events from B's sequence 
of events and replacing B's action with the action "silence". The result is what we 
call a "filter". Of course the result of a subtraction can depend on how to select the 
subword in B. An easy way is to select the first occurence of each event. For more 
"realism", it can be interesting to minimize the date differences, but this can be too 
costly. except if we do not want to obtain necessarily the "best" subword. Another 
operation is the creation of temporal constraints. By increasing time intervals, we can 
somehow "generalize" chronicles by accepting chronicles with the same sequence of 
events and with different time points. Obviously, we only create temporal constraints 
between two consecutive events, since otherwise trying to create some kind of ad
equate "constraint-tree" (the root being the first event) would be too costly and not 
necessarily useful. Remember that we try to preserve a realtime learning algorithm ! 
Here is the evaluation of a new chronicle C, created following the previous step, 
given his action a : 

C is a chronicle with an action a 
Begin 

End 

Trust(C) := I ; 
For each C' E CB so that C'(action) = a 

SwitchC 
Case C ~ C' : exit; 
Case C ::> C' : create-and-evaluate-fiIter 

C":= C \ C'; exit; 
Otherwise: continue; 

For each C' E the UCB so that C'(action) = a 
SwitchC 

Case C C C' add C to the UCB 
Trust( C) := Trust( C') + I ; 
remove C' from the U C B ; 
create-and-evaluate-filter C" := C' \ C ; 

CaseC::> C' 
creMe-and-evaluate-filter C" := C \ c' ; 
widen C' time interval; 

Trust(C')++ ; 
Otherwise: continue; 

add C to the UCB ; 
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Filters, like e", created during the evaluation algorithm must also be evaluated. 
However, their evaluation is easier, since we do not need to create other chronicles 
during the evaluation. So far we have favoured the creation of "long" filters, i.e. when 
detecting inclusions between filters, we keep the longer. The opposite point of view 
can also be considered. It must be noted that the above algorithms may be a valid 
learning algorithm when no overlapping of events occurs. However, when it is not 
the case, it becomes a heuristic. 

5.3 The Chronicle Confirmation 

Now that we have put chronicles in the Unconfirmed Chronicle Base, the question 
is : when can we put those in the Confirmed Chronicle Base? We have basically two 
ways of doing this : 

• When the "trust" in a chronicle reaches a certain threshold, it can be automatically 
confirmed . 

• The operator can confirm manually a chronicle by simply "clicking" on it. Here, 
the operator plays approximatively the role of the ACTIVEEQ oracle. To play it 
completely, it would be necessary for him to bring the assistant a case where the 
chronicle fails. 

Note that there is a need for a coherence maintenance system in the Confirmed 
Chronicle base. Indeed, if the system encounters cases where the same sequence of 
events leads to different actions, it has to detect them. This can be done by comparing 
each new chronicle to those stored in the Chronicle Base and trying to find inclusions 
(this time with different actions). Coherence maintenance is not important concern
ing the Unconfirmed Chronicle base, since those chronicles are not used yet in the 
recognition system. But this could also help creating "holds": the events obtained by 
the subtraction of two chronicles with different actions would correspond to "holds". 

5.4 Experimentation and First Results 

The learning system has been integrated in our experimental and simple network 
management platform, MAGENTA (Esfandiari, Deflandre, Quinqueton & Dony 1996), 
which is roughly compatible with ISO and CCITT specifications, namely the Manager
Agent model, GDMO (ISO 1990b) and CMIS (ISO 1990a). MAGENTA agents can 
answer queries sent by the MAGENTA manager by browsing network resources. 
These agents can also spontaneously send notifications to the manager when some 
specified events occur in the network. These notifications will be considered as 
events by our assistant. Figure 2 shows MAGENTA's interface for the assistant, 
which is composed of the following parts: 
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Figure 2 The assistant's interface 

1. The "notification" window displays the received events; 
2. The "query" window enables the sending of queries to MAGENTA agents by 

typing the query and designating the agent. These queries can be considered as 
actions; 

3. The "chronicle bases" window displays both the UCB and the CB and therefore 
shows the Learning System's activity. It is possible to "confirm" a chronicle of 
the UCB and "edit" any chronicle. The interface should be more ergonomic in 
the future in order to be easily understood and accepted by the user. For instance, 
chronicles could be displayed in a graphical way. 

4. The lower right part of the interface is dedicated to the Chronicle Recognition 
System. We have not connected it to our Learning system yet. 

The assistant has been tested with data taken from a simulation of a french packet
switched data network. The actions to be triggered off are part of these data (they 
have been generated by a specific expert system). Results show that with a very 
small sample of events corresponding to thirty hours of simulation, the assistant 
behaves quite well, learning five acceptable chronicles out of ten that reached the 
confirmation threshold. These results are all the more valid as these data contain lots 
of overlaps, and the actions are not necessarily triggered off by a single sequence of 
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events: these two cases make the algorithm behave only as a heuristic. However, the 
learnt filters were not satisfying: they did not even reach the confirmation threshold. 

We have also tested the assistant on a problem where we could reasonably suppose 
that there were no overlaps: the data were generated by the behaviour of a user of 
a programming environment. Some of the generated chronicles were very pertinent 
and really corresponded to the desire of the user. 

6 RELATED WORKS 

Building interface agents (sometimes also called software agents) is a very active re
search field, mostly due to the development of the World Wide Web. The reader shall 
read for instance (Maes & Kozierok 1993) or (Schlimmer & Hermens 1993). How
ever, we have not so far found papers dealing explicitly with temporal knowledge. 
Learnability issues are also seldom dealt with. 

In network management and supervision, many intelligent architectures, such as 
expert systems, have been designed to help the operator's tasks. taking in account 
realtime aspects (Galti 1991) (Garijo & Hoffman 1992). The authors only mention 
the addition of learning mechanisms as a promising perspective. 

7 CONCLUSION AND PERSPECTIVES 

In this article, we present a chronicle learning system that has been implemented and 
tested in a real world domain: network management. We have also studied a learn
ability model relevant to our framework and raised theoretical results which show the 
utility of cooperation between the machine assistant and the operator. These results 
show also that the construction of chronicles is a difficult task. The main difficulty, 
which is specific to our framework. is the possibility of overlapping between chron
icles, that raises the heuristical character of our algorithms. However, without such 
overlaps. the algorithm behaves quite well. particularly by preventing excessive gen
eralizations, a desirable property (Dousson 1994). In order to improve our system. it 
would be interesting to better the management of the overlaps. as well as to quantify 
the loss in performances created in our heuristic. Moreover. the extension of events 
to first order formalism could increase the semantical value of the learnt chronicles. 

But our results. be they theoretical or practical, showed the importance of the help 
provided by the operator or other assistants. The next important step in our work 
will be to interconnect assistants in order to accelerate (or to allow!) the learning 
task. Thus, the assistants would be able to query each other instead of replacing a 
treamount of events received by the operator by a treamount of questions. 
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