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ABSTRACT 
Networks and Services management solutions are now moving from centralised 
platforms to distributed approaches. In order to reach a higher level of scalability 
and flexibility, an attractive solution can be based on cooperative intelligent agents. 
This raises new requirements for communication between management entities, as 
it implies not only exchange of pure management information but also exchange of 
cooperation messages or code. 
After analysing these communication requirements, this paper outlines the need for 
a communication language able to support all the types of interaction between the 
agents. As a candidate, KQML is then presented. Its powerful semantic 
characteristics made us believe it is a suitable support for the communication 
between management intelligent agents. An implementation of KQML on CORBA 
leads to define a complete communication layer architecture that can support 
cooperation in a multi-agents management platform. 

Keywords 
Service and Network Management, Cooperative and Distributed Management, 
Intelligent Agents, KQML, CORBA. 

Management of Multimedia Networks and Services R. Boutaba & A. Hafid (Eds.) 
© 1998 IFIP. Published by Chapman & Hall 



96 Part Three New Technologies for Network and Service Manageme/U 

1 INTRODUCTION 

Today, Network Management (NM) has to cope with large interconnected 
networks, inter-organisational distributed applications and new multi-service 
broadband telecommunication networks. More than equipment, NM is now also 
concerned by services, applications and enterprise management. The number as 
well as the nature of managed entities have dramatically increased. This growing 
context leads to place new requirements on the NM solutions. They need 
imperatively to offer flexibility, scalability and interoperability. 
For this purpose, a centralised management architecture does not appear as a viable 
solution any longer and distribution is necessary. Various approaches have been 
suggested for distributed and flexible management: we describe some of them in 
the next section. One of the most promising consists in using artificial intelligence 
techniques to allow the management system to reflect dynamically changes of the 
managed entities. 
This approach is based on the existence of a new type of agents, so called 
intelligent agents. Main characteristics of intelligent agents are their functionality 
extensibility and their cooperation capabilities. Such behaviour implies that these 
management agents need to interact, in order to exchange tasks, information and/or 
functionality. As presented in section 3, a more refined analysis of these exchanges 
permits to find communication requirements that are not currently covered by the 
classical NM protocols. 
This paper proposes a KQML-CORBA based architecture operating as a suitable 
communication layer supporting the agents interactions. The potentiality of this 
architecture to answer to the communication requirements is exposed successively 
concerning KQML and CORBA in sections 4 and 5. 

2 FROM CENTRALISED TO COOPERATIVE MANAGEMENT 

The need for distribution of management processes has been the object of extensive 
research in the last years both in the academic and the industrial world. Approaches 
such as Remote Monitoring MIB (RMON) (RFC1271}, Mid-level-manager MIB 
(RFC1451) in the Internet management world as well as the definition of the 
Systems Management Functions (SMFs) [SMF91] in the OSI world offer the first 
significant contribution in this direction. The communication protocols used are 
SNMP and CMIP respectively. 
Application of the intelligent agent paradigm that allows the dynamic, remote 
delegation of tasks to appropriate management entities offers a higher potential for 
distribution and flexibility. The management equivalent of this paradigm is known 
as Management by Delegation (MbD) [YGY91]. This allows the delegation of 
management functionality between management entities and its execution under 
local or remote control. There are various implementations of the MbD concept. 
The elastic server implementation [GOLD96] uses C as the delegation language 
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and a specially developed Remote Delegation Protocol (RDP) for the delegation. 
Other prototypes use for example Telescript [WELC95] as the delegation language. 
Standardisation efforts are taking place in the frame of the Internet DISMAN 
working group for the definition of a Script MIB [LESC96] and a Distributed 
Management Framework [DMF96] using either SNMP for "pushing" functionality 
to an agent or HTTP (or ftp) for enabling the agent to "pull" the functionality from 
the appropriate location. In [SCH096] a distributed management model consisting 
of co-operating programmable agents is proposed and a SNMPv2-based 
implementation is done. 
The Web-Based Enterprise Management (WBEM) paradigm aims at specifying a 
new protocol, namely Hypermedia Transport Protocol (HMTP), and discussions are 
going on to use TCP, UDP or DLPI as the base for HMTP. 
These examples of distributed management approaches make clear the variety of 
communication protocols used (or being developed) for distributed systems 
management nowadays. They also indicate the fact that there is no consensus and 
no common perception on what the purpose of such a protocol is, which leads to a 
number of different research directions . In each of them, solutions are investigated 
addressing only a subset of the related problems. Most of the existing approaches 
address mainly remote management issues. We are still far away from real 
distributed management. 
In the following section the communication requirements of a management system 
that embraces all types of communications among agents (not only exchange of 
information but also exchange of co-operation messages) are introduced. Such a 
system reflects the future vision of a fully flexible distributed management system. 

3 COMMUNICATION REQUIREMENTS FOR COOPERATIVE 
MANAGEMENT 

Distributed management generally leads to a hierarchical (Figure I (a)) and/or 
federated (Figure !(b)) organisation [BEN96] in which entities interact to achieve 
the global task of management. Such a solution is able to answer the network and 
system management requirements of today's computer environments: scalability, 
extensibility and interoperability. 

Figure l(a) Hierarchical organisation Figure l(b) Federative organisation 
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The evolution of the organisational aspect from a centralised approach to a 
distributed architecture has defined new styles of interaction between the involved 
management entities. First, we describe the characteristics of these "intelligent" 
management entities and then we derive the communication requirements to be 
placed on their interactions. 

3.1 Intelligent agents for cooperative management 

Management is done by using intelligent agents. Main characteristics of intelligent 
agents in this context are their functionality extensibility (which can take place at 
system runtime) and their cooperation capabilities. Depending on the type of 
functionality they possess, they are for example able to correlate information and 
events or perform re-active or pro-active steps to correct a problem. Consequently, 
intelligent agents are management applications in themselves, with or without user 
interface depending on the context. 
These cooperating agents can take both manager and agent roles (in the SNMP 
meaning) and are organised by groups (based on topological, administrative, 
functional criteria, security or other technical considerations) managing resources 
in specific domains. Each group is represented as a single entity to the outside 
world and communication is also taking place between domains. The structure of 
distributed systems imposes requirements on the way distributed agents will be 
organised. To enable better control of the system and to reflect the organisational 
structure of an enterprise, a hierarchical approach is usually taken. However, in 
some other contexts and particularly for the management of the Internet, federated 
approaches are necessary. Both can be mixed in other cases. 
We assume that every agent is responsible for a number of managed resources, 
realises certain functionality and acts in a specific management domain. Its 
knowledge of the managed environment and functionality can be enhanced by other 
agents. Whenever it receives a task (e.g. check status of Printer X), it has two 
possibilities. It either executes the task that presumes that it has authorisation and 
access to the resources as well as the required functionality to execute the task. 
Otherwise, it looks for another agent that is in a position to perform this task. An 
agent might also refuse to perform a certain task due to the fact that it is overloaded 
or other tasks of higher priority are in progress. 

3.2 Inter-agents communication requirements 

From the previous brief description of how should process an agent based solution, 
it is now necessary to extract the main characteristics on the interactions which take 
place between the agents in order to be able to express communication 
requirements [MOU97]. 
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Due to the distributed realisation of management tasks, agents exchange 
information among themselves. Due to the tlexibility required in the system, agents 
also exchange tasks and functionality (procedures on how to execute these tasks). 
• Tasks: These can be queries (of the type: "Request number of ATM VCs on 

switch X", "Check the status of Printer X") or actions ("Add a service on node 
X"). They are similar to a function call. 

• Information: These can be events of the type: "Router down" or can be query 
results of the type: "Joe, Peter, John are users on machine X", "Printer X is 
working". 

• Functionality: This is the case when an agent is trying to perform a task for 
which it lacks either the managed resources or the functionality. These can be 
for example scripts or classes of managed objects and their associated methods. 

A first analysis of these exchanges leads us to define the main styles of interaction 
to be supported in this context. Two main styles may be defined between one agent 
and another one: 
• The "Query/Response" interaction style allows an agent A to ask another 

agent B to perform some action, to retrieve some state information. Generally 
the agent A is the initiator of the interaction and is interested in receiving an 
information about the result of the request. B is considered as the responding 
agent. This interaction is of "Client/Server" style. 

• The "knowledge exchange" interaction style differs from the previous one in 
the fact that it doesn't imply a bi-directional information tlow exchange. In this 
case the agent A may just want either to inform of some fact the agent B, either 
to signal it some events, or to transfer some functionality to it. 

In addition, we must consider that an interaction in the context of distributed 
management does not always take place between one agent and another one only. 
Due to the inter-agents cooperation, an interaction may involve more than two 
agents. Consequently, it is necessary to be able to extend the previous interaction 
styles from a basic one-to-one participant scheme to one-to-n and one-to-all 
relationships. In terms of communication, new requirements arise from this 
extension. Broadcast, multicast, location, and group facilities are required to 
support the two basic interaction styles in a multi-agents interaction context. 

3.3 The need for a communication language 

As seen in the previous sections, one of the major requirement coming from the 
introduction of intelligent agents in management is to give these agents, at run time, 
the ability to effectively communicate and exchange knowledge with one another. 
In this kind of interoperability, we will focus only on the communication issue. 
Two levels of abstraction can be firstly and easily defined in an interaction between 
two agents: 
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• The interaction protocol refers to the high level strategy pursued by the agents 
and to the policy managing the structure of the inter-agents conversation. The 
interaction protocol is directly defined and implemented by the developer of 
the application according to the management strategy and policy. Such 
protocol may be as simple as "When you must realise this task find someone 
who might know how to achieve it and then ask him to do it". In a general 
way, such protocol supports the dynamic achievement of the services related to 
management by delegation. In a cooperative and dynamic context, it can be 
considered as a combination of both "Query/Response" and "knowledge 
exchange" based interactions. 

• The transport protocol is the actual transport mechanism used for the 
networked communication. It may be found in classical protocols such as TCP, 
UDP, HTTP or SMTP. 

Therefore, in an intelligent agents based NM platform, agents should be in a 
position to initiate tasks and to offer information without being subjected to a strict 
"client-server" like relationship. A purely "client-server" protocol (RPC, SNMP ... ) 
admitting one reply to one request is too restrictive to permit the support of both 
basic interaction styles as we previously defined. There is a crucial requirement that 
agents "speak" a common language providing a set of known typed message 
understood by the agents. This requires the use of a shared message protocol, in 
which the message semantics are typed and independent of the application. Such 
protocol must be based on a communication language. More precisely, the 
communication language refers to the medium through which the attitudes 
regarding the content of the exchange are communicated. It is the communication 
language that suggests whether the content of the communication is a request, an 
assertion, a reply, a notification or some form of query. 
The communication language constitutes the third abstraction level. It allows agents 
to support and understand the semantics of their interactions while the related 
information is exchanged by using a transport protocol. Figure 2 summarises these 
three abstraction levels. 
The need to find a communication 
language that supports all the 
above requirements is crucial for 
the development of cooperative 
management platforms. Face to the 
weakness of the current protocols 
(SNMP, CMIP, RPC. .. ) to cover 
all the semantics we expressed in 
terms of interactions, we think 

Interaction Protocol 

Transport Protocol 

Figure 2 The three abstraction levels on 
agents interactions. 

KQML (Knowledge and Query Manipulation Language) constitutes a good 
candidate to be used as a communication language between agents in NM. The next 
section provides an overview of KQML and shows its potentiality to answer to the 
requirements presented above. 
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4 KQML AS A COMMUNICATION LANGUAGE 

4.1 Overview of KQML specification [KQML93] [LABR96] 

4.1.1 The KQML key features 
KQML was conceived as both a message format and a message-handling protocol 
to support run-time knowledge sharing among agents. KQML's key features are: 
• KQML messages are opaque to the content they carry. KQML messages do not 

merely communicate sentences in some language, but rather communicate an 
attitude about the content (assertion, request, query, basic response, etc.). 

• The language's primitives are called performatives (this term comes directly 
from the speech act theory). Performatives define the permissible actions 
(operations) that agents may attempt in communicating with one another. 

• KQML assumes that at the agent level, the communication appears as a point
to-point message passing. 

• An environment of KQML speaking agents may be enriched with special 
agents, called facilitators, that provide to the agents additional functions to deal 
with networking (association of physical addresses with symbolic names, 
registration of agents and/or services offered and sought by agents, enhanced 
communication services as forwarding, brokering, broadcasting ... ). 

KQML may be considered as a communication language for the exchange of 
information and knowledge between agents, through the use of a set of standard 
message types. Next is an example of KQML message. 

(ask-if 
:sender 
:receiver 
:language 
:ontology 
:reply-with 
:content 

A 
B 
Pro log 
foo 
idl 
"bar(a,b)" 

In KQML terminology, ask-if 
is a performative. A 
performative sets parameters 
that are introduced by 
keywords. In this example, the 
agent named A (:sender) is 
querying the agent B 
(:receiver), in Prolog 

(:language) about the truth status of "bar(a,b)" (:content). Any response to this 
KQML message will be identified by idl (:reply-with). The ontology name foo may 
provide additional information regarding the interpretation of the :content. 
Let's suppose that B is not able to perform the action suggested by A in the 
previous message. B will answer to A by using the next performative. 

(sorry 
:sender 
:receiver 
:in-reply-to 
:reply-with 

B 
A 
idl 
id2 

B (:sender) uses the performative sorry to 
inform A(:receiver) that it cannot perform 
the evaluation of bar(a, b). The agent A 
will perfectly know that this message refers 
to this evaluation because B used the :in
reply-to parameter with a value of idl. 
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4.1.2 The KQML string syntax 
A performative (i.e. a KQML message) is expressed as an ASCII string using a 
syntax which has been defined in a BNF. This syntax is a restriction on the ASCII 
representation of Common Lisp Polish-prefix notation. This notation has the 
advantages of being readable by humans, simple for programs to parse and 
transportable by many inter process messaging platforms. 
Parameters in performative are indexed by keywords, must begin by a colon(:) and 
must precede the corresponding parameter value. They are order independent. 
Table 1 Summary of reserved parameter keywords and their meanings 

Keyword 

:sender 

:rece1ver 

:reply-with 

Meaning 

actual sender of the performative 

actual receiver of the performative 

expected label in a response to the current message 
:in-reply-with expected label in a response to a previous message (same as the 

:reply-with value of the previous message) 
:language 

:ontology 

:content 

:from 

:to 

name of the representation language of the :content 
name of the ontology assumed in the :content 
information about which the performative expresses an attitude 

origin of the performative in :content when forward is used 

final destination when forward is used 

4.1.3 The KQML reserved peiformatives 
No less than 35 reserved performatives are defined in the KQML specification. We 
do not detail each of these performatives in this paper, but a deeper description can 
be found in [LABR96]. In order to give the reader an overview of the 
communication semantics these performatives express, a classification can be 
proposed to summarise these semantics: 
(A) Discourse performatives: these are the performatives to be used in the context 

of an information and knowledge exchange between two agents. They may be 
considered as close as possible to speech acts theory. 

(B) Intervention and mechanics of conversation performatives: their role is to 
intervene in the normal course of a conversation. The normal course of a 
conversation is as follows: agent A sends a KQML message (thus starting a 
conversation) and agent B responds whenever it has a response or a follow-up. 
The performative of this category either prematurely terminate a conversation 
(error, sorry) or override this default protocol (standby, ready, next, rest and 
discard). 

(C) Networking and Facilitation performatives are not speech acts in the pure 
sense. They allow agents to find other agents that can process their queries. 



A KQML-CORBA based architecture for intelligent agents 103 

4.1.4 Domain of KQML speaking agents 
We now summarise the features of a domain of KQML-speaking agents. In each 
domain there is at least one agent with a special status called facilitator that can 
always handle the networking and facilitation performatives. Agents advertise to 
their facilitator thus announcing the messages that they are committed to accept and 
properly process. Advertising to a facilitator is like advertising to the community. 
So, agents can use their facilitator either: 
• to have their queries properly dispatched to other agents, using recruit-one, 

recruit-all, broker-one or broker-all, or 
• to send a recommend-one or a recommend-all to get the relevant advertise 

message and directly contact agent(s) that may process their queries. 
Agents can access agents in other domain through their facilitator, or directly. 
The term facilitator is used to refer to all kinds of special services that may be 
provided by specialised agents, such as Agent Name Servers, proxy agents, traders 
or brokers. 

4.2 Suitability of KQML 

Section 3 showed the need to provide a communication language that can support 
two basic styles of interaction between intelligent agents. Both "Query/Response" 
and "knowledge exchange" interaction styles should be supported to allow the 
agents to exchange tasks, information and functionality. Broadcast, multicast, group 
and location facilities also need to be provided in order to support multi-agents 
interaction. 
The capacity of KQML to cover these requirements appears in the following 
properties: 
• KQML offers a range of reserved performatives to allow an agent to send 

queries (ask-if, ask-one, ask-all, achieve ... ) to another one. 
• It also proposes performatives to permit an agent to reply to another one (tell, 

eos, sorry ... ). 
• Other performatives are able to support generic information exchange (tell, 

untell, deny ... ), functionality transfer (insert, tell ... ) and capability definition 
(advertise, subscribe ... ). 

• An important number of reserved performatives are concerned by networking 
and group facilities: register, forward, broadcast, recommend, broker ... 

• the :content parameter of a performative is an opaque message. This 
constitutes an important benefit that KQML may bring to improve 
interoperability. The nature of the :content parameter can vary for example 
from a SNMP get request, to a KQML performative or a CMIP notification. 

These characteristics of KQML made us believe that this language should be a 
suitable support for the communication between intelligent agents in the specific 
context of cooperative service and NM. Finest analysis and practical studies are 
now necessary to answer to some issues: 
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• Are all the KQML reserved performatives indispensable in the cooperative 
NM context? 

• Since KQML is still an open and evolving specification language (you may 
add yours own performatives with respect to the specifications), it might be 
attractive to define a specific set of performatives dedicated to the particular 
interactions between NM agents. 

• Is an implementation of KQML easily realisable? What is the most 
suitable/efficient transport protocol to support all the networking facilities 
proposed by KQML? 

We started to study the last issue by developing a KQML implementation based on 
CORBA. The next section gives an overview of a KQML-CORBA based 
architecture able to support cooperative services and NM applications. 

5 A PROPOSED KQML-CORBA BASED ARCHITECTURE 

KQML is not an interpreted or compiled language. It is more a specification of a 
collection of inter-agents communication primitives. So, it is more appropriate to 
talk about KQML implementation when we refer to the necessary mechanisms for 
a software application to achieve asynchronous sending and receiving of KQML 
messages over the network. 

5.1 A CORBA implementation 

Up to date, a first implementation of KQML over TCP/IP in C has been developed 
by UMBC and Lockheed-Martin [FIN94]. A second implementation has been 
achieved in JAVA [JAT96]. We decided to use CORBA and its distributing 
facilities to provide a new interface for KQML. 
This choice has mainly been motivated by the following two arguments: 
• By providing a KQML implementation based on another communication 

platform, we may both encourage new studies in order to compare and to 
evaluate the performances of all the existing versions and contribute to both a 
ldrgest use and openness of KQML. 

• By offering services such as naming services, Trader services, access control 
services, event services, CORBA appears as a suitable solution to easily 
implement all the networking performatives and such KQML concepts as 
facilitators and agents domains. 

Figure 3 gives an overview of the modularity of the architecture we propose to 
interface the application (interaction protocol level), KQML (communication 
language level) and CORBA (transport protocol level). Currently, the mapping 
between KQML and CORBA has been completely developed and we are going to 
start a performance evaluation and testing process. 
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5.2 Overview of a KQML-CORBA based architecture 

By providing an implementation of KQML based on CORBA we propose an 
answer to the communication requirements coming from the new trend to integrate 
intelligent agents technology 
m service and network 
management. 
KQML provides, in terms of 
interaction semantics, a 
uniform and powerful 
communication language able 
to be used by all the 
cooperative agents. It finds in 
CORBA an appropriate 
platform to support in a 
transparent way the 
distribution of the agents. 
Figure 3 shows what might 
be a cooperative and 

A )Jilii~~··UII 

CORBA 

Figure 3 A KQML-CORBA based architecture 
for cooperative ManaJrement 

distributed management application composed of some intelligent agents which are 
able to interact one another by using the proposed KQML-CORBA agent 
communication layer. 

6 CONCLUSION 

The KQML-CORBA based architecture presented in this paper should constitute a 
serious base for the development of intelligent agents in the framework of service 
and network management. It may be considered as a contribution in the process to 
reach a higher degree of flexibility, scalability and interoperability in distributed 
NM platforms. 
We argued that KQML is able to bring powerful interaction semantics to cover the 
large set of various communication requirements newly introduced by the 
cooperative management approach. As the current existing protocols do not offer 
on their own the potentiality to support all the required exchange styles, it seems to 
be crucial to find a consensual solution to allow the management agents to interact 
in an uniform and pertinent way. We think that KQML might constitute a serious 
candidate to this solution. 
The development of a KQML implementation based on CORBA has been achieved 
in order to dispose of another KQML prototype. We have the feeling that CORBA 
constitutes for KQML an excellent underlying platform because it offers a large 
range of networking services that are directly required by the KQML specifications. 
However, our next work is to deal with the performances of our implementation: 
testing and performance evaluation processes will be required. 
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Another important issue is to study if the KQML protocol needs to be customised to 
be used in the specific domain of service and network management. The response 
to this problem is essential for KQML to become the base of a communication 
protocol for cooperative management. 
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