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Abstract 
This paper describes the administration policies supported by the MultiPolicy 
Authorization System (MPAS). Several administration policies are supported 
including centralized administration, decentralized administration with dele
gation and transfer, and joint administration. In the paper we first present 
an overview of the MPAS architecture. We then discuss the various admin
istration policies and formalize some aspects of the proposed administration 
model. 
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1 INTRODUCTION 

The introduction of an access control system within any organization entails 
two main tasks. The first task is the identification and specification of suit
able access control policies. An access control policy establishes for each user 
(or group of users, or functional role within the organization) the actions the 
user can perform on which object (or set of objects) within the system un
der which circumstances. An example of access control policy (Bertino et al. 
1996b) is that "all programmers can modify the project files every working 
day except Friday afternoon". The second task is developing a suitable access 
control mechanism implementing the stated policies. Because of the richness 
of possible access control policies, this second task is quite difficult. Current 
access control mechanisms are tailored to few, specific policies and are unable 
to satisfactorily support access control requirements of several applications. 
In most cases, either the organization is forced to adopt the specific policy 
built-in into the access control mechanism at hand, or access control policies 
must be implemented as application programs. Both situations are clearly un-
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acceptable. Many advanced applications, such as workflow applications, and 
computer-supported cooperative work, have articulate and rich access control 
requirements. Therefore, those applications cannot be adequately supported 
by a single-policy access control mechanism. Implementing access control poli
cies as application programs, on the other hand, makes it very difficult to verify 
and modify the access control policies and to provide any assurance that these 
policies are actually enforced. 

A possible approach is to develop flexible access control mechanisms, able 
to support different access control policies for possibly different objects within 
the system. We refer to such a system as a multipolicy access control mecha
nism. Consider the classical closed and open policies. It is easy to encounter 
many situations where some objects within a system must be governed by 
the open policy, whereas other objects within the same system need a stricter 
control, thus requiring a closed policy. 

Several proposals in the areas of database systems and operating systems 
have addressed issues related to multipolicy access control mechanisms. Pro
posals in the database area include the flexible authorization model proposed 
in (Bertino et al. 1996c), and the Chassis system (Jonscher et al. 1994) specif
ically addressing access control for federated heterogeneous database systems. 
Proposals in the operating systems area include Trusted Mach (Branstad et 
al. 1989) and DTOS (Fine et al. 1993). 

All the above proposals, however, do not provide sophisticated authoriza
tion administration policies. Authorization administration refers to the func
tion of granting and revoking authorizations. It is the function by which au
thorizations are entered (removed) into (from) the access control mechanism. 
In most of the above approaches, the administration policies are either based 
on the centralized approach, or on the ownership approach possibly comple
mented with the administration delegation approach. Moreover, no multiple 
administrative policies within the same system are supported. 

Two different administration policies are briefly discussed by Fernandez, 
Gudes and Song (Fernandez et al. 1994) in the framework of an access control 
mechanism for object-oriented database systems. The first policy is based on 
the ownership approach. The users own the data and administer their data. 
Under the second policy, some special users (administrators) control the access 
to data. However, their access control model supports only the second policy. 
By contrast, our model supports both those policies, and many others, so that 
users may choose the policy which best suits their application requirements. 

Finally, we would like to mention the brief preliminary discussion reported 
in (Varadharajan et al. 1996) addressing the use of delegation and joint actions 
in authorization systems. These mechanisms are able to support sophisticated 
authorization schemes, particularly useful when dealing with complex infor
mation systems and distributed systems. Even though the authors do not 
address authorization administration, we believe that many issues pointed 
out in the discussion are relevant to our approach. 



A multipolicy authorization system 343 

In this paper we present the authorization administration facilities provided 
as part of the MultiPolicy Authorization System (MPAS) being currently de
veloped at the University of Milano. MPAS supports both the specification 
and implementation of multiple authorization and administration policies by, 
at the same time, clearly separating specification from implementation. The 
system supports a large variety of administration policies from centralized ad
ministration, either DBA-* or owner-based, to joint-based administration, by 
which several users are jointly responsible for authorization administration. 
MPAS currently supports only discretionary access control policies. The rea
son is that the applications using discretionary policies are those that usually 
require high flexibility. We plan, however, to explore other types of access 
control policies, such as the chinese wall policy. 

The remainder of this paper is organized as follows. Section 2 briefly dis
cusses the MPAS architecture. Section 3 presents the various administrative 
policies supported by MPAS. Section 4 presents a formalization of some as
pects of our authorization administration model. Finally, Section 5 concludes 
the paper. 

2 ARCHITECTURE OF MPAS 

The architecture of MPAS is illustrated in Figure 1. The system consists of 
two main environments: the policy specification environment and the run
time environment. In discussing the architecture, we will cast the discussion 
in terms of database systems, by assuming that the items to be protected are 
data objects, such as relations in a relational database system, or objects in 
an object database system. However, we believe that the discussion is also 
valid in other contexts. 

2.1 Policy specification environment 

The policy specification environment supports all functions concerning policy 
specification for object authorization and authorization administration. 

Example 1 Consider a table Public_info containing information available 
to all employees of a given company. An example of authorization policy is that 
access to table Public_info must be governed by the open policy (Bertino et 
al. 1996c}, whereas an example of administration policy is that authorizations 
on Public_info can only be granted by a DEA (in practice, this means that 
only the DEA can issue access denials). 

*DBA stands for database administrator. 
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Figure 1 Architecture of the multipolicy authorization system (MPAS) 

A number of predefined authorization policies are supported (denoted in 
the reference architecture as the authorization policies library), including the 
following: traditional closed and open policies; the closed policy with negation 
and the conflict resolution principle based on "denials take precedence"; the 
closed policy with negation and the conflict resolution principle based on "the 
most specific authorization takes precedence" (Bertino et al. 1996c). In par
ticular, the last two policies have conflict resolution principles for dealing with 
conflicting authorizations* granted on the same object to the same subject. It 
is also possible for the policy officer to specify custom-made policies by using 
a special purpose language, based on rules (Bertino et al. 1997). 

A number of predefined administration policies are supported (denoted in 
the reference architecture as administration policies library) that will be dis
cussed in the next section. All the specifications are checked for consistency 

*Two authorizations conflict if one is a positive authorization whereas the other is a negative 
one. 
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and correctness by the analyzer (Bertino et al. 1997). The results of the anal
ysis is a policy base encoding the administration and authorization policies 
for each data object. 

An important aspect of our system is that parametric policies can be also 
specified. Such a policy is parametric with respect to the objects to which 
it applies. It allows to specify policies such as "All tables created by the 
role Secretary must be authorized under the open policy" or "All documents 
pertaining to project MPAS must be authorized under the closed policy". 
Parametric policies basically contain conditions stated against authorization 
attributes of data objects. Authorization attributes contain information about 
the administered objects that is relevant from security point of view. They 
compose the security profile of the data object. Each subject also has a similar 
security profile. Parametric policies are very important for systems with large 
numbers of subjects and objects to be protected. In such systems, specifying 
policies for each object would not be viable. 

2.2 Run-time environment 

The run-time environment consists of a flexible authorization mechanism 
which is the core of MPAS, and of a front-end. The flexible authorization 
mechanism implements a generalized authorization model able to support a 
large number of policies (Bertino et al 1996c). The front-end has the task of 
verifying the user's and DBA's requests with respect to the policies stated 
by the policy officer (stored in the policy base) and mapping them onto the 
generalized authorization model. 

Example 2 Consider table Public_info of Example 1 for which an open 
authorization policy and a DBA administration policy have been specified. 
Suppose that a DBA enters a positive authorization for a certain user on this 
table. Such authorization is rejected by the front-end because only negative 
authorizations can be specified for this table, according to the open policy. 

3 ADMINISTRATION POLICIES 

In this section we discuss the predefined administration policies supported by 
our system. Note, however, that additional policies can be specified by using 
the rule-based language supported by the policy specification environment. 

Before discussing the policies it is important to recall that authorization 
administration consists of issuing grant and revoke requests to the authoriza
tion system. Those requests, that must be consistent with the administration 
policies, enter or remove authorizations from the authorization base (cfr. Fig
ure 1). They are issued by users that must be, in turn, properly authorized. 
We will also refer to the notion of object creator; it is the user who has created 
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the object or on behalf of whom the object has been created (for example, 
within an application program run by the user).* 

The following administration policies are supported by MPAS: 

• DBA administration: under this policy, only the DBA can issue grant 
and revoke requests on a given object.* This policy is highly centralized 
(even though different DBAs can manage different parts of the database) 
and it is seldom used in current DBMSs, but in the simplest systems. 

• Object "curator" administration: under this policy, a user, not nec
essarily the creator of the object, is named administrator of the object. 
Under such policy, even the object creator must be explicitly authorized to 
access the object. 

• Object owner administration: under this policy, which is commonly 
adopted by DBMSs and operating systems, the creator of the object is the 
owner of the object and is the only one authorized to administer the object. 

The second and third administration policies above can be further combined 
with administration delegation and administration transfer. Even though del
egation and transfer could be applied to DBA administration, we do not have 
included this possibility because it is not very significant.* 

By administration delegation we mean that the administrator of an object 
(either the owner or the curator) can delegate other users administration func
tions on the object. Delegation can be specified for selected access modes, for 
example only for read operations. In most cases, delegation of administration 
to another user implies also granting this user the privilege of accessing the 
object according to the same access mode specified in the delegation. Most 
current DBMSs support the administration policy based on the owner ad
ministration with delegation. Note that under the delegation approach, the 
initial administrator of the object does not lose his/her privilege to adminis
ter the object. Therefore, authorizations on the same object can be granted 
by different administrators. With respect to revoke operations, we take the 
approach, common to most systems, that only the grantor of an authorization 
can revoke it. 

Administration transfer, like delegation, has the effect of giving another 
user the right to administer a given object. However, the original adminis
trator loses his administration authorization, whereas under delegation the 
original administrator keeps his administration right. When transfer is used 
with owner administration it has the semantics of owner transfer; we call it 
ownership transfer. Therefore, the owner of the object is actually replaced 
by the user who has been delegated the administration. Transfer is very rel
evant in workflow applications, where objects (such as documents, and office 

*In some systems, a OBA can create an object on behalf of some users. 
*Note that DBAs have also the authorization to give users the privilege to connect to the 
DBMS, and can also read and write all data objects created by other users. 
*It can be simply implemented in terms of the other two policies. 
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Figure 2 (a) An example of administration graph; (b) the graph after Bob 
revokes the delegation to Tom; (c) the graph after Bob transfers the ownership 
to John with grantor transfer; (d) the graph after Bob transfers the ownership 
to John with recursive revoke 

forms) migrate among different departments (or organizational units) within 
the same organization. Often, because of those transfers, objects may enter 
different administration domains and it is, thus, important that the privileges 
of administering the objects be properly modified. Also, security requirements 
may dictate owner transfer. Consider a document which is initialized by a sec
retary and later on transferred to her boss who enters confidential information. 
In such a case, it is important that the initial owner, i.e., the secretary, is no 
longer authorized to administer the object. 

When dealing with transfer an important question concerns the authoriza
tions granted by the former administrator (such problem does not arise in 
delegation because the former administrator retains his right to administer 
the object) . The following two approaches are supported by MPAS for deal
ing with authorizations granted by the former administrator: 

l . Recursive revoke: all authorizations granted by the former administrator 
are recursively revoked. 

2. Grantor transfer: all authorizations granted by the former administrator 
are kept; however, the new administrator replaces the old one as grantor of 
the authorizations (and is thus able to revoke them). Note that the grantor 
transfer is not recursive. Therefore, if the older administrator has delegated 
other users for administration, those grants are left in place. Only, the new 
administrator becomes their gr an tor. 

We provide a further transfer option. Transfer can be with acceptance or 
without acceptance. By acceptance we mean that the user to whom the ad
ministration (or ownership) is transferred must explicitly accept the admin-
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istration responsibility. Transfer without acceptance means that such explicit 
acceptance is not required. Explicit acceptance is important especially when 
the object ownership is transferred. Since the object owner is ultimately re
sponsible for the object and may be liable for the content of the object, the 
explicit acceptance avoids that a user be transferred the ownership of an ob
ject, without even knowing about it. 

Our model also supports joint administration of data objects. Joint admin
istration means that several users are jointly responsible for administering 
the object. Joint administration can be used in both the object "curator" ad
ministration and object owner administration policy. Joint administration is 
particularly useful in computer-supported cooperative work (CSCW) applica
tions where typically users cooperate to produce a complex data object (such 
as a document, a book, a piece of software, a VLSI circuit). In such applica
tions, each user in the work group is responsible for producing a component 
of the complex object; therefore, no single user is the owner of the entire com
plex object. Authorization for a user to access a data object, administered 
under the joint administration policy, requires that all the administrators of 
the object issue a grant request. As a further option, MPAS supports joint 
administration with quorum. Under such option, an authorization is granted 
to a user, if a number of administrators equal to the quorum have issued the 
proper grant request. 

It is important to note that joint administration can be combined with the 
various options illustrated before. For example, one of the administrators of a 
data object may transfer or delegate its administration right to another user. 
A large spectrum of administration policies is thus obtained. 

In what follows we give some examples of the various administration policies 
supported by our model. 

In the examples, we represent a sequence of delegation operations as a 
graph, called administration graph. In such a graph, a boldface node de
notes the owner of an object, whereas a non-boldface node denotes a user 
who has been delegated the administration right on the object. There is an 
arc from node i to node j if the user represented by node i has delegated the 
administration right to the user represented by node j; each arc is further
more labeled with the delegation time. An example of administration graph 
is illustrated in Figure 2(a). 

Sequences of grant requests for a given access mode m on a given object o 
are represented by means of authorization graphs. Nodes represent users. 
There is an arc from node i to node j if the user represented by node i has 
granted an authorization for m on o to the user represented by node j. The arc 
is labeled with the time of the grant and with the granted access mode. Joint 
authorizations are represented by a special place-holder denoted by a vertical 
boldface bar. An example of authorization graph is shown in Figure 3(a). 

The following example illustrates some of the administration options illus
trated above for the case of single (i.e. non-joint) administration. 
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Figure 3 (a) The authorization graph for Example 4; (b) The administration 
and authorization graphs for Example 5 

Example 3 Consider a table T which is administered under the owner admin
istration policy with both delegation and transfer options. Suppose that Bob is 
the owner of the table. Under the above options, Bob can delegate other users 
the right to administer the object. Suppose that he grants such right to Tom 
at time 100• and to Mary at time 120. Suppose, moreover, that Tom in turn 
delegates Mary the administration right at time 110. Figure 2{a) illustrates 
the corresponding administration graph. Consider now the following cases: 1) 
Bob revokes the administration right from Tom. As a consequence, Mary loses 
the right received from Tom. However, she keeps the right received directly from 
Bob. Figure 2{b) shows the resulting graph. 2) Bob transfers at time 210 the 
ownership to John. Suppose that the transfer policy has been specified with 
the grantor transfer option. As illustrated by the graph in Figure 2{c), both 
Tom and Mary keep their administration rights. The graph includes a third 
type of node, called shadow node, which is used to keep track of previous ob
ject owners. 3) Bob transfers at time 210 the ownership to John. Suppose that 
the transfer policy has been specified with the recursive revoke option. As illus
trated by the graph in Figure 2{ d), both Tom and Mary lose their administration 
rights. As in the previous case, information about the former owner is kept in 
the graph. 

The following examples illustrates joint administration. 

Example 4 Consider a table T, administered under the joint administration 
policy. Suppose that Bob and Ken are the owners of the table. Suppose that the 

*We use here a simplified representation of time as an integer number. In most implemen
tations, the system timestamp is used. 
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following grant operations are performed: 1 )Bob grants Laura the Read access 
on T at time 105. 2) Ken grants Laura the Read access on T at time 110. 

Figure 3{a) shows the resulting authorization graph. 
Consider the following access requests issued by Laura: 1 )Read access to T 

at time 105; such access is denied because, at time 105, Laura does not have 
the authorization from Ken. 2) Read access to T at time 115; such access is 
allowed because, at time 115, Laura possesses authorizations from both Bob 

and Ken. 

The following example illustrates the difference between joint administra
tion and delegation. 

Example 5 Consider again table T. Suppose that it is administered under a 
non-joint policy and that Bob is its owner. Moreover, suppose that Bob del
egates Ken the administration right at time 80. Suppose now that Bob and 
Ken perform the same grant operations illustrated in Example 4. Figure 3{b) 
shows the corresponding administration and authorization graphs. Consider 
again the access requests, listed in Example 4, issued by Laura: 1) Read ac
cess to T at time 105; such access is allowed, because Laura possesses the 
authorization granted from Bob. 2) Read access to T at time 115; such ac
cess is allowed because Laura possesses two authorizations, one from Bob and 
another from Ken. 

administration sraph 

Bob 
120, Read 

130, Read John ,___ _ __,._ 151, Read -------
150, Read 

authorization sraph 

Figure 4 Administration and authorization graphs for Example 6 

Delegation and transfer also differ with respect to the semantics of the 
revoke operations (Bertino et al. 1997). 

Several interesting issues are related to the semantics of the delegation op
tion when combined with joint administration. Indeed, one of the administra
tors of the object may delegate other users the administration of the object. 
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This means that the delegated user may issue a grant request instead of the 
original object administrator. This grant request must be combined with the 
grant requests from all the other administrators (or from users delegated by 
them) before the authorization can actually be issued. If a quorum option is 
used, multiple grant requests from an administrator and his delegates amount 
to a single request with respect to the quorum computation,. Such approach 
avoids that an administrator may reach the quorum by simply delegating 
other users the administration rights. The following examples illustrates joint 
administration with delegation. 

Example 6 Consider a table T, administered under the joint ownership ad
ministration policy with quorum option. Suppose that Bob, Ken and George 
are the owners of the table. Suppose that the quorum is 2. Suppose that the 
following delegation and grant operations are issued: 1) Bob delegates John the 
administration authorization on T at time 100. 2) Bob grants Laura the Read 
access on T at time 120. 3) John grants Laura the Read access on T at time 
130. 4) Ken grants Laura the Read access on T at time 150. Figure 4 shows 
the resulting administration and authorization graphs. Consider the following 
access requests issued by Laura: 1) Read access to T at time 130; such access 
is not allowed, because two read authorizations have been issued for Laura, 
but they are from an administrator and a delegate of his. 2) Read access to T 
at time 160; such access is allowed because Laura now possesses two autho
rizations, granted by two different administrators (or their delegates). 

We refer the reader to (Bertino et al. 1997) for a discussion and for a 
formal definition of the semantics of delegation when combined with joint 
administration. 

4 FORMAL MODEL 

In this section we formalize some aspects of our authorization administration 
model. 

Let 0 be the set ofobjects and Uthe set ofusers in the system. Let 'DBA de
notes the set of all users having DBA authorizations. Let N denotes the set of 
natural numbers. Moreover, let PS= {DBA,object-curator ,object-owner, 
joint-object-curator,joint-object-owner} denotes the set of adminis
tration policy types. An administration policy is defined as follows. 

Definition 1 (Administration policy) An administration policy is a 7-
tuple [o,pt,delegation-0pt,transfer-0pt,acceptance-0pt,revoke-0pt, 
vote_opt], where o E 0, pt E PS, delegation-<>pt E {delegation, 
no-delegation,nil}, transfer_opt E {transfer,no-transfer,nil}, 
acceptance_opt E {acceptance,no-acceptance,nil}, revoke..opt E 
{revoke,grantor-transfer,nil}, vote_opt E {quorum,totality,nil}. 
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In the above definition, a number of components of the 7-tuple defining 
an administration policy are actually flags indicating specific options. Also, 
those flags may take a nil value. The nil value simply denotes that the flag is 
not significant for the specific policy type. Finally, the vote_opt component 
is only significant for joint administration policy (for non-joint administration 
policies it always takes the nil value). It takes the totality value to denote 
that for an authorization to be granted all the administrators must have issued 
the proper grant requests; it takes the value quorum otherwise. 

Example 7 The policy specifications below illustrate the above definition: 

• The policy specification: [Public_info, DBA, nil, nil, nil, nil, nil] states 
that table Public_info must be administered by the DBA. All other compo
nents are not significant for this policy and are thus set to nil. 

• The policy specification: [T, object-owner, delegation, transfer, no
acceptance ,grantor-transfer ,nil] states that table T must be admin
istered by the owner. Moreover, both delegation and transfer are allowed 
on this table. Transfer is without acceptance and all granted administration 
authorizations are not revoked if the ownership is transferred. This policy 
is the one exemplified in case 2 of Example 3. Note that the vote_opt zs 
nil since the policy type is not a joint one. 

The policy administration base is a set of administration policies, denoted 
as PAB. 

Information specified by the administration policies are complemented with 
information about: {i) which users are DBA; {ii} which administrators have 
delegated (transferred) to which other users administration authorizations; 
{iii) for each data object, its owner (owners), if the object is administered 
under the (joint) owner administration policy, or its "curator" ("curators"), if 
the object is administered under the (joint) "curator" administration policy; 
(iv) for each object, administered under a joint administration policy with 
quorum, the actual quorum value to use. 

The above information is stored as facts into the policy base (see Figure 1). 

Definition 2 (Delegation and transfer specification) A delegation (trans
fer) specification is a triple [grantor, grantee, o], with grant or, grantee 
EU, and o E 0. 

The delegation (transfer) base is a set of delegation (transfer) specifications, 
denoted as V.C (TR). 

Definition 3 (Owner and curator specification) An owner (curator) 
specification is a pair [o, u], with o E 0 and u E U; u is referred to as 
an initial administrator of o. 
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Note that when the joint administration policy is used for an object, there 
are several initial administrators for the object. 

The owner (curator) base is a set of owner (curator) specifications, denoted 
as OWB (CB). 

Definition 4 (Quorum specification) A quorum specification is pair [o, n], 
with o E 0, n EN. 

The quorum base is a set of quorum specifications, denoted as (QB). 
The following definition introduces the notion of delegates and states how 

the delegates of a given administrator are determined from the delegation 
base. Note that an administrator can have indirect delegates; indeed, an ad
ministrator may delegate a user the administration right and this user may, 
in turn, delegate other users. 

Definition 5 (Delegates) Let Ui and Uj be users. Leto be an object. We say 
that Uj is a delegate of Ui for the administration of o if predicate d ( Ui, Uj , o), 

defined below, is True. 

• d(ui,uj,o) =True, if[ui,Uj,o]E'D.C; 
• d(ui,Uj,o) =True, if there exists uk EU such that d(ui,uk,o) True 

and d(uk, Uj ,o) = True. 

Let o be an object and let u be a user such that u is an initial administrator 
of o. The set Au= {u} U {ui I Ui EU and d(u,u;,o) =True} denotes a set 
including u and all the delegates of u. 

The following definition states the notion of independent administrators. It 
is the basis of the rule determining when a grant becomes valid in the case of 
joint administration. 

Definition 6 (Independent administrators) Let Ui and Uj be users. Let 
o be an object. We say that Ui and Uj are independent administrators of o, 

if the following conditions are verified: i) 3u~ initial administrator of o such 
that Ui E Au;; ii) 3uj initial administrator of o such that Uj E Auj; iii) /-3uk 

initial administrator of o such that Ui E Auk and Uj E Auk; u; and Uj are 
called non-independent administrators, otherwise. 

The above definition states that two users, who have been delegated by 
other users to administrate a given object are independent if they have re
ceived their administration privilege from users that are, in turn, independent. 
Note that the initial administrators of the object are always independent. 

The following rule formally states when a set of authorizations granted by 
administrators of an object to a user actually enables the authorization for 
this user. 
Joint administration rule 
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Let GU = { u1, ... , un} be the set of users who have granted an authorization 
for the same privilege on object o to user u. Let v be the vote policy for 
object o. Let GU* be the maximal subset of GU such that 'v'ui ,uj E GU*, 
Ui and Uj are independent administrators of o.* The granted authorization is 
enabled if the following conditions are verified: i) If v =totality: let adm be 
the number of initial administrators of object o. Then card( GU*)* is greater 
than or equal to adm; ii} If v = quorum: let q be the quorum required for 
object o. Then card(GU*) is greater than or equal to q. 

Note that the above definition implies that when two users u1 and u2 give 
the same authorization to the same user, these authorizations are both effec
tive to enable the authorization for the user only if u 1 and u2 have obtained 
the administration privilege by two independent sources, that is, there does 
not exist a user which gave the administration privilege to both u1 and u2 . 

5 CONCLUSIONS 

In this paper we have presented an overview of the administration policies 
supported by the MPAS multipolicy authorization system. The system sup
ports a variety of policies that are obtained by providing several options, such 
as delegation and administration. Joint administration policies are also sup
ported. A notable feature of MPAS is the notion of parametric authorization 
policies. The system is currently under implementation. A preliminary im
plementation of a flexible authorization mechanism has been completed. We 
are extending both our model and architecture to provide a more accurate 
modeling of roles, along the lines discussed by Sandhu in (Sandhu 1996), and 
to incorporate temporal authorization features (Bertino et al. 1996a). A fi
nal research direction we plan to pursue is related to the use of multipolicy 
systems in heterogeneous systems (Gong 1994). 
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