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Abstract 
A new approach is introduced to evaluate inference risks in element-level labelling 
relational databases. Techniques from rough set theory are used to capture the se
mantics of data * and a quantitative measure Inference Risk Index (IRI) has been 
defined to characterise possible inference risks due to material implications reflected 
by the data. The approach is shown to be able to take into account of all certain and 
possible material implications in the data, including functional dependencies. It can 
also be used to address inference threats posed by rule-induction techniques from 
data mining. A major advantage of our approach is that the quantitative measure 
I RI is computed directly from data without knowledge input from System Security 
Officer. The computation is efficient and allows for real-time monitoring of inference 
risks during database run-time. Therefore, we are able to follow the changes in data 
patterns during database lifetime. 
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1 INTRODUCTION 

In multilevel databases, inference has long been identified as a major threat to se
curity. An inference problem in a multilevel database arises when a user with a 
low-level clearance, accessing information of low classification, is able to draw con
clusions about information at higher classifications (Qian et al. 1993). Marks (Marks 
1996) gives a formal definition of database inference, Inference in a database is said 
to occur if, by retrieving a set of tuples {T} ha.ving attributes {A}from the database, 
it is possible to specify a set of tuples {T'}, having attributes {A'}, where {T'} ct. {T} 
or {A'}# {A}. In logic settings, we say there exists a material implication, denoted 
(T, A) ::::} (T', A'), that relates the two sets. In other studies, material implications 
are sometimes referred to as secondary paths (Binns 1992) or inference channels 
(Qian et al. 1993). 

Here, we identify two types of inference problems. One is due to classification 
inconsistencies which arise from poor database design. In this case, secondary paths 
are formed by doing "joins" on the base tables in the databases to construct restricted 

*In this paper, we use the tenn semantics of data to mean the properties of data in KRS context, which is 
independent from the semantics of application represented by the relational database. 
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tuples. Considerable research has been done to address this problem (see, for exam
ple, the work of Hinke (Hinke 1988), Thuraisingham (Thuraisingham 1991), Binns 
(Binns 1992), Bums (Bums 1992), Garvey et al. (Garvey et al. 1992), Hinke and 
Delugach (Hinke et al. 1992), Lin (Lin 1992), Qian et al. (Qian et al. 1993) and Rath 
et al. (Rath et al. 1995)). The aim of these works is to yield a well designed multi
level database in the sense that a user cannot, through any series of database queries, 
actually derive a restricted tuple. 

The second type of inference problems is due to the semantics of application. In
formation stored in a relational database comprises of not only individual data items, 
but also the interrelationship among these data items. However, the relational data 
model emphasise efficient data structuring and manipulation. It lacks an adequate 
representation of data dependencies that characterise the application. Thus, multi
level classification of data items through element-level labelling is not enough to 
keep the data secret if the semantics of application or dependencies among data are 
not taken into account. The semantics of application is sometimes called data depen
dencies, constraints, or rules in different settings. 

The second type of inference is harder to address since we need a way to find out 
and express the semantics of application in order to detect, analysis and eliminate the 
inference channels. In contrast, the approaches to address the first type of inference 
threats can be seen as syntactic in the sense that it can be done through schema 
manipulation without knowing the semantics of attributes. 

Extensive work has been done to address the second type of inference. Among 
them, some approaches focus on eliminating the inference channels under the as
sumption that data dependencies are already known (see, for example, the work of 
Su and Ozsoyoglu (Su et al. 1987), Stickel (Stickel 1994)). Others start from de
tecting and analysing inference threats through various structures. The structures 
used to capture semantics of application include Sphere Of Influence (Morgenstern 
(Morgenstern 1988)), Semantic Relationship Graph (Hinke (Hinke 1988)), Abduc
tive Reasoning (Garvey et al., (Garvey et al. 1991)), Semantic Net (Thuraising
ham (Thuraisingham 1991)), Graph (Garvey et al. (Garvey et al. 1992)), Concep
tual Graph (Thuraisingham (Thuraisingham 1991), Hinke and Delugach (Hinke et 
al. 1992), Delugach and Hinke (Delugach et al. 1996)), Context (Rath et al., (Rath et 
al. 1995)) and Pattern (Marks (Marks 1996)). (Some of these techniques can also be 
used to address the first type of inferences.) However, available approaches have the 
following shortcomings. 

• To some extent, all these approaches except (Marks 1996) need help from System 
Security Officer (SSO) to generate the desired structures. The knowledge input 
from SSO represents the semantics of application. For example, in (Garvey et 
al. 1992), the dependency of a flight's mission on its cargo has to be manually in
put into DISSECT in order for DISSECT to detect the inference channel between 
a flight's departure time and its mission. We think that if there is a relationship 
between a flight's mission and its cargo, this dependency must be reflected in the 
data in terms of material implication and we should be able to explicate it from 
the data directly. The fact that SSO can never be sure he knows all the dependen
cies among data means that available approaches only provide partial solutions. 
At most, they can claim that to the best of our knowledge there is no inference 
channel. There might well be data dependencies that the SSO is unaware of or 
are introduced into the database during its lifetime, which were not envisioned at 
database design time. 

• Sometimes inference is certain, such as through functional dependency. How
ever, more frequently we have cases in which inference is partial or with certain 
probability. Several previous works have addressed this situation, for example, 



Inference analysis in relational databases 281 

Morgenstern (Morgenstern 1988), Garvey et al. (Garvey et al. 1991) and Binns 
(Binns 1992). However, in existing approaches the probabilities are either as
sumed ((Binns 1992)) or computed with the knowledge from SSO ((Morgenstern 
1988), (Garvey et al. 1991)). As in the previous point, we argue that if there is a 
probability associated with an inference path, this probability should be reflected 
by the data through material implication and can be explicated from the data itself. 

• More recently, knowledge discovery in databases (KDD) or data mining (DM) 
techniques raise new security concerns for databases (Lin et al. (Lin et al. 1995)). 
One of the primary approaches in KDD is rule induction, or learning from exam
ples (see, for example, the works of Hu et al. (Hu et al. 1994 ), Srikant and Agrawal 
(Srikant et al. 1995)). The derived generalized rules from KDD may open up new 
inference channels. Since the SSO may not be aware of such generalized rules, 
previous approaches to the second type of inference are inadequate in addressing 
threats posed by KDD or DM. 

In this study, we propose an approach to detection and evaluation of the second 
type of inference threats that overcomes the above deficiencies. 

2 OVERVIEW 

We assume the closed world assumption (CWA). By CWA we mean that the data 
instances are complete and domain definitions are fully instantiated. Under CWA, 
all the material implications ((Marks 1996)) corresponding to possible inferences 
can be derived from data. This does not mean all the knowledge needed to complete 
an inference chain has to reside in the database, i.e. the database doesn't have to 
contain all the semantics of an application. A chain of inference can be completed 
using outside knowledge. However, since the start and the end attribute values of 
an inference chain are in the database, there must be a material implication that 
corresponds to that inference chain and we should be able to discover that material 
implication from data under CWA. For detailed discussion of material implication 
and inference chain, please see (Marks 1996). 

Unlike previous approaches, here we are not trying to discover the semantics of 
application or the knowledge that can be used for possible logical inferences. As we 
have pointed out before, knowledge-based approaches may be incomplete since nei
ther the database nor SSO may have/know all the semantics of application. Instead 
we use rough set theory as our tool to capture the semantics of data and quantify 
the inference risks through material implications. Since all logical inferences have 
corresponding material implications in the database, we are able to address all the 
possible inferences through material implications. Meanwhile, not all material im
plications have the corresponding logical inference paths, i.e. there may not be any 
apparent causal reason for a particular material implication. However, we think such 
material implications are still a legitimate concern for the current state of data in the 
database. We will say more about it in Section 5. 

Rough set theory concerns the classificatory analysis of imprecise, uncertain or 
incomplete information. It is a very effective methodology for data analysis and 
discovering rules in the attribute-value based domains. It is also an efficient tool 
for database mining in relational databases (Lin, (Lin et al. 1995)). This technique, 
which is complementary to statistical methods of inference, provides a new insight 
into properties of data. The main focus of this technique is on the investigation of 
structural relationships in data rather than probability distributions, as is the case in 
statistical theory. One of the main advantages of rough set theory is that it does not 
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need any preliminary or additional information about data, such as probability dis
tribution in statistics, or grade of membership or the value of possibility in fuzzy set 
theory. 

The paper is organised as follows. In section 3, we give necessary concepts of 
rough set theory. In section 4 our approach is presented. Discussion of the approach 
follows in section 5. We draw our conclusions in section 6. 

3 BASIC CONCEPTS OF ROUGH SET THEORY 

Rough set theory was first introduced by Pawlak (Pawlak 1991). The primary prob
lem addressed by the technique of rough sets is the discovery, representation and 
analysis of data regularities. The rough set-based methods are particularly useful for 
reasoning from qualitative or imprecise data. 

3.1 Knowledge Representation System 

In rough set theory, a Knowledge Representation System(KRS) is a quadruple 

S = (U, A, V, f), 

where U is a non-empty, finite set called universe, A is a finite set of attributes, V = 
UVa is a union of domains Va of attributes a belonging to A, and f : U x A ~ V is 
an information function such that f (x, a) E Va for every a E A and x E U. 

The information function assigns attribute values to objects belonging to U. The 
Knowledge representation System allows for convenient tabular representation of 
data, which is similar to a relational table in the relational data base model (cf. Codd 
(Codd 1970)). However, the relational model is not interested in the meaning of the 
information stored in the table. The emphasis is placed on efficient data structuring 
and manipulation. In the Knowledge Representation System the attribute values, i.e., 
the table entries, have associated explicit meaning as features or properties of the 
objects. 

3.2 lndiscernibility Relation 

With every subset of attributes P of A, we define an equivalence relation IN D(P), 
also called an indiscemibility relation, over U as follows: 

(x,y) E IND(P) iff f(x,a) = f(y,a)forallx,y EU anda E P. 

Equivalence relation IN D(P) induces a classification of objects into classes, each 
of which consists of objects with the same values of attributes belonging to P. Let 
U / P denote the family of equivalence classes of IND ( P). The equivalent classes of 
IN D(P) are also called definable sets or concepts ofuniverse U using knowledgeP. 
A KRS is selective iff all classes of U /A are one element set, i.e. IN D(A) is an iden
tity relation. 

The indiscernibility relation IN D(P) represents our ability to classify the objects 
in the universe using knowledge P. The central issue of rough set approach is the 
determination of how well a subset X belonging to universe U can be characterised 
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in terms of the information available to represent objects of the universe U. With 
each subset X £ U and a subset of attributes P £ A, we can associate two subsets: 

p x = LJ{Y E u Ip : y £ X} 

P x = LJ{Y e u / P : Y n x # O} 

called the P-lower and P-upper approximation of X respectively. 
Let x be in U and P £ A be our knowledge about universe U. We say that x is 

certainly in X using knowledge P iff x E PX, and that x is possibly in X using 
knowledge P iff x E PX. Our terminology originates from the fact that we want 
to decide if x is in X on the basis of a definable set in S rather than on the basis 
of X. This means we deal with PX and PX instead of X. In the logic settings, it is 
equivalent to say that there are certain rules that classify x into X using knowledge P 
iff x E PX, and that there are possible rules that classify x into X using knowledge 
Piffx E PX. 

3.3 Dependency of Attributes 

One of the main problems in the analysis of KRS with respect to discovering cause
effect relationships in data is the identification of dependencies among different 
groups of attributes. 

Let C, D be two subsets of A and C n D = 0, called condition and deci
sion attributes, respectively. We introduce the notion of a positive region of U / D, 
POS(C, D) as a union of lower approximations of all equivalence classes of the 
relation IN D(C): 

POS(C, D) = LJKY: Ye U/D}. 

The positive region of U / D is a discernible part of U; that is, any object in P 0 S ( C, D) 
can be uniquely classified into one of the classes of U / D based solely on the knowl
edge of C, i.e. the values of attributes in C. 

We say that the set of attributes D depends in degree k(O ~ k ~ 1) on the set of 
attributes C in S if 

k(C, D) = card(POS(C, D))/card(U) 

where card is the cardinality of a set. The value k(C, D) provides a measure of 
dependency between C and D. If k = l, then the dependency is full or functional; 
if 0 < k < 1, then there is partial dependency; if k = 0, then the attributes C 
and D are independent. A dependency close to 1 gives reason to hypothesise that 
generally, there is a strong cause-effect relationship between attributes C and D, and 
a dependency close. to 0 suggests weak, if any, cause-effect relationship between C 
andD. 

3.4 Significance of Attributes 

The relative contribution or significance of an individual attribute a belonging to 
C with respect to the dependency between C and D is represented by significance 
factor SG F, given by 

SGF(a, C, D) = [k(C, D) - k(C - {a}, D)]/k(C, D) 
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if k(C, D) > 0. 
Formally, the significance factor reflects the relative degree of decrease of depen

dency level between C and D as a result of the removal of the attribute a from C. In 
practice, the stronger the influence of the attribute a is on the relationship between 
C and D, the higher the value of the significance factor is. 

4 A QUANTITATIVE APPROACH 

In this work, we assume that data is stored in a relational database consisting of a se
ries of tables and sensitive data items are protected by element-level labelling. Since 
we are not addressing the first type of inference problem identified above, we will 
further assume the universal relation paradigm (Ullman 1988) and view a relational 
database as a single table containing all the attributes from the entire database. We 
are not concerned about the actual mechanics of forming the view of a universal re
lation. For the second type of inference problem, we are only interested in evaluating 
the inference risks for those classified data items in the universal relation. 

A relational table can be considered as a Knowledge Representation System in 
which columns are labelled by attributes, rows are labelled by the objects and the 
entry in column p and row x has the value p(x). Each row in the relational table rep
resents information about some object in universe U. However, the relational model 
is not interested in the meaning of the information stored in the table. Consequently 
the objects about which information is contained in the table may not be represented 
in the table. Whereas in the KRS all objects are explicitly represented and the at
tribute values, i.e., the table entries, have associated explicit meaning as features or 
properties of the objects. 

One way to conciliate the two models, which we adopt in this paper, is to take the 
primary key Kin the relational table as object identifier and all other attributes (A -
K) as attributes in KRS. In doing so, we may lost some information contained in the 
primary key attributes which is relevant to the semantics of the application. Another 
way to get around this is to add another attribute which assigns a unique identifier to 
each row of the relational table. In this case, all the attributes in the original relational 
table become attributes in the corresponding KRS and there is no information loss. 
However, in the relational data model there is always a primary key which identifies 
every object in the table, which means the derived KRS is selective. This situation 
may still happen even if we use primary key as object identifier. Selective KRS is not 
itself difficult to analyse, but we might have to lower the degree of precision in order 
to derive generalized rules. We will say more about it with the example later. 

We should point out that in real applications, some data values of a relational 
table may be missing or imprecise. Consequently, the derived KRS is incomplete. 
For simplicity, in this paper we assume that all data items are precisely defined. 
Interested readers are referred to (Slowinski et al. 1989, Slowinski et al. 1996) for 
dealing with uncertain data in rough set context. 

4.1 Formal Specification 

For simplicity, we assume a two-level labelling system, Classified and Unclassified. 
Given a universal relation Rand its set of attributes A', we view the relational table 
as a KRS in which every tuple of R is an object of universe U with the value x of 
primary key K as object identifier. The corresponding KRS has attribute set A = 
A'-K. 
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Instead of defining structures to detect and analyse inference risks, we choose to 
characterise the inference risk for each subset of classified attribute values belonging 
to the same object by an Inference Risk Index (IRI). 

Definition For a classified data element set (x, P) in column set P and row x with 
value set Px. let attribute set B denote the set of attributes whose values are classified 
for object x (P s; B). Let attribute sets C = A - B and D = P. The associated 
Inference Risk Index IR I (x, P) for data element set (x, P) is defined as 

I RI(x, P) = card([x1IND(C) n [x1IND(D)) 
card([xlIND(C)) 

where card is the cardinality of a set, [x1IND(C) and [xl!ND(D) are the equivalent 
classes of IN D(C) and IN D(D) containing x, respectively. 

Intuitively, I RI gives us a quantitative measure of inference risks due to possible 
material implications existing in the database. It is computed from data directly. 

From the definition of I RI, it is easy to see for any classified data element set 
(x,P),0 < IRI(x,P) :S l.lf/RI(x,P) = l,wehave[x1JND(C) s; [x1JND(D) 
which means there is a certain rule that can be induced from C to D for all the ob
jects/tuples in [x ]JN D(C)• i.e. there is a certain material implication ([x ]JN D(C), C) => 
([xlIND(C)· D). 

Since 1t is always true that x E ([x ]JN D(C) n [x ]JN D(D)), there is always a possi
ble rule that can be induced from C to D for all the objects/tuples in [x1IND(C)• i.e. 
there is a possible material implication ([x1IND(C)· C) => ([xlIND(C). D). There
fore, I RI(x, P) is always greater than 0. This is obvious since object/tuple x itself 
is a valid instance for the possible material implication. 

Specifically, if IND( C) s; IN D(D), i.e. D is functionally dependent on C, 
I RI (x, P) = 1 for any value of Px. This conforms to our intuitive notion of func
tional dependency. Since attribute set C functionally determines attribute set D, 
given values of C the attacker should be able to infer values for D. Please note 
that there are cases where there is no functional dependency between C and D, but 
I RI still equal to 1. In these cases, there are certain rules between C and D that are 
valid only for the specific value of Px, not for all the possible values of C and Din 
terms of the classical definition of functional dependency. 

Finally, we should point out that our definition of IR I is conservative since IND ( C) 
and IN D(D) are calculated with full knowledge of relevant data in the database. In 
reality, an attack can only see part of the data needed. 

4.2 Algorithm 

We present an outline of the process of computing IR I. Optimal algorithms are our 
current research topic. 
Step 1: Decide attribute sets C and D. 
Step 2: Decide the most significant attribute set Cs of C. 
Step 3: Compute I RI according to definition using Cs instead of C. 
Step 4: (optional) Generalise some of the attributes in C or D and repeat the whole 
process. 

If we skip Step 2, we are able to find all the material implications existing in the 
data. However, in real applications, not all these material implications accurately 
capture the dependencies of data. Some irrelevant attributes may contribute, even 
though in a negligible way under CWA, to the discernibility of knowledge C, there
fore, disturb the real dependency we are trying to express using IR I. The purpose 
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Table 1 Original Employee Table 

EMPJD Grade Location Salary 

l 2 CA 8000 
2 3 NY 6000 
3 5 TX 5000 
4 8 TX 2000 
5 2 CA 7000(C) 
6 8 CA 2000 
7 5 TX 5000(C) 
8 5 CA 4000 
9 7 NY 3000 
10 7 MA 3000 

of Step 2 is to remove these noises that may disguise true dependencies in the data. 
This is more useful for smaller databases. 

Sometimes, the discernibility due to attributes of the derived KRS is very high. 
We may find a large amount of material implications, but each of them may just 
have a small number of valid instances in the database. This might not be interesting 
since we might want to know the inference risks due to qualitative rules. In this 
case, we can try to generalise some of the attributes in order to discover and evaluate 
qualitative rules. 

It is apparent that the above algorithm permits fast and efficient evaluation of I RI. 
In fact, one of the advantages of rough set theory is that programs implementing its 
methods can easily run on parallel computers. Therefore it is possible to monitor 
inference risks during database run-time by real-time evaluation of I RI. In doing 
so, we are also able to follow the changes in data patterns during database lifetime. 

4.3 An Example 

Consider the multilevel relational table shown in Table l. The relation can be seen 
as a KRS with primary key EMP JD as object identifier. The attributes of the KRS 
are Grade, Location and Salary. Now we want to calculate I RI for object 5 and 
classified value 7000 of attribute Salary. First we use C ={Grade, Location} and 
D = {Salary} to evaluate IR I. We can derive directly from the table that U / C = { 
{/, 5}, {3, 7}, {2}, {4}, {6}, {8}, {9}, {JO}} and U / D = { {J}, {2}, {3, 7}, {4, 6}, {5}, 
{8}, {9, IO}}. Therefore, we have I RI(5, {Salary})= 0.5. Similarly, we can find 
I RI(7, {Salary})= 1. 

If we take a closer look at the significance of attributes Grade and Location, 
we can find that SG F(Grade, C, D) = 0.88 and SG F(Location, C, D) = 0.38. 
Therefore we may remove attribute Location and use Cs = {Grade} to evaluate 
I RI. Since U /Cs = { {J,5}, {2}, {3, 7, 8}, {4, 6}, {9, JO}}, we haveIRI(5, {Salary})= 
0.5 and I RI(1, {Salary})= 0.67. These figures give us a more accurate evaluation 
of the dependency between Grade and Salary. 

We can also generalise some of the concepts in the data to evaluate inference 
risks due to qualitative rules. Suppose salary range is defined to be HIGH = 
5500+, MIDDLE= 3500- 5500, and LOW= 1500- 3500. (Generalisation 
can also be done with attributes in C.) Thus the original table in Table 1 turns 
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Table 2 Generalized Employee Table 

EMPJD Grade wcation Salary 

1 2 CA HIGH 
2 3 NY HIGH 
3 5 TX MIDDLE 
4 8 TX LOW 
5 2 CA HIGH(C) 
6 8 CA LOW 
7 5 TX MIDDLE(C) 
8 5 CA MIDDLE 
9 7 NY LOW 
10 7 MA LOW 

into one shown in Table 2. It is immediate that attribute Grade functionally de
termines attribute Salary. Not surprisingly, we find I R/(5, {Salary}) = 1 and 
I R/(1, {Salary}) = l, which means that there are generalized certain rules that 
can be induced from attribute Grade to Salary. These generalized rules are more 
likely to be true since they are based on larger amount of valid instances. 

5 DISCUSSION 

As we have explained before, the second type of inference threats arise not from 
penetration of the security mechanisms directly but rather from the very nature of 
the semantics of application. In classical terms, inference in relational databases is 
used to refer to logical process of proving or deriving some classified attribute values 
for some tuples from some unclassified attribute values. In this sense, inference is 
associated with some type of causal relationship, such as functional dependencies. 
As has been pointed out by Marks in (Marks 1996), material implication is more 
general than functional dependency. Material implications only require that sets of 
data and attributes occur together, regardless of whether one causes the other, both 
are caused by a third activity, or they occur by coincidence. 

In this study, we take a different view of inference threats from that of Marks 
(Marks 1996). We think that if a material implication is valid for the data in a 
database, it should be considered as a possible inference path and should be taken 
into account by SSO. There might not be logical reasons for a particular material 
implication. However, the lack of causal reasons may due to the limits of SSO's un
derstanding of the semantics of application. For example, in the case of scientific 
data, causality is what scientists are trying to discover in the research process. On 
the other hand, even if a material implication is just a coincidence, the very fact that 
this coincident is valid in the current state of data means that it is a legitimate con
cern. The material implication may be picked up by an attacker's data mining tools 
and used to derive a valid classified association unexpectedly. The attacker may not 
necessarily believe the results, but, at least, the validity of the material implication 
alarms the attacker that this could be true. 

We notice that in (Marks 1996) Marks insightfully formalises general inference 
as material implication. He goes on using Patterns to detect certain material impli
cations reflected in the data, which correspond to the cases where IR I = 1 in our 
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approach. The rough set based approach proposed in this paper is able to capture 
both certain and possible material implications reflected in the data. 

In addition, our approach is able to address inference risks due to generalized rules 
by lowering the representation accuracy. The rough set approach that underlies the 
whole technique is based on the intuitive observation that lowing the degree of preci
sion in the representation of objects, for example, by replacing the numeric temper
ature measurements by qualitative ranges of HIGH, NORMAL, or LOW, makes the 
data regularities more visible and easier to characterise in terms of rules. Lowering 
the representation accuracy, however, might lead to the undesired loss of informa
tion expressed in the reduced ability to discern among different concepts. To analyse 
and evaluate the effect of different representation accuracies on concept discernibil
ity levels, a number of analytic tools have been developed (Ziarko 1991). By using 
these tools, one can attempt to find a representation method that would compromise 
between sufficient concept discernibility and the ability to reveal essential data regu
larities. It is, in fact, the ability of rough set based approach to generalise the concepts 
that enables it to deter attempts to use generalized rules discovered by data mining 
for inference (Hu et al. 1994, Srikant et al. 1995). 

In computing IR I, deciding the most significant subset of C is a tricky part. We 
are investigating optimal algorithms. In this paper we considered functional depen
dency in relational databases through material implication. Since various database 
dependencies can be represented using indiscernibility relations (Buszkowski et al. 
1986), we plan to consider other dependencies, such as multivalued dependencies, in 
the future. 

6 CONCLUSION 

In this paper, we proposed a new approach to evaluation of inference risks in element
level labelling relational databases. Techniques from rough set theory are used to 
capture the semantics of data and a quantitative measure Inference Risk Index (IRI) 
has been defined to characterise possible inference risks due to material implica
tions reflected by the data. The approach is shown to be able to take into account 
of all certain and possible material implications in the data, including functional de
pendencies. It can also be used to address inference threats posed by rule-induction 
techniques from data mining. 

A major advantage of our approach is that the quantitative measure I RI is com
puted directly from data without knowledge input from System Security Officer. The 
computation is efficient and allows for real-time monitoring of inference risks dur
ing database run-time. Therefore, we are able to follow the changes in data patterns 
during database lifetime. 
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