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Abstract 
In Cyberspace, realized by the Electronic Super-highway and multi

media techniques, persons will be represented by 'things' (so called 
'alter-egos') grown out of the traditional social security numbers. In 
this paper we will study how object-oriented methodology can help 
in designing these inhabitants, and their security needs. In partic
ular, we will demonstrate the need for knowledge based capabilities 
for handling the complex security features which are required in the 
Cyberspace world. 

After presenting the model and conceptual framework, we present 
a possible approach to implement this framework using an Object
oriented layered architecture, which can be built on top of the current 
basic layer of Internet services. 
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1 Introduction 

With the announcement of the Electronic Super-highway and the exponen
tial growth of Internet, Cyberspace is soon to become a reality. This is a 
space in which people communicate with each other and with information 
systems, while the objects of their communications range from simple mes
sages (ordinary day-today applications) to video. People will go shopping 
via the Internet and pay through it. 

In this paper we investigate the security problems of Cyberspace from 
a typical application point of view, that of Home-banking. This motivates 
a basic concept in our model, that of Alter-egos. It is then shown that 
in order to provide adequate security, Knowledge-based capabilities are re
quired from the underlying servers. The Mokum Knowledge-based system 
[Dehne(94)] is used to demonstrate these capabilities, however, full details 
of the Mokum implementation are discussed in [van de Riet, Gudes(95)]. 
In this paper, the implementation of these capabilities in real-life systems 
(called: implementation "in the large") is investigated and it is the main 
focus of this paper. 

In Section 2 we review existing studies on security problems in Cy
berspace, and some related work in the areas of Federated databases and 
Distributed object systems. We also review the main security features of 
the Mokum system which is the Knowledge-based 00 system used to imple
ment the proposed model. In Section 3 we offer an 00 view of Cyberspace, 
in which people will be represented by their Alter-ego objects (sometimes 
also called cybernauts). Section 4 presents a Bank application in the Cy
berspace environment, and discusses its protection problems, and then its 
implementation using the Mokum system is sketched. In Section 5 we show 
the implementation of these ideas in the framework of real-world systems, 
then we discuss Security policies and their administration. Finally, the paper 
closes with some conclusions. 

This paper can be seen as a follow-up of a paper [ van de Riet(95)] pre
sented at the 1994 IFIP WG11.3 workshop, where protection properties were 
studied of the Mokum system [Dehne(94)]. This system is an 00 knowledge 
base system in which communicating people and knowledge systems can be 
simulated conveniently. Aspects of architecture, man-machine interface and 
protection can thus be studied in a safe way. Before the architecture of Cy
berspace is completed it is necessary that studies like this one are pursued. 

2 Security problems in Cyberspace 

Cyberspace encompasses today a large number of architectures and appli
cations. From the architecture point of view, it contains small PCs and 
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large mainframes or local networks and long-haul networks. From the ap
plications point of view, it enables the sending of electronic mail, the re
mote login and remote file transfer common in distributed systems, the 
definition and manipulation of groups working on the same subject, the 
sharing of large amount of data contained in different databases which is 
common in Federated databases, and more. Its security problems there
fore include those of Distributed systems [Muftic(95), Varadharajan(95)], 
those of Group applications [Hutchison(95)], those of Federated databases 
[Olivier(95), Jonscher(95)], and those of Mobile computing [Hardjono(95)]. 

According to the ISO standard [IS0(91), Varadharajan(95)], the threats 
for which protection is needed in a distributed system include: 

• Masquerading- both of users or hosts; Unauthorized disclosure of infor
mation; Unauthorized alteration of resources and/or information; All 
of these are solved by various cryptographic techniques. 

• Unauthorized use of resources. This is usually solved by Access Control 
mechanisms and policies. 

• Auditing and accountability. The system must provide enough logging 
information, to enable external reviewers (e.g. auditors) to prove the 
accountability of the system. 

Most Database security models concentrate on the second point, that 
of Access-Control and Authorization. The problems of Cyberspace though 
involve all of the above issues and present some unique problems of their 
own. As an example, consider a user logging into one site in Cyberspace. 
From that site he logs in, under another user-id to another site (we do it 
almost daily when we are away from our home computer). Then he "ftp"s 
some information from the Internet to the original site and copies it into 
unauthorized files. It is quite difficult to control this illegal information 
flow because of the change in user-ids which occurs in the middle. This 
immediately raises the need for an identification associated with users which 
is independent of their user-id. This motivates our discussion of Alter-egos. 
Another problem may be associated with sites. Some sites may not have 
strict security policies, and even if cryptography is used, it may be that the 
cryptographic keys are vulnerable within that particular site. 

In a most illuminating article, Anderson [Anderson(94)] discusses why 
cryptosystems fail, even though they are theoretically secure. In another 
recent incident, a French researcher showed how the Secure Sockets proto
col (SSL) of Netscape [Hickman(95)] can be broken with some amount of 
efforts and computational power. We are therefore looking for a model that 
enables specifying and enforcing security within a non-ideal environment. 
In such a model suspicion and trust play a major role. Some sites may be 
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more suspicious than others, therefore stricter policies will apply to mes
sages sent/received to/from them. Some applications require more security 
than others, and some users may cause the system to monitor their activi
ties. What is needed therefore, is a system with a considerable amount of 
Knowledge and Expertise. We argue that in such a complex environment as 
Cyberspace, one needs a knowledge-based tool that can model behavior of 
users, sites, applications, states of the various objects, etc., and can incor
porate sophisticated actions in response to dynamic situations. A similar 
argument is given by Hartman [Hartman(95)]. 

To give a concrete example, let us say we have a Role-based authorization 
system [Demurjian(95)] in a Bank. Assume that we have some user who 
is both a customer in the Bank and a Bank employee. Now as a Bank 
employee he modifies items in his account (e.g credit line), something which 
is not allowed by a regular customer. A possible defense against some specific 
suspicious users( or sites) is to log all their activities and analyze them later. 
Clearly a script which is activated for this specific individual (or site) must 
be entered into the system. Such a script may be turned on or off using 
appropriate events or triggers. 

2.1 Related Work 

In the introduction we mentioned several areas to which security in Cy
berspace is related to. First, in terms of Modeling and Policies the most 
related work is on Federated or Distributed databases, and we like to discuss 
some recent papers here. 

M. Olivier in [Olivier(95)] describes an architecture for implementing se
curity in a Federated database which is based on self-protecting objects. This 
architecture is based on the 00-paradigm and is composed of three major 
components: first, there is the TCC which is the same in every object and 
it implements the federal security policy. Second, there is the TE which 
implements the extension of the policy to the objects themselves (or their 
classes). This component is tightly coupled to the object, and moves with 
the object when the object is relocated. Finally, there is the TLE component 
which implements the local site extensions policies, and is associated with 
a particular site. The above architecture is very flexible since it allows the 
implementation of various policies with varying degrees of autonomy (site 
or object). The situation in Cyberspace is quite similar, and we use similar 
ideas in our model. 

The second paper we discuss is by Dittrich and Jonscher [Jonscher(95)]. 
This paper describes ARGOS - a configurable access control system for fed
erated heterogeneous databases. Again, the emphasis is on respecting lo
cal autonomy, and the fact that different sites may have different database 
packages, and therefore different mechanisms, capabilities and policies. The 
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paper first describes a general model for 00 databases. This model gen
eralizes on several previous models for 00 databases (e.g [Fernandez(94), 
Bertino(95)]) and includes hierarchies in various dimensions (methods, roles, 
subject-domains, protection domains, etc). It then shows how a general 
model like this can be parameterized to model specific DBMS packages se
curity models (such as ORACLE). Finally, it describes an architecture to 
implement both the local policies and the global ones by including a Dis
tribution monitor and coupling modules. Again, this is very relevant to 
Cyberspace, since if one wants to implement a single consistent policy for 
a particular Cyberspace application one needs to implement this mapping 
from a global policy to local policies. 

A third related paper is by Demurjian et al [Demurjian(95)]. This pa
per discusses User-Role based security and their enforcement in 00 systems. 
They describe three different ways for such enforcement, which use mainly 
the type checking and inheritance properties of the C++ run-time system. 
In all three approaches the application programmer must know something 
about the security policies (the degree of knowledge varies with each ap
proach), so there is some dependence on the "good" behavior of application 
programmers. Obviously, Role-based security is also very important in Cy
berspace, since the same user is using different facilities/roles at different 
times from the Cyberspace. As will be shown, the Mokum approach has the 
advantage that there is more support at run-time for enforcing security, and 
therefore there is less dependence on the application programmer. This will 
be explained using the Banking example below. 

Finally, The idea of the Alter-ego which is central to our model, can also 
be found in another form in the work around the Personal Model of Data 
by Biskup and Brueggemann (see [Biskup(88)]). In this system real persons 
are represented as tuples or objects just as Alter-ego's in MOKUM. Persons 
have acquaintances, with whom they can share private information, using the 
DORIS system. The mechanism is based on the take-grant model. These 
ideas could be of use at the administrative layer of our approach (see Section 
5.3). 

2.2 Security in Mokum 

Mokum is an 00 Knowledge/Database system. As such it is based on objects 
which have a certain type. Objects have some passive features defined as 
attributes and they might be active provided that they have a script. Within 
a script objects and their attributes can be accessed, and messages can be 
sent to other objects. Further, constraints can be specified for attributes. 
Usually, constraints check if certain conditions concerning the attribute's 
value are met. 
Protection in Mokum encompasses the protection of attributes and of objects. 
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Mokum provides some means for protection of attributes by specifying an 
attribute as private. There are only two possibilities to access a private 
attribute. It can be either accessed in the script part of the object it belongs 
to or in the script part of a collection 'keeper' in the collection of which the 
object is put. 
Protection is based on two principles, as explained in the 1994 IFIP workshop 
paper [van de Riet(95)]: 

• The ontological principle: on the level of actual access it is checked 
whether the object which expresses interest in another object's prop
erties is the other object itself or whether it is (one of) the 'keeper's of 
the other object. 

• The epistemological principle: on the level of type definition, i.e. syn
tax, it is checked whether a certain operation is available within a script 
or procedure. The availability involves inheritance and depends on the 
is-a hierarchy of types and the 'keeper' relationships between types. 

The protection of objects is more difficult. In case an object is declared as 
the private attribute of another object it can be protected like an attribute. 
But objects in general are not protected. When object 0 knows the identifier 
of another object 0' it can access the non-private attributes of 0'. (One way 
of knowing this identifier is when 0' is a value of an attribute of 0. Another 
way is when 0' sends a message to 0, in which case 0 knows that 0' is the 
sender.) Therefore, protecting private attributes is the main issue. 
See [ van de Riet(95)] for a complete discussion of Mokum's security features. 

3 An 0-0 architecture of Cyberspace and 
its inhabitants 

The architecture of Cyberspace and its inhabitants is based on the following 
observations: 

• The current inhabitants are represented by an e-mail address, possibly 
also by some URL and WWW pages, in which public information is 
put. These addresses are used for communication purposes. 

• Most people in countries like the USA and Europe are currently rep
resented by a social security number. Using this number Tax Offices, 
Social Institutes, Insurance companies, etc., can obtain important in
formation about people. 

A next step in the process of automating our society might be a com
bination of both purposes. Social security number and e-mail address will 
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be combined into an object with a unique identifier and static and dynamic 
properties_ Such objects are called Alter-egos. For every person which 
now has a social security number, such an Alter-ego is created, probably by 
the same central administration, called "Cyberspace administrator", which 
nowadays is assigning social security numbers to people (see also Section 5). 
As static properties one can think of name, (mailing) address, birthday; as 
dynamic properties one can think of the Alter-ego carrying out actions on 
behalf of the person it belongs to. In the example of our paper these actions 
will be the home-banking actions a person wants to perform. They may also 
be automatic replies to messages, or filters, such as those in use by e-mail 
users. 

Object-Orientation is an important principle as it makes well structuring 
and inheritance possible. Let us present this with a small example. Suppose 
a person John has as Alter-ego John'. The type of John' could be defined as 
(we use Mokum syntax): 

type personT 
has_a name: nameT 
has_a address: addressT 
has_a birthdate: integer 

Now John is working in a company where the personnel administration 
keeps a record of John's salary using: 

type employeeT is_a personT 
private 
has_a salary: integer 

When John is hired the Alter-ego John' gets an extra type (in Mokum 
syntax): 

add_type(John', employeeT, [(salary, 10000)]). 

We see here a part of a script in Mokum, where actions are specified to be 
carried out when certain messages are invoking certain triggers. 

Furthermore, John's Bank keeps a record for John's account using the 
type: 

type customerT is_a personT 
private 
has_a account: integer 

When John becomes a customer the Alter-ego John' gets an extra type: 

add_type(John', customerT, [(account, 0)]). 
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John can add strictly personal properties to his Alter-ego by adding types 
with private attributes, such as: 

type alter_egoT is_a personT 
private 
has_a hobbies: collection_of hobbyT 

In Figure 1 we have depicted three different worlds, one of them is the 
Home world, where the Alter-egos reside and represent the real persons. The 
other worlds are the Central Administration, where publicly known facts 
about persons are registered, such as name, address and birth-date, and the 
Bank world, where information about the customers is kept in the form of 
an account and a credit. Specially assigned account managers or assistant 
account managers are responsible for these accounts. These three worlds are 
connected logically through the is_a mechanism indicated with arrows. All 
these objects can freely send messages to each other. So if the real person 
wants to do a transaction at his Bank, his Alter-ego sends an appropriate 
message to the Bank, which is then sent through to the proper account 
manager. This account manager, or his assistant can then deal with this 
transaction. if they are 'keeper' of a 'customers' collection which contains 
the object 'customer'. 

The two principles of protection, as described in the preceding section, 
are sufficient to be sure that indeed the proper account manager deals with 
the transaction and that the user himself cannot manipulate his own account 
in the 'customer' object. 

The Alter-ego is a critical notion in this paper. (A fuller explanation 
can be found in [van de Riet, Gudes(95)]). In a conceptual sense it is the 
representation of the user within the computer system, and since users are 
individuals with unique characteristics, so is the Alter-ego which must be 
unique in the Cyberspace world as well. (this uniqueness is essential, e.g, 
for any legal actions against a user which has violated security.) The exis
tence of such an alter-ego does not present more privacy problems than exist 
today, but discourages forgery. It is also assumed that users can login as 
"anonymous" in which case their privacy is higher, but their access rights 
are reduced. From the implementation point of view the Alter-ego is an 
object with two important properties: 

1. It contains some personal individual information about the user. Such 
information can be used for example to authenticate the user. (typical 
such information is the user's mother's maiden name) 

2. It is connected to a default "home" or home-site which enables applica
tions to send/ receive messages to/from the actual user. Such a default 
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site may be the user's home-PC or laptop. Thus, whenever an applica
tion needs additional information from a user, such as authentication 
information, it knows the default site where to send its messages to. 

One way to implement both of the above properties is to use a Smart-Card 
system similar to the one described in [Muftic(95)]. 

In the rest of this paper we refer to the two aspects of Alter-ego inter
changeably. The Alter-ego as the "home" sub-object, and the Alter-ego as 
the unique identifier acting on behalf of the person. 

Home 

salary 

Account-

Bank 

, 
"' , , 

.... keeper 

Customer 

account 
credit 

Figure 1: Three worlds and the Alter-ego concept 
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4 Description of the example model - Home 
banking 

To test protection aspects within Cyberspace, we chose the banking domain 
for several reasons: 

• Protection issues play an important role in a bank environment, far 
more than in most other application domains. 

• Communication is an important aspect within a bank. Customers ask 
to be helped either by the bank personnel or by an automatic teller 
machine (ATM). 

• There is a correspondence with home-banking, offered recently by sev
eral banks. 

4.1 The simple Application 

In this model all transactions are executed at home with the help of a PC, 
a modem and a telephone-line. Commands and requests of transactions 
are sent to the bank computer. This is similar to home-banking, nowadays 
offered by several banks. The main facilities required by customers are: 

• See the balance of the account 

• Withdraw money from their account or deposit money to an account 

• Declare officially a person to have access to their account (this person 
is called partner) 

• General information on banking-facilities like information on stocks or 
on insurance 

Correspondingly, all these facilities need to be protected. In particular the 
following security requirements exist: 

• Every home-banking user needs a user-id and password and also has 
a calculator into which the PIN-Code has to be typed in as well. The 
resulting number must be identical with the system's number. 

• In case of a transaction exceeding a certain amount of money a second 
authorization has to be presented. 

• Every person has access only to his own account and to the accounts of 
which he is officially declared as a 'partner' of the person in question. 
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Further, there is a another facility only accessible while being an em
ployee: see the status of all accounts. This facility might be requested by a 
customer, e.g. a fiscal officer. 
The system has to ensure that protection concerning the access to accounts 
is maintained. 

4.2 The Advanced Application 

The advanced application presents additional security problems which will 
show the power of Mokum's knowledge-based techniques in dealing with 
them. 

In this application, another Bank branch is introduced. Now our user has 
accounts in two different Bank branches, and he likes to transfer the money 
from accounts in one branch to the other branch. It is the policy of the 
bank, that such a transfer requires additional authentication of the user and 
his Alter-ego. Furthermore, one of the sites had recently security problems, 
so every transfer of money to/from this site must be logged in a special file. 
Finally, this transfer also needs an extra authorization of a senior employee 
in one of the Bank branches. 

We will also discuss the case of a user transferring his/her account from 
one Bank branch to another and its security impacts. 

Notice, that these policies can be associated generally with the local ob
jects or the local sites, which is quite typical in the Cyberspace world. The 
implementation of these policies in Mokum will be shown in the next section. 

4.3 Implementation 

The implementation of the model will be demonstrated in Mokum. In section 
5 we will deal with the problem of a global system; for now we assume that 
there is one Mokum system and all objects are represented in this single 
system. 

In Mokum, every entity of the Universe of Discourse (UoD), that is the 
part of the world to be modeled, is represented by an object. 
As UoD the banking-world and the connection from users to their Bank has 
been chosen. As such it is evident that there are objects representing typ
ical Bank features, like customers, accounts and transactions. In addition, 
objects simulating the users, the Alter-egos, introduced in the preceding sec
tion, have to be created. 
The various object-types required to implement the simple application can 
be seen in Figure 2. 

The internal representation of persons through Alter-egos is set up through 
an object taking care of all communication, the i-o-object. It provides the 
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means for communication between users and their Alter-egos. These means 
show up in the form of user interfaces. The user specifies some actions on 
the interface which are then handed over and being taken care of by the 
Alter-ego. The Alter-ego then seeks to execute the user's wishes which will 
result in some banking-transactions. Some knowledge is implemented into 
the Alter-ego. It knows to which areas the user has access and provides 
him via the i-o-object with a list of choices. Within one application domain, 
according to the rights he has, the user has to choose the user interface he 
likes to work with. Then the user can specify his wishes, which are then 
carried out by his Alter-ego, asking the Bank to execute his wishes. The 
status will then be reported back to the user. 

~--------------------------
I 
I 
I 

employee client 
I 
I 
I 

manage1 I 
I 
I 

manages I 
I 
I 

bank mgr I 
I 

clients 
I 
I 

employees I 

Bank I 

--------
_______ I 

communicates 
alter_ego 

I communicates 

User 
identifies person autorization 

i_o_object 
catalog 

initializes 
cyberspace 

Figure 2: Mokum Objects in the BANK application 

The Mokum code implementing this application appears in full in 
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[ van de Riet, Gudes(95)]. Briefly, most of the checks are implemented within 
the script of the 'Bank-manager' object which is the 'keeper' of the 'customer' 
sub-object, and it contains code to check whether the Alter-ego in the mes
sage is the same as the owner (or the partner) of the account to which the 
object likes access to. In this paper we will present details of the implemen
tation of the Advanced application only. 

4.3.1 Alter-egos, User-interfaces and Roles 

It is obvious now, that the role "played" by the user-interface is crucial, 
in that it is the component which establishes the Alter-ego connection. In 
terms of the models presented earlier in Section 2, the connection between 
the user-interface and the Alter-ego establishes the actual role used by the 
current user within the current application. Since the same user may play 
different roles in different (or even in the same) applications and since role
based security is becoming increasingly popular, the establishment of correct 
roles within the Cyberspace environment is also crucial. 

When implementing this connection between the user via the user-interface 
his/her Alter-ego and their resulting role, one must make sure that this im
plementation is correct and secure. An example of such an implementation 
within the Mokum system is discussed below. Another approach, using the 
notion of context and context notaries is discussed by Holbein and Teufel 
[Holbein(95)]. The context-notary is the object responsible for assuring that 
the login user can indeed use the requested role within the current appli
cation. Here, in the Banking world, we are working within a particular 
application, and within a given user-interface. So basically, what we need for 
the object responsible for the user-interface is to assure the integrity of that 
interface and that no actions outside of that user-interface are possible. 1 

Another important note is that messages must now contain the identity 
of the Alter-ego as a built-in non-forge-able attribute. Clearly, it will also be 
needed for any Cyberspace server adopting this model. 

4.4 Implementation of the Advanced Application 

To implement the advanced application we need to add some new types as 
well as extend other object types. 
First, there is a new type called: branch T 

type branchT 
has_a name: nameT 
has_a transfer_authorizer: employeeT 
has_a address: addressT 

1the integrity of the Mokum system itself is of-course a basic assumption of the 
implementation. 
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Next, we add an attribute to the account indicating the branch to which 
this account belongs is_in_branch. 

Next a new type of message transfer is added, these messages will have 
the following additional attributes: 

has_a from_account: accountT 
has_a to_account: accountT 

In addition, every message is assumed to contain the original site name 
from which it was sent: origin_site. 

Now we can add the following script to the bank-manager object type: 2 

at_trigger transfer: 
From_acc_mess from from_account of message, 
((select(Cus in customers where 

Acc_nr from account_nr of account of Cus, 
Acc_nr = From_acc_mess) I* checks that the customer with 
proper account number is known to the account manager *I 

( Alter_ego from alter_ego of message, 
Alter_ego = Cus, 
authenticate (Alter_ego) I* is the customer authorized? *I 

((Site from origin_site of message, 
suspicious_sites(Ssites), 
member(Site,Ssites), 
log(message) 

) ; 

true 

) ' 
From_branch from name of is_in_branch of From_acc_mess, 
(From_branch = 'secure_branch', 
((Alter_ego1 from transfer_authorizer of is_in_branch of 

From_acc_mess, 
authorize_transfer(Alter_ego1) 

) ; 
'transfer was not authorized by Bank official' to answer 

of message, 
next(active) 
) ; 
true 

2Mokum uses standard Prolog syntax as explained in [ van de Riet(95)): identifiers 
starting with a capital letter are variables,',' is an 'and' and';' is an 'else'. 'from' assigns 
a value of some attribute to a variable. 'to' assigns a value to some attribute. 



134 

) ' 
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) ' 
perform_transfer(message) 

) ; 

'You do not have access to this account' to 
answer of message); 
'Wrong account number' to answer of message 

next(active). 

The procedure authenticate will use the Alter-ego to communicate with 
the user connected to his default (home) site and to obtain additional per
sonal information from him required for authentication. 

The procedure log will log this message in case the site from which it was 
originated belongs to the list of "suspicious sites". 

The procedure authorize_transfer will communicate with the senior Bank 
official to obtain authorization. This procedure is called only if the transfer 
is from the branch 'secure_branch'. 

A most important aspect of the above implementation is the explicit use 
of both the Alter-ego and the site identity information. 

The case of a user transferring his/her account from one branch to another 
is easily handled by sending a message to modify the corresponding attribute 
in the 'account' object type. However, since such a move may have security 
impact because of site dependent rules, it should clearly be restricted and 
protected by the bank-manager collection keeper. (see a general discussion 
of objects "movement" in Section 5). 

5 Implementation in the Large 

The implementation presented above using the Mokum system cannot be 
secure unless Mokum's kernel itself is a secure part of the operating system. 
However, in order to translate the Alter-ego model, involving Banks, Homes 
and Employers from the local Mokum environment into the global world 
of Cyberspace as provided by Internet, it is necessary to solve at least the 
following problems: 

1. How to distribute the Mokum system? One can imagine several Mokum 
systems located at different sit.es, say one site for the Central Adminis
tration (CA), one for the Bank and a PC at home. Objects within the 
Bank are connected to objects within CA through the is-a relationship. 
In principle some kind of object-manager can solve this problem. It is 
related to the problems faced in the distributed database area. This 
manager knows about locality and where other objects can be found. 
An object in the PC sending a message to an object in the Bank actu
ally sends his message to the manager, who takes care of directing this 
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message through Internet to the corresponding manager at the Bank's 
Mokum system. 

2. How to do this in a secure way? The managers above should use stan
dard safe ways (such as provided by [Hickman(95)]) to send messages 
to each other. Furthermore, if an attribute contains a reference to an 
object which resides in a remote site, that reference is also translated 
to a secure message (see below). 

Since Mokum is not a general-purpose system it is important to inves
tigate the implementation issues of the above model and application within 
the framework of more commonly known systems. This is discussed next. 

5.1 Security layered Architecture 

The most important issue is how to integrate knowledge and object-based 
services provided by a system like Mokum into existing architectures. Such 
an integration is depicted in Figure 3. The system is assumed to be composed 
of three layers: 

• The physical site layer 

• The logical object layer 

• The Application layer 

The central layer is the logical object layer which is responsible for com
munication between objects. An object in this layer is associated with some 
application and is residing in some physical site. Messages which are sent 
between objects always carry with them the Alter-ego information which 
identifies the user who directly initiated this message, and the site from 
which the original message was sent. 

There are two issues in implementing a secure object layer. First there is 
the issue of protection of the services provided by the object layer to the rest 
of the system. With this we mean, for example, protecting the references 
from one object to another. When such a reference crosses a site boundary 
(e.g the attribute 'partner' identifies a person object which resides in another 
site) then such a reference is translated into a message between sites. The 
integrity and security of this message is the responsibility of the physical site 
layer (e.g by the SSL protocol [Hickman(95)]) and is not discussed further 
here. 

Furthermore, we assume that the object layer provides the standard 
00 approach of protecting private attributes. The protection of private 
attributes is especially important for implementing the "knowledge-based" 
security discussed next. 
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Because higher layers of protection rely on secure object references and pri
vate attributes, it is important that the protection of object references and 
private attributes be integrated into existing proposals for object layer ser
vices, such as CORBA [CORBA(91)]. 

The other aspects of protection, identified in this paper as knowledge
based must be implemented using additional facilities. We propose to add 
to each object type a 'keeper' object type (similar to Mokum's collection 
keeper). This 'keeper' will be responsible for checking each message sent to 
its 'kept' object. The knowledge used by this 'keeper' is derived in general 
from three sources of such security "knowledge": the application source, the 
site source and the policy source. Accordingly, the 'keeper' can be thought 
of as composed of three sub-objects (see Figure 3): the application security 
object, the site security object and the policy security object (the policy 
security object is discussed in the next subsection). 

Now before a message is received by an object it is checked by the ap
propriate security-type 'keeper' and only if it passes these checks it is sent to 
the receiving objects. During these checks, the Alter-ego and the site infor
mation associated with the message may be consulted. The special security 
object types contain rules and knowledge of the application and site. These 
objects must therefore be protected themselves! We assume that the object 
layer has one invisible object called: global security object which controls the 
access to these special objects. It allows only delegated Security Adminis
trators to modify the information within these objects. This administration 
is discussed in the next section. 

Currently, security in the Internet is totally implemented within the phys
ical site layer. We argue that security services should be provided in the 
object layer and should be combined with Application and Site dependent 
knowledge and the Alter-ego information carried by the messages. Clearly, 
the need to add to each message the Alter-ego and the originating site in
formation is essential. This will add to the length of messages and therefore 
increases the overhead of sending them, but without it none of the higher 
level security checks can be performed! 

Putting these ideas in the context of other models we can make the fol
lowing observations. 
Let us look at the proposed CORBA standard [CORBA(91)] for interface be
tween object systems. The CORBA architecture is built of a common ORB 
layer and various object interface modules. Clearly, the first level of protec
tion that of object references must be a basic service provided by CORBA. 
In terms of the "knowledge-based" security there are basically two options 
to implement the above ideas within the CORBA framework. The first op
tion is to leave CORBA as is and implement all security within the receiving 
object system. The second option is to integrate the security services with 
CORBA's ORB. The first option puts a heavier burden on the implementors 
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of the specific object systems, but may be better for performance reasons. 
The second option requires the ORB to carry more semantics than it does 
today and more run-time overhead, but will eventually present CORBA as 
providing a higher degree of security than today. 

Comparing the above implementation with the systems reviewed in Sec
tion 2, we see some common lines. The protection implemented within an 
object-type is similar to Olivier's TE, while the protection implemented by 
a 'keeper' is more general than that of a TLE, since it is not necessarily 
connected to a site although it can clearly be the case. In fact we can en
vision a spectrum of possibilities, from a single 'keeper' residing in a single 
site but keeping the knowledge of security policies of other sites to multi
ple 'keeper's, each associated with a single site and implementing that site 
policies. Similar ideas can be implemented in the framework of the ARGOS 
system [Jonscher(95)]. For example, the knowledge about local policies of 
various DBMSs can be kept with the 'keeper' of the object in the global 
layer. 

If we use a classical 00-database architecture, then the DBMS must have 
control on accessing method and attributes of objects. In such a case, one can 
view the DBMS as the 'collection keeper' and associate the knowledge-based 
security rules with the DBMS. This requires, however, that the DBMS will 
consult these security methods each time it references an object attribute, 
which is a considerable overhead. 

5.2 Implementing Security Policies 

In the previous sections we demonstrated the power of Mokum to implement 
various security requirements. What happens if we want to enforce a com
mon policy throughout the application. Such a policy may be based on the 
hierarchy of Roles [Demurjian(95)], the hierarchy of classes and/or protection 
domains [Jonscher(95)] and policies involving inheritance with both positive 
and negative authorization [Petrie(89)]. 

What is needed in this case is to have additional Object types which en
force the particular policy. For example, for Role-based policies, the 'keeper' 
of the object type which accepts the request will have to consult with the 
Role-hierarchy object. If the request was made by role X and the 'keeper' 
predicate has the role Y, the Role-hierarchy object type will check whether 
Role X is eq_uivalent or superior to RoleY. The Role-hierarchy itself may be 
centralized in a single node or may be replicated across sites. In the latter 
case, updates to it will have to be coordinated and administered (see below). 
Similar solutions exist for the other types of policies. 

One interesting issue which needs discussion is the relationship site/object 
and what happens if objects are moved from one site to another in the Cy
berspace world. One can think about two policies. The first one, is not 
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having a constant site at all!, thus whenever an object 'moves' it will "lose" 
its previous site security and "gains" its new site requirements. Obviously, 
the security associated with the object itself (or Olivier's TE) remains the 
same and is unaffected by the move. The other policy associates with each 
object the concept of home-site, the site to which this object belongs. Thus, 
site security is always associated with the home-site and not with the current 
object location. This home-site information may be inherited from objects 
to sub-objects in the usual way, and the policy security object should enforce 
that inheritance in a similar way to enforcing other forms of inheritance. Be
cause of the importance of physical site location to security, the application 
should have control on the location of site-dependent security related objects. 
This is related also to the general security administration problem which is 
discussed in the next subsection. 

5.3 Administration of Security Objects 

We saw earlier that different applications on the same Cyberspace have dif
ferent security requirements, i.e the electronic mail system, the Netscape 
system and the Banking system described in this paper have different se
curity requirements. For example, for electronic mail, as soon as a user 
joins a system he has email rights throughout the world (some sites limit 
email from/to external world). Using Netscape may require additional au
thorization (actually Netscape has some form of site-dependent security by 
the ability of users to restrict access to their URL to specific sites), while the 
Banking system requires special authorization. We see from the above that 
the administration of security in the Cyberspace environment is a major is
sue! This is even more so with the administration of Alter-egos. We assumed 
earlier that Alter-egos are unique throughout the Cyberspace. How can we 
guarantee such uniqueness? What happens if a user claims he does not have 
an Alter-ego and would like the system to create one for him? 

The administration model we like to propose is the following. In the 
Cyberspace world there are three types of Security administrators: 

1. Alter-ego administrator 

2. Site administrators 

3. Application administrators 

We now discuss the role of each one of these administrators. As is currently 
the situation, site administrators are responsible for adding/removing users 
to/from the system. Users which do not have access to the outside world, 
and should not have Alter-egos, (e.g first year students) are dealt with in the 
traditional way. As soon as a user requiring Cyberspace access is to be added 
to a site, the site administrator must consult the Alter-ego administrator for 
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the existence of this user. At the present time, the only unique international 
identification we know of is made of the combination: (Country, Passport 
number, Name ). It is the responsibility of the site administrator to verify 
this identity and to communicate with the Alter-ego administrator to certify 
that such a user does not exist in the system. If an Alter-ego already exists, 
it is simply attached to the new user-id created at the particular site. Similar 
ideas with respect to certificates have appeared in the framework of the COST 
system [Muftic(95)] 

One important requirement from the above system is that every message 
in the system should contain the Alter-ego which has originated from it. This 
will need to be propagated to the Internet servers which are responsible for 
the integrity of these messages. 

With the uniqueness of Alter-egos assured, we discuss in more detail the 
roles of the site and application security administrators. Both of them could 
use the Knowledge-based approach suggested here. Application security ad
ministrators will decide on a particular policy. It is possible that different 
software security vendors will offer "Policy Modules". An application will 
have to integrate such a policy module and have the user-interface required 
to administer it. Since such policy modules must be protected, appropri
ate facilities will be required from the site in which the application policy 
modules are residing. We can envision a situation where there is a global 
application administrator which is responsible for entering new applications 
into the Cyberspace world. Such an application will have to declare its pol
icy module and the site on which this module is implemented. This site 
will have to have a minimum level of security rights ([DOD(85)]) in order to 
accept the application to the world of Cyberspace applications. Once this is 
done, the application security administrator will be able to add additional 
security requirements which are based on the specific knowledge-base of the 
application using the approach described in this paper. 

Site administrators have slightly less responsibilities. Their main respon
sibilities are to interact with the Alter-ego administrator when a new user-id 
is created/removed. However, site administrators may interact with applica
tion administrators. For example, the Email security administrators may ask 
all site administrators to check whether they get mail from a particular Alter
ego. Or a site administrator working on behalf of the Banking application 
administrator will add rules checking for particular users of this site whether 
they can transfer money from an account in this site. This interaction of Site 
and Application administrators needs further elaboration. 

To summarize this section we propose that future research will deal with 
the following issues: 

• Alter-ego administration and especially assuring its uniqueness. 

• Application administration. How to enter new applications into the 
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Cyberspace world. How to delegate security rights to application ad
ministrators (or revoke them). 

• Site administration. How much responsibility does a site security ad
ministrator have? What is the interaction and division of responsibili
ties between Site and Application administrators? 

6 Conclusions 

Security in Cyberspace has been studied in this paper for an interesting ap
plication, namely a person doing his banking operations at home, using the 
communication facilities provided by such networks as Internet. The archi
tecture has been studied of the objects representing persons in Cyberspace, 
the Alter-ego's. The conclusions which can be drawn from this study are 
briefly summarized: 

• Communication between persons and Institutions can be set up in a 
secure way, when the architecture of Cyberspace provides at least the 
following: 

- the 0-0 primitives with respect to inheritance and private at
tributes; 

- the two-level protection primitives which are used in Mokum and 
described in Section 2, are maintained; 

- a unique connection between the real person and his Alter-ego is 
established. 

• Different architectures can be modeled for the organization of protected 
services in a Bank environment and simulated in the Mokum system. 
The idea of a collection keeper, as provided by Mokum, is a useful 
one. Also, man-machine interfaces can be designed and tested within 
the framework of Mokum, which are not too far from what will be 
provided by the Banks in the near future. 

After showing how to implement these ideas within the framework of 
the Mokum system, we discussed their implementation in the large using 
an object layered architecture and showed the places where security services 
should be integrated. 

The paper demonstrated the importance of having Knowledge-based ca
pabilities for defining complex security policies. It also presents the imple
mentation of these capabilities using the Mokum system and outlines how 
they can be implemented in the large and how they can be administered. 
The concept of Alter-egos was shown to be central to our approach and a 
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basic requirement imposed on the underlying Internet servers providing ser
vices to secure Cyberspace is the addition to each message of the Alter-ego 
and originating site information. 

Our major conclusion is that one cannot be satisfied with having only the 
low-level security services existing today for communication and storage of 
information by Internet servers. Because of the nature of human organiza
tions and because one cannot completely trust sites and/or users, one need 
to add application and site specific security services. Such services must be 
integrated and provided by the future Internet servers. A first attempt for 
doing it is presented in this paper, but more work along these lines is clearly 
needed. 
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