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Abstract 
The features of electrotechnical products are increasingly provided by software instead of 
hardware. Software is the keyfactor in creating products that are 'better' than those from 
competitors, with respect to quality, price, functionality, reliability and performance. During 
embedded software development, testing products is a major task, like it is for non-embedded 
software development. Real-life is the best testing environment. Therefore a testing approach 
widely applied for embedded products is a method termed 'Field Testing'. This is the release of a 
small number of products to customers. The objective of a field test is to make sure that faults and 
failures are reported and taken out of the product, before normal distribution can start. 
Schlumberger RPS applies field tests to its products for that purpose. 

The actual number offailures reported from field tests is lower than expected. However, failures 
are found later that should have been reported from field test. Therefore, the effectiveness of the 
field tests must be improved. Our research concluded the need to emphasise two aspects. Firstly, 
the need to motivate people to detect and report failures by assigning responsibility for field test 
results. Secondly, the need to include functionality in the product to enable automatic detection, 
recording, and communication of failures. 
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1. INTRODUCTION 

It is difficult to imagine today's society without information technology. Banks, insurance 
companies, governments and many other organisations are fully dependant on information 
technology. Information infrastructures, computer systems and software have allow the 
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transformation of large amounts of information, presenting it in an informative way, and transport 

it to the other side of the world in a split second. 

When using such applications it is quite clear that one is working with software. There is also a 

large amount of software incorporated in electronic products that are widely present in today' s 

world. Such products include electronics with (embedded) memory chips that contain software. 

This software is commonly known as 'embedded software' and the object that consists of both 

hardware and software is termed an 'embedded product'. Examples of such products are: cellular 

phones, televisions, microwave ovens, petrol-pumps, cars, coffee machines, and ATMs. 

The current trend in the embedded product industry is characterised by three aspects: 

• products become more complex continuously, 

• development cycles are shortening, 
• production costs are decreased to keep competitive advantages. 

To keep up with this trend, the amount and complexity of software in these products is increasing. 

As a result, embedded product development shifts from a hardware-oriented discipline to a 

software-oriented discipline. This paper describes a testing approach for embedded products in 

which all product requirements are tested to the full: testing a product during practical use, so

called 'Field tests'. 

The first part of this paper presents a characterisation of embedded products and field tests, and 

describes the paradoxical problems a field test contains within itself The second part of this paper 

describes an approach toward field testing embedded products that optimises its effectiveness. The 

claims in this paper are supported by real-life examples from Schlumberger RPS. Therefore, this 

paper also includes a short description of the company. 

1.1 Embedded products 

The most important characteristics of embedded products are (Downes & Goldsack, 1982): 

• Long-lasting operation is required (over ten years is standard); 
• Reliability of the software is crucial. A first version is not allowed to contain faults that cause 

fatal failures, since replacement of software in thousands of shipped products is costly, if not 
impossible; 

• Delivery of embedded products is time critical. Deadlines are important, but as we know 
software development is an engineering discipline which often exceeds deadlines; 

• The amount of software incorporated in embedded products grows fast. Literature describes a 

software growth of ten times every 1000 days (Katjalainen et al., 1996), and 70% of project 
budgets are reserved for software development efforts (Rooimans et a!., 1996); 

• The product consists of parallel functions and processors, combined with many input and 
output functions, all in real-time application; 

• Interfaces and communication with other systems or embedded products are required; 

• There is a strict separation between software and hardware inside the product. Users, however, 

cannot distinguish this separation and consider an embedded product as one single system 
(Solingen & Rodenbach, 1996). 



Partnership with customers in product improvement 203 

These characteristics influence the development and maintenance processes (read: life-cycle) of 
embedded products. These influences can be regarded on the process (emphasis on reliability 
measures, strict project planning, group and human factors, quality assurance) and the product 
(architecture, parallelisation, real-time components, software-hardware integration). The 
complexity of embedded products and the amount of included functionality has grown rapidly over 
the last years. The amount of software in embedded products increased even more rapidly. 
Software development has become the critical path in the development process of embedded 
products (Rooimans et al., 1996). Therefore techniques that optimise the software development 
process become relevant. Within embedded product development a strong emphasis is put on tool
support, reviews, inspections, structured analysis and design, and reuse, both in theory and in 
practice (Solingen & Rodenbach, 1996). 

Testing is a widely applied software technique. During development of non-embedded software so
called 'Beta-testing', is a frequently used technique. Beta-testing is the introduction of a still 
immature software product to several users (mostly free), with the goal to detect failures and 
gather ideas for improvement of the software. This technique can also be applied during the 
development of embedded products, but because of the non-software-like characteristics of these 
products it is applied differently: in field tests. The next paragraph describes field testing of 
embedded products. 

1.2 Field testing embedded products 

For software development, a definition of field testing is: "Measuring the behaviour of newly 
developed or at.ijusted software applications and/or products when exposed to field conditions". 
The concept of field testing is clarified with a black-box model (Figure 1). 

external factoTS 

??? 
Input: Entrance criteria 

Field Test Outputi,_ Test data 

Figure 1: Black-box model of field testing. 

This model shows the field testing phase and its input, output and the external factors influencing 
it. The field testing phase is the part of the development process during which a product is actually 
used at several sites in practice. The input to enter this phase is several entrance criteria like for 
example the results of the regular testing phase, including test reports describing tests and fault 
repair. Further input is several side conditions (like needed system configuration, responsibility for 
downtime and maintenance services) set by the customer who participates in the field test. The 
output of a field test is merely a set of data on product performance during practical use. The third 
aspect influencing the field testing phase is several external factors. These can be quite diverse, but 
some good examples are: political issues between customer and supplier, user characteristics and 
the field test setting. 
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What is the added value of field testing embedded products when intensive testing has been done in 

laboratories as well? Firstly because systems behave differently under real conditions than during 

the laboratory-tests. Secondly because products are being used differently in practice by a user than 

in a lab by engineers who have a technical background and product knowledge. When ignoring 

these aspects, failure of the product can occur after commercial release. To remove the faults1 

causing these failures, a field testing phase is integrated in the development process of embedded 

systems. 

Let's take a look at field testing from a development point-of-view. An embedded product that is 

still under development fails. Such a failure is caused by software faults, unexpected use, external 

influence or wear. Wear and external influence (like a struck by lightning) can be considered 

irrelevant within the context of field testing. Unexpected use is due to: ignorance of the user which 

can be solved by training, or a wrong definition of user needs which can be solved by product 

redesign. Failure causes that remain are software faults in the embedded product. Failures are 

detected during two stages of the development process: During testing and during practical use. 

The failures that are found during these stages show a difference. In a regular test, the tester is 

mostly an engineer who participated in the development process. This leads to testing that is 

focused on detecting failures that are expected to be present in the product. Result is that hardly 

any attention is paid to other failures, like the ones related to functionalities expected to work 

correctly, or the ones due to usability of the product. What happens is that these failures are likely 

to be exposed during practical use, because they have hardly been tested before. Therefore it is 

important to integrate a phase of practical usage (Like field testing) into the development process 

of embedded products. 

Summarising, field tests are important for two reasons. Firstly, to check functionality and usability 

in practice. Secondly, for additional testing in practice; to detect failures that are unlikely to appear 

in laboratory-tests. Good field testing is likely to bring up failures. Reporting detected failures is an 

important and critical aspect of field testing. For failure detection in field tests a paradoxical 

situation will be discussed in the next subparagraph. 

1.3 The paradox of field testing 

Commercial aspects are involved in field testing. This commercial aspect has a big influence on the 

results of a field test. It is, that the supplier installs the system at the site of a (potential) customer. 

This needs the co-operation of development with the sales and marketing department, which 

obviously have other interests in the field test. Therefore, commercial and marketing interests are 

introduced in the field testing process. Here the Paradox of Field testing is introduced: 

A field test is an activity that can be regarded 'successful' when product use in practice proves 

the product is mature and free of failures. However, a test is by ckfinition only to be called 

'successful' when as many failures are found as possible. 

1 In general defects are defined as follows: During development mistakes are made that result in faults that remain 

in the software. Faults might become the cause of a product failure. Within this definition we consider a design

mistake to be a fault too. Therefore field testing is an excellent detection mechanism to identify design-mistakes. 

The problem with those mistakes is that engineers do not signal them anymore because they have already accepted 

their presence. 
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Before starting a field test, one must consider this paradoxical situation. An extensive internal 
acceptance test (with acceptance criteria) must be executed before releasing a product for field 
testing. Failures detected during a field test that should have been detected in previous tests, may 
harm the commercial importance. However, customers and users must be informed of the 
characteristics of field testing, making them aware of the need to report failures. Keep them 
motivated by responding to detected failures rapidly. Do not neglect this last aspect. Field tests are 
an excellent opportunity to show customers they are dealing with a professional organisation, that 
takes its customers and users serious and has an excellent service organisation present to solve 
problems of customers fast. 

Why does a customer allow to install an immature system? Clearly a customer is not just taking 
part in a field test to help finding failures and make the product more mature. Simply because it is 
not the direct concern of a customer. More likely, a customer is participating to evaluate an 
embedded product and to find out whether it is the product he is looking for. The supplier must be 
aware of the possible effects of too many field failures, and make sure only to start field testing 
when the product is reasonably stable. 

We have tried to explain the commercial importance of a field test from the customer's view. 
Possible solutions to the paradox are for example: field testing at one's own site, or in case of 
consumer products: offer it your employees for free usage. Anyway, be aware of this paradox and 
do not have high expectations of the failure-detecting ability of field tests with marketing purposes 
(Sherman, 1995). 

1.4 Schlumberger Retail Petroleum Systems 

Before considering optimising field testing, we will describe the business context in which this 
research has been carried out: Schlumberger Retail Petroleum Systems (RPS). Schlumberger is a 
technology driven company with more than 60 years of experience in international operations, 
composed of about 48,000 employees of 100 nationalities from six continents. Schlumberger 
operates in two different industrial branches: Oilfield Services, and Measurement & Systems. 

The Retail Petroleum Systems division (RPS), part of the Measurement and Systems branch, is 
worldwide leader in equipment and service for self-service petrol stations. The products ofRPS are 
real-time products, like Dispensers, Points of Sales, Electronic Funds Transfer equipment, Back
Office Systems and Forecourt Controllers. These products often need to be operational for 24 
hours a day, seven days a week. This sets high demands to the product's availability and 
reliability. 

Because of the increasing functionality implemented in RPS' products, the size and complexity of 
the software embedded is growing rapidly. Therefore, software development has become the 
critical path in embedded product development in Schlumberger RPS. Of the 1650 employees of 
Schlumberger RPS, 80 are assigned to software development. A corporate process improvement 
programme, based on the Capability Maturity Model (Paulk et al., 1995) (Humphrey, 1989) was 
started in Schlumberger to improve software development (Wohlwend & Rosenbaum, 1994). 
Based on this programme, Schlumberger RPS was defined having a CMM level 2 development 
process with several Key Process Areas of level 3 (peer review, process definition and process 
focus). Schlumberger RPS is also ISO 9001, and TickiT certified. 
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Within the Schlumberger RPS development process and quality system the field testing stage is 
defined with a corresponding field test guideline and procedure. It is custom that every newly 
developed version of a product is validated in a field test and that all failures detected are reported 
to the engineering departments. 

2. OPTIMISING FIELD TESTING 

This research was initiated to tackle disappointing field test results of Schlumberger RPS. The 
number of failures detected in field tests was experienced being too low. This suspicion was 
confirmed by the fact that faults were detected later that should have lead to failures during field 
test. The conclusion was that failures were not reported from the field tests, and that an 
investigation for ways to improve field test effectiveness was necessary. 

These problems with field testing in Schlumberger RPS reflect a failed test: a test is executed to 
detect failures, if few failures are detected the test is disappointing. An optimist would smile, and 
conclude that the field test proved the product to be free offaults. However, a realistic engineering 
team will be rather disappointed because they know it is impossible to develop software fault-free. 
So there must be faults remaining in the product, that the developers will be confronted with later 
in the process. 

Three causes can be identified which make a field test fail: 
1. Failures are not detected 

Failures that can be detected during a field test are the ones that are visible for the user. 
Only the failures that result in for example: missing information, deadlock, incorrect 
information, or malfunctioning can be recognised by a user as being a failure. Still those 
failures might not be detected by a user. Possible reasons are: 
• The user is inexperienced and has not enough knowledge to recognise failures; 
• The user is not using the entire product which keeps parts of the product untested, 

or; 
• Some users accept unexpected functioning of a product and adapt their expectations 

of the product or create their own 'work-around' without recognising the behaviour 
of the product as faulty. 

2. Failures are detected, but not recorded 
When a failure is detected during a field test it is not always recorded. Several reasons can 
be distinguished. Firstly, short after failure occurrence a user will give highest priority to 
bringing the product back into operation. Whenever a failure occurs he will not give highest 
priority to recording that failure. Secondly, a user will not record a failure if he does not 
know for what purpose. A complete feedback-cycle must be present to make sure all 
failures are reported, and then still it is questionable whether the user will adapt his 
responsibility as a tester. Finally, recording failures includes more than noting that the 
product failed. Recording failures means registration of those aspects of the cause, 
occurrence and symptoms of the failure that make it possible to trace the underlying fault, 
as described earlier. 

3. Failures are detected and recorded, but not communicated 
Still whenever failures are detected and recorded in a correct way, this does not 
automatically mean that they are communicated to the right people. Since detection of 
failures and the repair of their underlying faults is done at different geographic locations, 
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there must be a mechanism to communicate them. Today we have several means of 
communication like, phone, fax, e-mail and Web. So a medium must be selected, a format 

and procedure must be installed, and last but not least a person must be assigned to do this 
communication. As explained before it is important to complete the feedback-loop, so the 

receiver (probably the engineering team) must be aware to keep that person informed 
progress in failure elimination. 

One of the key success-factors for detection, recording and communication of field test failures is 

responsibility. During a well-organised field test responsibilities must be assigned properly. Taking 

a look at the principles of responsibilities considering testing, it means that people who are 

responsible for repairing faults, should also be the ones responsible for detecting them. Or, the 

other way around: the people responsible for detecting failures should also be responsible for 

taking them out of the product. Field testing by itself is violating those principles since an end-user 

is not an engineer, and an engineer is not a user. By adding some responsibilities with matching 

procedures and feedback it becomes possible to achieve a better situation. 

This section will continue with the responsibility concept in two ways: 
1. Solutions that solve the field test problem by assigning the right role (read: responsibility) to 

the right people. The distribution of responsibility over people, and some practical solutions to 

implement these are described too. The general idea is twofold: create a field test in which the 

users adapt the role of 'tester', or create a field test in which an engineer adapts the role of 
'user'. 

2. Solutions that increase failure detection in a different way then responsibility assignment. One 

powerful approach is the enclosure of functionality in the product which enables it to recognise 

failures and report and communicate those by itself. 

2.1 Improved assignment of responsibilities 

To optimise the effectiveness of a field test on correctly reporting and communicating product 

failures, we have introduced the need for responsibility. A person will only communicate all failures 
detected if he is responsible to do so (Kusters et a!., 1995). Favourably he should also be 
responsible for delivering a product failure-free. 

With 'responsibility' we mean that an person who is assigned to a task, is personally concerned to 
carry out that task, and is rewarded for completing it. Responsibility is always including the task 
itself and the outcome of it (Moorhead & Griffin, 1992). 

Relating this definition to testing in general and field testing in particular, our conclusion is that a 

person who is responsible for detecting failures must also be responsible for failure reporting. Two 

scenarios will be regarded on field testing: 
1. Assign responsibility for failure reporting during a field test to a user 
2. Assign responsibility for failure reporting during a field test to a developer 
These two options will now be discussed 

Assign responsibility for failure reporting to a user 
During a field test, the first concern of a user is his own job: his responsibility. Taking the RPS 
environment as an example: At a petrol-station the responsibility of an operator is to sell petrol, 
and complete petrol transactions. When the operator is confronted with a failure his p{iority is to 
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return the product to being operational. However, considering the field test goals he should give 
highest priority to: 
• identifying the cause of the failure; 
• estimating where it occurred; 
• recording the events advancing the moment offailure; and, 
• registering the symptoms of the failure. 

Because of the conflicting priorities he will neglect the failure registration. Here we have a 
responsibility problem that is not easy to be solved. One possibility is to accept the failure is 
recorded first, which will mean a longer time before the product is operational again. In practice, 
there will not be many station managers who will accept such a solution. Thus recording failures is 
likely to be postponed if the responsibility is assigned to an operator (with the risk that failures are 
not even recorded at all). 

The second issue to tackle is that users are not responsible for communicating the failures they 
find. As defining responsibility includes rewarding for completing a task, it is likely that a small 
bonus for a failure report, will increase the failures reported by users. By rewarding failures and at 
the same time explaining users their role of tester (read: responsibility for recording failures), it is 
expected that the field test is optimised. 

The one point that is still left, is that failure recording must be done in such a way that it enables 
the tracing back to the originating fault. It is questionable whether product users are capable of 
giving a failure description that satisfies this requirement. Our conclusion is therefore that a user is 
very much capable to detect failures, and possibly capable to record and communicate them. To 
optimise the amount of failures that also detect the underlying fault, other solutions should be 
sought. One possible solution is presented in the next paragraph: make a developer with 
background knowledge responsible for reporting and communicating the failures found in a field 
test. 

Assign responsibility for failure reporting to a developer 
In the previous section we discussed the possibility of responsibility assignment to a user, with 
respect to the whole process of failure reporting. In that case, the user still does not have the 
responsibility to exclude faults from the product. It is possible to create a situation in which a user 
reports the failures he finds, but that is the optimal situation within reach. A better solution is to 
assign responsibility for reporting failures to a developer. But we already stated that the detection 
should be done during use, especially by a user. For Schlumberger RPS we solved this by sending 
an engineer with enough technical knowledge of the product to the field test, and made this 
engineer responsible for failure reporting. 

This solution works well. All failures were reported and communicated by that specific engineer, 
and he was also the person to detect almost half of the failures. At the same time, this engineer had 
enough background to understand the product. This resulted in failure descriptions that could be 
interpreted by the engineering team. Therefore the efficiency of revealing faults in the software, 
was increased. The fact that this was a success can be easily explained by recognising that an 
engineer has the responsibility to deliver a fault-free product. If a person with that responsibility is 
send to a petrol-station, he will not only make sure that failures are detected. No, he will also make 
sure that the failures are communicated to the engineering department and that they are reported in 
an understandable way. 
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In the specific field tests in Schlumberger RPS this engineer detected for example two clear 
improvement points for the usability of the product keyboard. Firstly it appeared that certain keys 
were always used in a specific order but these keys were not grouped together. Secondly it 
appeared that the colours of specific function keys did not resemble the colours of that same 
function in the old replaced product. It was much easier for the operators to become used to the 
new product by adapting the keyboard lay-out and colours to that of the product that was replaced. 

Finally it appeared that the customer appreciated the presence of an engineer highly. It created a 
more reliable introduction of the product, because the operators and station manager knew that a 
person with detailed product knowledge was present. Also the specific engineer succeeded to 
explain the operators about their role as a tester. This resulted in a more thorough and 
experimental use of the product by these users. 

The next paragraph will focus on solution 2. By including data collection in the product itself, 
failures can be detected, recorded and communicated automatically. 

2.2 Measures in the product 

One solution to ensure adequate failure reporting during field tests of embedded products is to 
perform data collection in the product itself. The big advantage of this solution is that you are not 
dependant on people to record the failures that occur. The solution we found is to build a 
functionality into the embedded product that detects and registers possible failures. These 
registrations are read out of the product and converted into a spreadsheet- or database-application 
in a format suitable for further analysis. 

For our research at Schlumberger RPS we used existing logging files, in which data of all events 
occurring during operation are recorded. This data comprises a sequence number per logging day, 
a date and time field, a number identifYing the server that is active at the moment the event occurs, 
the file in which the logging is triggered, the module in which the event is operating and a 
description of the event. The files are stored in the product and can put into a spreadsheet-table. 
The spreadsheet-application enabled us to apply several sorts and filters on the field test data, to 
prepare it in a format that was suited for further analysis. The analysis resulted in a few interesting 
graphs. In the graphs we plotted the server identifier (Dio-number) against the time for 1 week of 
field testing a point-of-sale system. The two most striking examples were the following: 

Example 1 
The card-transaction server, contained a fault that resulted in four similar loggings that were 
triggered every morning just before shop opening. This is shown in the Figure 2. 
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Figure 2: Occurrence of logging failures. 

Figure 2 shows the number of occurrences of a specific server-event (identified by its unique 
number) per 3 hours. We concluded that there must be a fault remaining in the start-up procedure 
of the card-server. This because every morning when the product logged into the national card 
transaction network, this logging failure appeared four times. Triggered by Figure 2, the 
responsible software engineers have fixed the problem. 

Example 2 
It appeared that the database containing the shop-products data was not complete. This resulted in 
a failure every time an operator tried to sell a product not available in the database. The graph in 
Figure 3 shows that the database was slowly updated after the start of the field test. 
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Figure 3: Occurrence of article failures. 
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As stated the database was gradually updated so therefore one can notice a decreasing number of 
occurrences of the specific logging. One can also notice that at the closure of the day (i.e. around 
00:00 h.) the articles not present in the database caused a logging to be raised. After one week just 
occasionally (approximately once a day) an article appeared that had not been entered into the 
database yet. 

There are a few important aspects to consider, when integrating a failure registration functionality 
into a product: 
I. Clearly identify the events that are likely to be failures or necessary to identify events that 

are failures. The number of these events should be in balance: Recording too many events 
will distort your data-collection. On the other hand: if the number of events registered is 
too small the chance lacking relevant data is likely. Both cases will have a definite impact 
on the analysis of the failure data. Either it will provide much work to filter all the relevant 
information, or it will give a limited view ofthe remaining failures. 

2. Define the data that describe a single event completely. Keep in mind that this will be all the 
data you have when tracking the underlying software fault. It is worse lacking information 
then having a data field too much. The following fields are important: 
• failure number; 
• date and time; 
• server code; 
• subsystem; 
• description; 
• error definition code, and; 
• operator id. 

3. Keep in mind that to track a software fault you might need data of events that are not 
actually a failure. These aspects must be recorded, but to avoid distortion: give an 
identifying label that distinguishes them from actual failure events. 

2.3 Results from RPS field tests in practice 

This year we conducted, in co-operation with a major oil company, two field tests in the scheme of 
a new PC-based Point-of-sale (POS) system. The product will be sold to several oil companies. 
Before the acquisition on a national level by the oil company the product is put into a field test at 
several pilot stations. We took part in two field tests. Relevant data collection was defined in 
advance by applying a software measurement method (Basili & Weiss, 1984). This resulted in 
several expectations for the field test. In this paragraph we will present you these expectations and 
actual outcomes accompanied by explanations. 

For the preparation of the field tests our main focus was the amount of preparation (training) of the 
manager and operators of the pilot station that had to use the system. Partly due to the high 
commercial importance of these field tests, in both cases the manager and operators were trained 
quite well. In the week proceeding the start of the field test they were offered two to three days of 
training. In practice this meant that every person involved got about two days of training. On this 
occasion, Schlumberger sales with representatives of the oil company assigned the granted access 
levels to the system. This is a relevant matter for the field test. Clearly, the higher the access level 
of the user, the more of the product is used during the field test. In both cases the operators were 
assigned to a level which limits access to pure retail and a few basic controlling functions (blocking 
of fuel pumps, etc.). One final comment with respect to the preparation of the field test. The main 
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difference between the first and the second field test was that the operators in the second field test 
were aware of their testing role, while the operators in the first one were not. 

Finally the actual field tests: First give some important differences between the two cases that will 
be described. The data we gathered during the two pilots that are described cover different time 
spans. The first field test covers 72 hours of field test, the second field test covers 110 hours of 
field test. The second big difference originates from the tested product. In the second field test a 
specific part of the product was newly developed. This caused several extra difficulties to the 
product. The results in Table I show this. 

Table I Field test data 

Results 

Duration 

# of failures found 

# offatals 

MTTF (hours) 

MTTR (hours) 

User questions due to misunderstanding 

User questions due to user-interface, etc. 

Field test 1 

72 

4 

14.4 

0,3 

(var: 0,4176) 

80% 

20% 

Field test 2 

110 

13 

9.6 

Not available 

60% 

40% 

The second field test detected more failures. The Mean time to failure (MTTF) was much lower, 
although the coverage of the second pilot data is longer. This should normally result in a higher 
MTTF for similar products). Who detected these failures? 60% of the failures were detected by the 
station employees. These failures were directly told to the RPS-engineer who reported them. Still 
40% though, was detected by the RPS-engineer. These 40% mainly were failures (cosmetic ones) 
that could be detected only by a person that can distinguish the real from the intended situation. 
Beside the recording and reporting of failures also quite a number of requirement changes were 
captured during the presence of the engineer at the pilot. 

3. CONCLUSIONS 

History has taught us that any technical product will fail (at least once in its life-time). Therefore 
software development projects contain several phases and activities with the main goal to clear the 
software from faults. However, to detect these faults, they must result in a failure first. Field testing 
is a method to detect failures. This paper described a practical approach to optimise the 
effectiveness of a field test. A field test is defined to consist of three activities: detection of a 
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failure, recording of the failure and data related to its cause, and communicating this failure to a 
development manager. 

We recommend that any field test of an embedded product is supported by an engineer with 
background knowledge and the responsibility to report failures. The main benefit is that an 
engineer already has the responsibility to find and exclude failures. A closed-loop becomes 
possible. At the same time we recognise that this approach might be costly, therefore a good 
alternative is to reward real users at a field test for each failure reported. In that case one must 
invest some effort to make sure the failures are reported in a way they pinpoint to the fault. 
Whether this is possible for a user is still questionable. 

Embedded products always go through a phase in which it is made more mature. Failures are 
jetected and faults are being repaired. It is not expected that the first version of an embedded 
Jroduct is already fault free. Therefore developers must recognise this, and include functionality in 
:heir products that supports failure detection during product development. It is their responsibility 
:o make a fault free product. Being pro-active to failure detection for embedded products is 
tecessary, and automatic failure detection can support this. By getting the faults out of the product 
nore rapidly by automatic failure detection, the paradoxical situation of field tests is handled. 

Schlumberger RPS will continue field testing their products because they acknowledge that 
software contains faults, and that it is their obligation as supplier to deliver a product of excellent 
1uality. Therefore they recognise a clear need to invest effort to detect these faults and remove 
:hem from their products. 

<ield testing embedded products in the way presented in this paper is rarely done in practice. The 
nost likely reason is that problems resulting from software faults are still small. However, it will be 
.1st a matter of time before the embedded product industry will face their large-scale failure 
Jroject. We expect that the embedded product industry will recognise the specific software 
~haracteristic of their products. Therefore embedded software techniques will be implemented in 
>roduct development processes. We hope the described approach for field testing will be a 
;ontribution to that process. 
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