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Abstract 
This paper examines the need for security in modem healthcare applications and, in particular, 
the considerations that arise from the use of multimedia. Whilst multimedia is particularly 
advantageous for information delivery within Healthcare Establishments (HCEs), its adoption 
introduces some new requirements for information security. The paper presents the outline of 
a security strategy for future healthcare multimedia systems and networks and also highlights 
some new opportunities that may be offered by the technologies involved. The discussion is 
supported by an examination of the approach taken in the POSEIDON system, a prototype 
multimedia patient records system that is being developed within our research group in 
conjunction with a local HCE. This describes aspects of both the underlying analysis strategy 
and the system implementation, with particular reference to how security is being realised. 
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INTRODUCTION 

As with almost all other fields, information technology has had a tremendous impact upon 
modem healthcare establishments (HCEs). Information systems are utilised in support of 
virtually all aspects of day-to-day operation, from administration to direct patient care. The 
systems themselves have also advanced over time, such that they now handle information 
beyond simple text and graphics; utilisation and storage of digital images, full motion video 
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and audio data is now within their capabilities. The use of this multimedia information can 
considerably aid patient diagnosis and treatment (Ceusters et al. 1993). 

The wide-scale use of multimedia-based systems in healthcare is now viable thanks to the 
availability of capable and affordable core technologies. The necessary computing power to 
realise multimedia effectively is now accessible on the desktop, along with communications 
bandwidth to enable information delivery in acceptable quantities and speeds. 

The presentation of medical data in a multimedia format has the advantage of being ideally 
suited to the healthcare field as it inherently provides more information (Orozco-Barbosa et al. 
1992), in a form that is more easily comprehended than traditional text-based reports. As 
such, there are numerous potential applications of multimedia in healthcare. One application 
of particular interest is the establishment of an electronic healthcare record (EHCR) that can 
bring various types of multimedia patient data together into a single entity (Arnold and Peter 
1993). The development of a composite patient records system would be beneficial to 
improve efficiency in four areas : 

• utilisation of advanced medical data; 
• use of clinical resources; 
• service provision to the patient; 
• administration and management of patient records. 

The use of multimedia records has the potential to significantly improve care delivery as 
they will allow immediate access to foil patient data at any time, with flexible options for 
retrieval. In current systems, relevant data may be held in several different places, which 
makes it difficult for clinicians to obtain all that is available. Multimedia will also facilitate 
the use of more advanced techniques, with the prospect that the data yielded can be directly 
incorporated within the patient record. 

Intra and inter-HCE data communications are considered to be implicit in this arrangement. 
Just as the multimedia record improves the ability to communicate information content to the 
individual, so too does it provide a better vehicle for sharing the information with others. 

2 SECURITY REQUIREMENTS AND MULTIMEDIA IMPLICATIONS 

As in other establishments, HCEs require security to guard against a variety of accidental and 
deliberate threats to their systems and data. With regard to the latter, it can be seen that the 
healthcare field is by no means immune to systems abuse and, in fact, may be a more popular 
"target" than many other areas. This statement is substantiated by a recent survey of computer 
abuse in the UK (Audit Commission 1994) which considered incidents in a number of sectors 
including finance, manufacturing, local government, education and healthcare. A total of 334 
HCEs responded to the survey, with 35% reporting some kind of incident (accounting for 
24% of the total abuse cases reported across all sectors). The fact that this compares with 
only 18 incidents (and 10% of the total) in the Commission's 1990 survey, signifies that the 
situation is getting worse. In most other organisations the principal impacts of abuse will 
normally be felt in terms of financial loss and disruption of activities. In healthcare, however, 
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various other factors will be equally, if not more, important (e.g. impacts on patient 
confidentiality, their safety and their trust in the HCE). 

Whilst a need for security is clear, the nature of the healthcare environment is actually a 
complicating factor in the selection of acceptable measures. Firstly, controls are complicated 
by the fact that many areas of the HCE are (unavoidably) open to the public. Terminals are 
often widely distributed, with a necessity for many in public areas (e.g. on the wards). As a 
result, it is not always possible to implement sufficient physical security or rely upon 
continuous manual supervision. Secondly, a domain such as healthcare makes it foolish to 
insist upon a level of security that would greatly impede users in their legitimate work (i.e. 
security at the expense of care delivery) and so it is desirable for mechanisms to be transparent 
as far as possible. A final consideration is that of financial cost. HCE expenditure is likely to 
be prioritised in favour of purchases that will directly improve or contribute towards care 
delivery. Investments to improve security will normally only be approved if it can be 
demonstrated that the benefits will be greater than if the money was directed at enhancing 
clinical services (AIM SEISMED 1993). This restriction effectively means that hardware 
devices would not be adopted on a large scale, making software protection more favourable. 

All of these observations show that healthcare makes many specific demands for security. 
However, it can be argued that the integration of multimedia systems into the environment 
introduces even more considerations. At the most basic level, the security requirements will 
be the same as those that already exist for protecting patient data (i.e. the generic IT security 
requirements to preserve confidentiality, integrity and availability). However, the use of 
multimedia does give rise to a number of further considerations, as listed below. 

• The adoption of multimedia will extend the already significant reliance upon IT in 
healthcare. This stems from the increasing number of IT applications, particularly those 
relating to clinical care, that are now fundamental to routine practice (Barber 1991 ). 

• The comprehensive nature of the information presented in a multimedia record may further 
increase implicit trust in the correctness of the system - which will, in turn, worsen the 
potential impact of system unavailability or erroneous data, as fewer contingency options 
will be available. As such, the availability and integrity requirements upon systems are 
further increased. 

• Preserving the integrity of multimedia data is of more concern in that it may be altered in a 
nonobvious manner and even minor modifications to (say) an image may render it 
misleading or unusable. 

• The amalgamation of different forms of data into the composite record may potentially 
increase the sensitivity of the information beyond that of any of its constituents. 

• The use of scanners and other advanced medical equipment yields images and the like 
which may relate to any part of the body. Such data is often of an unavoidably revealing 
nature and may be highly personal when compared to textual descriptions, hence the 
requirement to maintain privacy is increased. 

• Information that would previously have been held (and secured) by separate applications 
will now be placed together, and thus the impact of a security breach will be significantly 
higher. 

• Data is stored in a directly broadcastable format, making unauthorised distribution far more 
straightforward than with paper-based records. 
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These considerations indicate that a different approach may be necessary to integrate 
security into multimedia systems. 

3 INCORPORATING SECURITY INTO MULTIMEDIA SYSTEMS 

It is clear that many aspects of security will be largely unaffected by the use of multimedia 
(with examples being physical, environmental and personnel security considerations). 
However, this will not be the case in all areas and we believe that two particular aspects 
should be re-examined; namely user authentication and data communications. 

Unfortunately, the introduction of security is somewhat at odds with a multimedia system's 
"user-friendly" presentation of information, in that it is traditionally a barrier to 
straightforward access. As such, the transparency of protection will be a key issue if systems 
are to remain easy to use and effective. This point consequently forms part of the underlying 
rationale in the sections that follow. 

3.1 User authentication strategies 

User authentication mechanisms will still be required to prevent impostors masquerading at 
local terminals and workstations. However, the protection afforded by traditional password
based methods may no longer be sufficient as the composite record context will potentially 
increase the overall sensitivity of individual patient records, adding weight to the argument for 
passwords to be supplemented by other mechanisms. In addition, the suitability of passwords 
may also be questioned in that multimedia systems significantly reduce the requirement for 
keyboard input in some contexts (e.g. information retrieval), such that some HCE terminals 
will not need them. Retaining the keyboard simply for authentication purposes would be 
inconvenient and, as such, different authentication mechanisms would be desirable in these 
scenarios. 

A suggested alternative is the use of user supervision systems which could operate 
transparently and in real-time throughout each session (Mukherjee et al. 1994). These utilise 
historical profiles of behaviour for legitimate users and compare them against current system 
activities (with significant departures causing an impostor alert to be generated). Individual 
behaviour profiles could potentially monitor a number of factors considered to be 
characteristic to each user, including: 

• times and locations of system usage; 
• typical applications used; 
• types of data accessed and how it is used; 
• method of interaction (e.g. keyboard versus mouse, command line versus menus); 
• level of resource usage (e.g. memory, disk space and CPU time). 

The profiles would be developed and refmed over time using information collected 
automatically over the course of many active sessions (i.e. in the same manner as traditional 
audit trailing and event logging). Construction of the profiles could be assisted by using 
neural network techniques to allow subtle behaviour patterns to be detected. In addition, the 
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supervision system could monitor for general indicators of anomalous behaviour (e.g. out of 
hours access, frequent access violations etc.) which could also indicate an abuse scenario 
when considered in aggregation. This overall supervision concept is illustrated in figure I 
below. 
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Figure 1 Potential operation of a user supervision system. 

Multimedia systems also offer the opportunity for several alternative options to be 
introduced for improving authentication. For example, appropriate hardware for 
implementing several biometric identification methods may be present "as standard" in a 
multimedia configuration, including the two techniques described below (Miller 1994). 

• Microphones and audio processing facilities would enable voice recognition to be 
implemented. Speech can be analysed using a variety of parameters, including pitch, speed 
and waveform. Users could be authenticated by speaking a password/phrase which would 
then be compared against a stored profile entry. Software could normalise the input data to 
a constant rate, volume and pitch (to ensure compatibility with the reference sample) and 
eliminate variances resulting from abnormal behaviour such as shouting. Given that 
standard PC soundcards come with sampling capability and increasingly incorporate 
Digital Signal Processing (DSP) facilities, the addition of appropriate analyser software 
would make the approach feasible in the majority of multimedia systems. 

• The presence of video cameras could facilitate the capture of images for use in "faceprint" 
recognition. This would be based upon a digitised scan of the face, which is then scaled, 
converted into vectors and fed into a neural network for comparison. Whilst facial 
recognition is complex, in that various factors (including expression, position, facial hair 
and lighting) may affect appearance, results have shown that identification can still be 
performed in well under a second. 
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These techniques have been successfully implemented elsewhere, delivering adequate 
authentication performance and gaining a high degree of user acceptance (Sherman 1992). As 
such they should integrate well within the healthcare multimedia context. However, due to 
the significant costs associated, the presence of such hardware enhancements should not be a 
prerequisite of the authentication strategy. Nevertheless, some mechanism should be 
incorporated to allow extra facilities to be utilised if they are present. 

What would, therefore, be appropriate would be for a number of (software-oriented) 
authentication technologies to be available, which would then be managed by an "intelligent" 
supervision system. This would select the most appropriate mechanism to invoke at any 
given point according to the nature of the current user activity and the type of system being 
used (e.g. facial recognition could be used if the host system is equipped with a camera; 
analysis of user typing rhythms could be used in keyboard-intensive applications). Note that 
once authentication has been conducted, any underlying data I application access and auditing 
controls could still be implemented in a traditional manner to restrict and monitor the 
activities of different classes of user (see section 4). 

The disadvantage of the approach is that biometric methods cannot be relied upon to make 
consistently correct authentication judgements, introducing the potential for false acceptance 
of impostors or false rejection of legitimate users. However, the more elements that are 
encompassed in the user profiles, the more characteristic they become. This increases their 
strength for identity verification, as false acceptances and rejections from one factor could be 
compensated for by the results from others. 

Whilst it is noted that various other approaches, such as smart cards, exist which could help 
to overcome the basic authentication problems, they cannot currently be recommended as a 
compulsory measure due to the associated financial burden that would be imposed. Whilst 
the cost per unit here would be relatively small, it would become significant when applying 
the technology throughout an entire HCE or regional health authority domain. In addition, 
cards do not possess either the transparency or integration potential of biometrics/supervision 
or the ability to detect abuse by legitimate users which behaviour monitoring could deliver. 
The latter should not be underestimated, given that insiders have been found to account for the 
majority of abuse in previous studies (Evans 1991). 

3.2 Trusted data communications 

As previously mentioned, the multimedia record's ability to present more and better 
information is likely to result in increased sharing and exchange of data between HCEs. In 
fact, a number of future trends involving inter-HCE communications have already been 
predicted (European Commission 1994), including : 

• increased intra and inter-HCE networking; 
• increased exchange of data between HCEs; 
• increased potential for sharing offacilities between HCEs; 
• establishment and adoption of the composite electronic health record. 

A current example of this is the establishment ofNational Health Service (NHS) Network in 
the UK, which aims to allow doctors to have instant access to online patient records. 
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However, this has already been criticised by the British Medical Association (BMA) and a 
variety of security experts for paying inadequate attention to security (Clarke 1996). 

The transmission of composite records only complicates the issue further with additional 
concerns for confidentiality and integrity (i.e. the need to protect messages against 
unauthorised interception, modification and falsification). Hence the requirement to have 
secure data communications will also be correspondingly greater. A strategy is proposed that 
would introduce layered security at local, national and international levels with encryption of 
data between different security domains (based upon a Trusted Third Party (TTP) approach as 
shown in figure 2). 

HCEA 

International 
TIP 

HCEB 

Figure 2 Secure data communications using a TIP hierarchy. 

----Local 
Workstations 

The TIP basically acts as a naming and certification authority, issuing trusted certificates of 
user credentials (principally their name and public key) which can then be placed in a 
directory allowing them to be accessed by other communicating parties. Certificates are 
signed by the TIPs at different levels, allowing other parties to trust the authenticity of the 
information held. This would enable three main types of security service to be provided in 
relation to data transmission, namely integrity (e.g. Message Authentication Codes), 
nonrepudiation (e.g. digital signatures) and confidentiality (e.g. encryption). 

As can be seen from the figure, Security Management Centres (SMCs) are introduced to 
assume responsibility for securing communications in each local domain (Shepherd et a!. 
1990). These would also be capable of handling the authentication and supervision duties 
within the individual systems. 

The actual authorisation of inter-domain operations would be based upon interactions 
between the SMCs involved. For example, to enable a user in domain A to utilise facilities 
on a system in a remote domain B, the relevant user details would be automatically exchanged 
between the two SMCs. SMC A could (for example) send a signed behaviour profile to SMC 
B which, after ensuring that the user is actually authorised to access the system, could be used 
for subsequent session supervision. With a secure association established, inter-domain 
operations can occur as normal, with the SMCs attempting to harmonise the security services 
offered at each end and the fact of their communications remaining transparent to the end-
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user(s) involved. This transparency would also be true of the other communications services 
discussed, with all technical operations being handled by the security systems in each domain. 
However, in some cases, such as the use of digital signatures, it would be advantageous for 
the users to be given some indication that a security service is being provided. 

The importance of maintaining availability would increase under this framework, with a 
reliance upon the availability of interconnected systems as opposed to the earlier isolated 
ones. However, fault tolerance is provided by the fact that each TIP in the hierarchy is 
certified by the next layer up, which allows for the loss of a hierarchical level (with the next 
higher order certificate being used instead). This enables secure operations to continue even 
in the event of individual TIP failure. 

The way in which this framework would function can be best illustrated by presenting an 
example scenario. This involves inter-domain communications between three HCEs, as 
shown in figure 3 below. 
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Figure 3 Secure inter-domain communication in a healthcare scenario. 
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The activities occurring in the figure can be explained according to the sequence listed 
below. 

1. HCE A produces test result data and sends it to HCE B for visualisation. 
2. The results are returned and stored in a patient records database. 
3. A consultant at HCE A accesses the stored record. 
4. The consultant seeks an expert opinion from HCE C and, therefore, sends them the record. 
5. The consultant at HCE C then sends his interpretation back to HCE A where a final care 

decision can be made. 

From this basic outline, a general security specification can be given based upon elements of 
the strategy described earlier. The different HCEs would be authenticated to each other by 
certified public keys obtained from the TIP, with all parties being authenticated locally by 
their respective SMCs. The SMCs would also mediate the various data exchanges and 
messages. The principal services required between HCEs A and B would be data integrity 
and confidentiality, whereas the HCE A I HCE Clink would also require digital signatures to 
enable the consultants to verify the origin of the messages received. 

The example primarily illustrates the types of information exchange and consultations that 
the use of multimedia in healthcare will make possible. It also serves to underline the need 
for secure data communications between the various parties involved. The use of SMCs 
would ensure a consistent level of security across the three sites involved (which considerably 
reduces the potential problems of sharing data and facilities as discussed), whilst the TIP 
certification hierarchy would ensure that the SMCs could be authenticated to each other. 

It can be seen that the adoption of this strategy would provide the final component of a 
logical security system necessary to allow secure inter-HCE operations. Indeed, the potential 
uses of TTPs in healthcare have already been recognised within Europe, having been the basis 
for a dedicated project under the INFOSEC programme (INFOSEC THIS 1994) and further 
ongoing work. The issue has also been discussed in other work from our research group 
(Furnell and Sanders 1995), which presents a more detailed treatment of the subject. 

4 EXPERIENCES FROM THE POSEIDON SYSTEM 

This section describes practical work that is currently being undertaken within the research 
group in order to develop a prototype multimedia records system. The purpose of the work to 
date has been to analyse the healthcare environment, establishing the requirement for 
multimedia records and how they would be integrated. As such, the actual implementation of 
security has not extended to the advanced features discussed in the previous section. 

The analysis was conducted within a local reference environment, namely Plymouth 
Hospitals NHS Trust, with a series of interviews being used as the primary means of 
determining system and user requirements. In order to ensure the validity and integrity of the 
work, the research was concentrated within a subset of the hospital departments, with these 
being selected to ensure that their intra and inter-departmental communications requirements 
were representative of the hospital as a whole. The Ear, Nose and Throat (ENT) department 
was selected as the core element of the investigation, with support from a number of closely 
associated departments (e.g. Radiology, Plastic Surgery and Maxillo-Facial) with which it 
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regularly exchanges data. In addition, views from relevant community-based care 
departments (e.g. Paediatrics and Speech Therapy) were also taken into account. With this 
range of departments contributing to the study, it was considered that the analysis could claim 
to have comprehensively examined the varying needs within a modem HCE. 

An underlying requirement during the design was to produce a system that would not 
necessitate an unfeasible revolution of existing practices, but rather one which would integrate 
well and complement them where possible - a consideration which was particularly applicable 
when considering the approaches to security that would be incorporated. 

The work has led to the development of a Windows-based prototype system, christened 
POSEIDON (Prototype cOmposite hoSpital multimEdia recorDs fUr patieNts), upon which 
the feasibility of a secure multimedia records system is being investigated. The operation of 
the system is governed by seven "universal" menus, which group together the required 
features in a logical manner (such features include system navigation and the ability to create, 
view and utilise patient data). Each menu has a number of options, the availability of which is 
dependant upon the nature of the records screen in use and individual user requirements. The 
latter point relates to the ability to define user access profiles within the security sub-system. 
This use of menus is considered to offer the dual advantages of consistency and control. 

Given the significant concerns over the protection of patient-related data that were 
previously highlighted in section 2, security has consequently been one of the key 
considerations in the realisation of the system. Whilst the features from section 3 have yet to 
be incorporated, some aspects have been addressed, the main areas being system access 
control and data integrity. 

In terms of access control, users were classified according to a number of generic groups, 
with privileges being assigned according to varying responsibilities and needs within different 
HCE roles (in actual fact, the generic grouping only acts as a starting point for control and it is 
possible to tailor privileges to suit individual requirements). Possession of these privileges is 
then used to control access to patient data at differing levels of granularity. In this way it is 
possible to restrict access at the record level, at sub-record level or at data item level 
(remembering, of course, that a "data item" in this sense does not necessarily have to refer to 
textual information - access to image, video or audio data may also be selectively controlled). 
As data items are appended, the user has the option to select an appropriate level of security, 
such as selective data access or a particular encryption algorithm. 

With regard to the integrity of the data, it was considered vital for the system to be able to 
identify the users who have appended information to the records. In this way, activities are 
audited with date/time-stamped user details being recorded for later inspection. Anonymous 
activity is not permitted, which helps to ensure a level of user accountability and enables 
events or queries to be traced back to the source. Such reliable auditing is obviously 
impossible to achieve without an appropriate level of user authentication. For this reason, 
activities are "signed" using digital signatures. Integrity is also safeguarded to some extent by 
the operational controls imposed by the menu system - i.e. the inability to select functions that 
are inappropriate to a given context helps to prevent incorrect use of the records system. 

Whilst POSEIDON does not currently support the full range of security measures suggested 
elsewhere in the paper, it should be noted that this aspect of the system is still under 
development. As such, it is hoped that further features will be incorporated before the end of 
the research programme. 
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5 CONCLUSION 

In conclusion, computer security will always be required in healthcare to safeguard both the 
rights and safety of patients, as well as to allow the systems themselves to be used with 
confidence. The future will see further growth and expansion of both applications and users, 
with the issue of multimedia playing an increasingly important role. Security will need to be 
considered and developed in parallel with these new systems, with each innovation being 
secure in itself and not compromising that which already exists. 

The proposed security strategies are by no means restricted to use in healthcare applications 
or multimedia systems, but the overall combination is considered appropriate on the grounds 
ofboth cost and the consequent ease of use. 

The principal uses and benefits of multimedia within healthcare are still being established. 
Although the POSEIDON system is still under development, it is already providing a vehicle 
to illustrate some of the benefits that a multimedia patient records system will bring in 
healthcare. It is hoped that the findings from the prototype will feed into further research and 
development efforts, thus progressing the adoption of multimedia records on a wider scale. 
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