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Abstract 
This paper presents the results of applying a formal method in an industrial feasability study. 
The chosen case study is a platform for the development of services for multi-user multimedia 
systems with the desired property that the functionality of the system can be extended step by 
step in the future. 

The aim of this paper is to present a formal approach in which such a complex distributed 
system is developed step by step through different abstraction levels. It is shown that formal 
methods can be combined with existing standards which contain mainly textual descriptions 
of the protocols. A bottom-up approach is presented in which more abstract elements for the 
description of services are based on verified lower level protocols. 

1 BACKGROUND 

Telecommunication systems are complex distributed systems with the property that their devel
opment never terminates. Typically, new functionalities or services have to be added to already 
running software. However, the process of extending an existing system is not treated by formal 
methods so far. Only a top-down development from requirements to programs is supported. 

Such a top-down development is e.g. formalized in the ESPRIT Basic Research Action Pro
CoS [2, 3, 4, 19] (Provably Correct Systems). ProCoS is a wide-spectrum verification project 
where embedded communicating systems are studied at various levels of abstraction ranging 
from requirements" capture over specification language and programming language down to 
the machine language. It emphasizes a constructive approach to correctness, using stepwise 
transformations between specifications, designs, programs, compilers and hardware. 

In the research project Provably Correct Communication Networks [ 11, 12]-abbreviated as 
CoCoN - the ideas of ProCoS are extended with a method for the development of extensible 
systems. Extensibility means that new functionality can be added step by step to an existing 
system. CoCoN was carried out in close cooperation between Philips Research Laboratories 
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Aachen and the Department of Computer Science at the University of Oldenburg from 1993 to 
1996. 
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\ 

Figure 1 Summary of the development steps 

The CoCoN method for the development of distributed systems is sketched in figure 1 and 
can be described as follows: The complete development begins with describing the main task 
of the desired system. This task is analyzed and split into subtasks. Tasks can be described in 
natural language. These tasks are structured as a set of informal requirements. Subsequently, 
informal requirements are translated into formal ones. A system (or specification) is provably 
correct if and only if the system fulfils these formal requirements. 

The next step is the development of a first specification which already takes into account the 
architectural idea, i.e. it specifies the components and the interfaces between them. It is then 
proven that this specification fulfils the requirements and is therefore provably correct. 

At this point two cases have to be considered. Either this specification is the final desired 
result and no changes are needed. Then this specification can be transformed into correct code. 
Or the specification is an intermediate result. Then, next possible steps are a decomposition 
of the components into sets of smaller ones or an extension of the functionality. An extension 
begins with an informal description of the changed behaviour of the system or of one of its 
components. Typical extension tasks have the form "The following sequence of actions shall 
be possible, too". Here, the loop of the development from informal requirements to a verified 
specification begins again. This loop leads to an incremental design in which it is possible to 
start with the development of a very simple system and to finish with a complex specification 
of a distributed system. An overview of the method is presented in [13]. 

Another aim of this paper is to present how abstraction can be used to come from a formal 
support of a lower level protocol to a support for a more abstract protocol layer. 

After introducing the case study of this paper and the related standards which have to be sup
ported in section 2, we fix the essential requirements of our specification in section 3. Section 
4 subsequently illustrates the development of a small initial specification of the system in the 
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ProCoS specification language SL using a lower level protocol which in section 5 is stepwise 
extended to a more realistic system. The sections 6 and 7 extend the protocol specified so far 
with two higher abstraction levels. Section 7 includes the specification of an abstract confer
ence creation element which can be reused in several applications. Some conclusions and final 
remarks are stated in section 8. 

This paper is related to work on synthesis of systems [20] (see also the introduction of [5] 
for an overview). These approaches mainly support the development of asynchronous systems 
with their related problems like calculations w.r.t. the size of buffers. By contrast, the approach 
used here supports systems with synchronous communication. 

2 THE CASE STUDY 

We focus on the incremental development of a specification of a multi-user multimedia system 
in which several sites can be connected in one conference to exchange video, audio and data 
information. The necessary protocols are standardized by the ITU (International Telecommu
nication Union), but most parts of the protocols are only described in natural language. Some 
parts are formalized in SDL [I] but these specifications do not form an integral part of the stan
dards. Therefore it is a central goal of this paper to demonstrate how formal approaches can 
be combined with existing standards. It is shown in a bottom-up approach how the develop
ment of more abstract elements for the management of multi-user multimedia sessions can be 
developed on top of verified, more detailed protocols that are developed earlier. A bottom-up 
approach is chosen because usually industrial partners have a certain knowledge about the lower 
level protocols and this knowledge should be used as the initial state. 

2.1 A short introduction into the ITU T.120 standards 

At a slightly simplified abstract level a multipoint communication system can be considered 
as a system of n terminals connected by a distinguished component, a so-called Multipoint 
Communication Unit (abbreviated MCU). A set of physical point-to-point connections between 
the terminals and the MCU is mapped together in the MCU to form one logical multipoint 
connection. The MCU serves as an audio bridge, video- and data switch. Furthermore the MCU 
maintains the status of the multipoint call, i.e. the participants and the rights of the involved 
sites. 

The protocols which are necessary for communications between the components have to be 
standardized to guarantee interoperability between different providers. Standardized interfaces 
are also necessary for applications to guarantee that they can be used in different environments. 
A practically relevant proposal for such protocols is presented by the ITU-T in the T.120 series 
[6, 10]. An overview of the protocol stack is presented in figure 2. 

The T.120-protocols are applicable to a wide range of different networks, e.g. ISDN. PSDN 
or PSTN. Work is under way to support these protocols also for B-ISDN over ATM. The basic 
idea is always that a set of point -to-point transport connections is seamlessly mapped together 
to establish a (virtual) multipoint environment. 

The lowest multipoint layer (in which sets of point-to-point transport connections are mapped 
together) is the "Multipoint Communication Services" (MCS) layer defined in T.122ff.125 
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Generic Conference Control (GCC, T. t24) 

Multipoint Communication Service (MCS, T.122/125) 

Netwol1< Specific Transport Protocols (T.t23) 

Figure 2 Model of ITU-T T.l20 series recommendations 

which offers services primarily for the so called domain, channel and token management. A 
conference (or domain) consists of a set of multipoint channels for the exchange of data between 
the conference members. Each conference member can in general send and receive information 
on channels that he/she has joined. Each conference has a certain set of tokens which are used 
for the management of resources (e.g. "who is allowed to do what"). The MCS offers so-called 
MCS primitives, abbreviated as MCSPs, to use the services. 

On top of MCS resides the "Generic Conference Control" (GCC, defined in T.l24) which 
offers services for conference establishment and termination, conductorship, bandwidth control 
and so on. The GCC offers so-called GCC primitives, abbreviated as GCCPs, to use the services. 
GCCPs are mapped in the standards onto sequences of MCSPs. Certain other protocol packages 
that are of general interest - like packages for "Still Imaging" (SI) and "Multipoint Binary 
File Transfer" (MBFT) - are standardized. But it is also possible for users to develop their 
own non-standard application protocol entities that reside on top of MCS and/or GCC. End
user applications can be developed which only use services that are defined with these specific 
protocol entities. 
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Figure 3 Terminals are connected with a multipoint control unit 

A detailed process structure of the terminals and the MCU with providers for MCS and GCC 
primitives is presented in figure 3(a). Note that it is possible to connect several MCUs to describe 
one network. Such a description is omitted here because a decomposition of the MCU in a 
network of M CU s is possible in later steps. Terminal and application processes have to use the 
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MCSPs and GCCPs in order to communicate with other processes as it is illustrated in figure 3. 
Processes have to use GCCPs for any action w.r.t. the conference control. For other activities, 
they have to use MCSPs. 

Our aim is a specification of a communication platform for the development of reliable appli
cations which are built by using the protocols explained above. Therefore it is first necessary to 
develop a correct multipoint communication system based on MCSPs in a first phase and then 
to extend the system in a second phase in such a way that GCCPs are also supported. Finally, it 
should be possible to summarize GCCPs and MCSPs to so called Service Elements (abbreviated 
as SEs) [8] which can be used for the development of applications. These SEs can be used to 
construct applications in a more abstract way than with the primitives of GCC and MCS. 

The process structure and the three phases of the development which are sketched in this pa
per are described in figure 3(b). The MCS providers are combined in 3(b) to a single multipoint 
network which is responsible for the transmission of the MCSPs. 

3 FROM INFORMAL REQUIREMENTS TO FORMAL ONES 

A system or specification is called correct with respect to certain requirements, if it is verified 
that each requirement is satisfied. So, the most important part in a formal system development 
is the question of how to get the right initial set of formal requirements. 

The process of finding requirements, called requirement engineering (see also [17]), starts 
with an informal description of the structure and the functionality of the desired system. Any 
kind of description of the desired system ranging from oral descriptions to documents from 
related projects can be important. An intensive discussion is needed to come from an informal 
description to informal requirements. Informal requirements are simple sentences in a reduced 
natural language that can be understood by both customers and developers. These requirements 
shall give a description of the initial system that we have in mind as precisely as possible. They 
are developed by customer and developer together. 

For our example, a first architectural concept is fixed (see figure 3(b)). Then we choose a first 
set of requirements which focus on a single conference scenario. Requirements for other types 
of conferences can be added later. 

Examples for typical informal requirements are: 

• It is guaranteed that each site in the system can do its desired next action in a limited number 
of steps, i.e. the system is deadlock-free. 

• The conference can only be terminated by the convenor (i.e. the initiating site). 
• Each site can leave a conference at any time. 
• Each member of the conference has the possibility to invite other sites to join the conference. 
• Each site can create new conferences until a certain limit is reached. 
• Each member can convene new channels in active conferences until a certain limit is reached. 

These new channels can be used for subconferences. 

These requirements are formalized in our approach in trace logic [21]. Such a formalization 
and the verification that the requirements are fulfilled are omitted here and can be found in [14]. 



118 Part Two EDT-Application 

4 INITIAL SPECIFICATION 

Initially, we specify distributed systems using a parallel composition of non-terminating finite 

automata. Each component is given by one automaton with a designated initial state. A com

munication can only happen if it is possible as the next communication for both the sender 

component and the receiver component (fully synchronized communication). The automaton 

changes its state to the next state after performing a communication. 

The automata are composed with the following operators of process algebra (see e.g. CSP 

[9]): 

• alternative composition ( + ): a trace (a sequence of communications) is possible in an alter

native composition iff it is possible in one of the composed automata, 

• parallel composition Cll): the possibility of a trace in a parallel composition of two or more 

automata requires synchronization on common symbols, e.g. a.b II b.c = a.b.c, 

• interleaving Clll): a trace is possible in an interleaving of n automata iff it is a shuffle of traces 

each of which is possible in one of the automata. The difference between interleaving and 

parallel operator is that no synchronization has to take place, e.g. a.blllb.c = a.b.b.c+a.b.c.b+ 

b.a.b.c + b.a.c.b + b.c.a.b. 

The development of the specification for the exchange of MCSPs is divided into the following 

steps for the incremental development: 

1. A specification is developed which describes only the creation and termination of the confer

ence. This specification can be seen as a skeleton which is extended in the following steps. 

2. The allowed sequences for the conference extension are added. It will be possible to invite 

other sites to join the conference. 

3. The creation of subconferences with the introduction of new channels to the conference will 

be possible. 
4. Data can be sent and received on all conference channels. 

5. Tokens are introduced to the conference for the management of resources. 

6. The result of previous steps is specification in which each desired action (e.g. creation of a 

conference, convening a new channel, grabbing a token) is successful. This specification is 

then extended for unsuccessful actions. 

The first automaton resulting from step 1 is presented in figure 4 and describes a simple 

creation and termination of a conference for a terminal. Communications > c and c < denote 

inputs, communications c > and < c denote outputs. The other automata for the network and 

the MCU can be found in [14]. Note that this automaton describes only the possibility to con

nect terminals T; to the MCU and to terminate this connection without any further action. The 

suffixes of the communication denote the following: _rq for request, _id for indication, _rp for 

response, _c f for confirmation. 
The boxes in the figure denote the possibility of presenting complex automata in a more 

structured way. The contents of the boxes which is also presented in the figure have to be 

substituted in the main automaton. This structured presentation of automata is e.g. related to 

state-charts [7]. The different numbers of parameters of the box in the main automaton and in 

the detailed description of the box is explained later in this section. 
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Figure 4 Initial specification of a convener of a conference 
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The automaton called Establish[x, d]i denotes the main automaton of a terminal which es

tablishes a conference. The index i is used to describe that this automaton belongs toT;. Some 

additional variables are added for each automaton in square brackets to increase the expres

sive power of the automata. The names of the communications are extended with the following 

upper indices: 

x denotes the x-th active process ofT,, A site can participate in more than one conference at a 

time. The variable xis used to distinguish the different conferences inTi. The range of xis 
0 ::; x ::; maxproc where maxproc + 1 is the maximal number of active processes. 

d denotes the d-th active conference of the network. The range of d is 0 ::; d ::; maxconf 

where maxconf + 1 is the maximal number of active conferences. The variable d is used to 

distinguish the different conferences in the network. 
c denotes an MCS channel of the conference. Therefore ( d, c) can be seen as a unique identifier 

of a conference channel. There is a fixed maximal number of channels for each conference, 

the range of cis 0 :S c :':: maxchan' where maxchan + 1 is the maximal number of available 

channels in the conference d. 

The automaton which describes each possible way of establishing a conference forT; is given 

as follows: 

maxproc maXconf 

Ti = Ill Ill (Establish[x, d];) 
x:::::O d=O 

The initial communication for a new conference is con_iniLrq which is sent to the Net. 

This communication is forwarded to the MCU (con_iniLid, not visible here). Then the MCU 

is connected to the Net, a conference is created and a confirm communication (con_iniLcf) is 

sent to Ti. The subautomaton (or box) Connect[x, d, c]; describes that Ti asks (att_rq) for a so 
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called node/D channel which is a local channel that can only be joined by T;. This channel is 
used for the conference management w.r.t. T;. Terminal T; joins its nodeiD channel c and the 
conference broadcast channell (this channel is joined by each conference member, the name 1 
is given in the T.l20 standard) such that it is possible for T; to receive data on these channels. 
The name of the nodeiD channel cis chosen by the Net. Connecting[x, d]; can be described as 
the alternative composition of getting any possible nodeiD channel. 

maX chan 

Connect[x, d]; = + Connect[x, d, c]; 
c=O 

The conference termination is initiated with a data_term_rq communication of the confer-
ence convener. This communication is acknowledged by the network (data_term_ack_id). The 
network sends a udata_term_id to indicate that the conference is really terminated. This infor
mation is acknowledged by T; with a final discon_rq. 

Although finite automata are often powerful enough to describe the typical (i.e. regular) be
haviour of many communication protocols, in general complex distributed systems have to store 
and manipulate data. Therefore finite automata have to be extended with variables to get the ex
pressive power of Turing machines. 

The specification language SL developed in the project ProCoS [15] can be seen as such a 
language based on finite automata and extended with variables. These variables are manipulated 
by the execution of communications. A communication can happen only if a certain condition 
over the variables (the enable predicate) is fulfilled. After the execution of a communication a 
new condition (the effect predicate) is established. A communication can happen if and only if it 
is a next possible communication of the automata to which it belongs, and the enable predicate 
of this communication is fulfilled in each automaton to which it belongs. Thus, the automata 
describe supersets of possible traces which are further restricted by the enable predicates. 

The enable and effect predicates of a communication are summarized in a communication 
assertion of the following form, the part < comm_type > denotes whether the communication 
is an input or an output and the datatype of the transmitted value. 

com < communication_name >: < comm_type > 
when < enable_predicate > then< effect_predicate > 

Two typical examples of communication assertions are presented now. A variable procJ D 
is declared which contains all possible conference identifiers that can be chosen for new con
ferences. 

var proc_id of set Of O .. maXproc ini t {0, ... , TTWXproc} 

The initial communication is only possible if there is a free process identifier x. This identifier 
is then removed from the set of usable identifiers. Primed variables refer to the values of the 
variables after the execution (like in Z [18]), e.g. the effect predicate (y f 0 -+ x' = x + 2) 1\ 

(y = 0 -+ x' = x) specifies that the value of x is incremented by 2 if y is not equal to 0, 
otherwise the value of x is not changed. 

com con_iniLrqf: output of signal 
when x E proc_id 
then procid' = proc_id - { x} 

Enable and effect predicates can be abbreviated as so called state transformers. An example 
is remove_Processl dentifier(x) == proc_id' = proc_id- { x }. The advantages of such a 
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structured representation of the communication assertions are that the state transformers can be 

reused in other communication assertions and that the names can present an intuitive description 

of the intended behaviour. 
The process identifier returns to the set of free process identifiers after the last communication 

of the conference. The information for this conference is then erased. 

com discon.rqf'd: output of signal 
then add_Processldentifier(x) 1\ reseLconference(x) 

It is then verified for the parallel composition of the first specifications by a combination of 

a model checking algorithm and invariant proofs for SL that some of the formalized require

ments like deadlock-freedom are fulfilled [14]. The specification has to be extended such that 

all requirements are fulfilled. 

5 STEPWISE EXTENSION OF THE INITIAL SPECIFICATION 

As mentioned in the introduction, the basic idea of an incremental development technique is to 

come from small systems by the application of extension rules to larger systems. By extension 
we mean that new functionalities (e.g. new services) are added to the system. We stipulate that 

each new functionality can be described by a trace which denotes the sequence of communi

cations that shall also be possible in a certain state of the system. The application of extension 

rules guarantee that this trace is indeed possible and that no deadlock occurs in the extended 

system 

(a) an initial process 
for the extension is 
chosen 

(b) the connected 
processes are 
extended 

(c) finally, each 
process is 
extended 

Explanation: 

0: process which is 
not considered 
yet 

~:process for which 
the necessary 
extensions are 
calculated now 

• :process which 
is extended 

Figure 5 Stepwise extension of a distributed system with new functionality 

The extension rules are based on an extension algorithm which works as follows. A deadlock

free system, a sequence of communications which shall be possible and an initial state in a 

component (e.g. P4 in figure 5(a)) in which the sequence shall start are given. It is calculated in 

the next step which states are influenced in each component that is connected via a channel with 

the first extended component (figure 5(a), P3 and P6 ). If a state of a component can be reached 

in the parallel composition together with the initial state then such a state is called influenced. 

In the following steps it is calculated which states are influenced in the other components that 

are connected with the already observed components (figure 5(b)). Finally (figure 5(c)), the 

influenced states are calculated for each component and the parts of the trace which are relevant 
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for each component are added in these states. The final state of the extensions can be any 
reachable global state of the parallel composition. 

It is shown in [12] that a system extended in such a way is deadlock-free again and that the 

added trace is possible when the initial state of the extension is reached. Note that the sketched 
extension steps need no knowledge about the global state space, only informations w.r.t. pairs 

of connected components are required. 
The property of deadlock-freedom is emphasized for the extension rules because it is in gen

eral difficult to prove and, once it is guaranteed the developer can concentrate on the real tasks, 

i.e. obtaining the desired functionality of the system. 

The MCSPs for the extension of a conference (inviting other sites), sites leaving a conference, 
and the management of conference channels are added now. A new subautomaton ActiveE is 

added in the automaton. This subautomaton formalizes all activities during an active conference. 
The resulting automata are presented in figure 6. 
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Figure 6 Extension of the specification with the possibility to invite other sites to join the 
conference and the management of conference channels 

The most interesting extension is the possibility for each conference member to invite other 
parties to join the conference. Such an invitation is started with an add-request (data_add_rq) 
which is sent through the Net to the MCU. Then, the MCU invites the desired site to join the 

conference. Finally, a data_add_cf is sent to the inviting site. 
A communication data_new_rq is used to announce that something has changed at the site 

(e.g. an additional medium is available). This information is received by all conference members 
(udata_new_id) including the original sender. If a previously invited site leaves a conference 

then each member of the conference is informed by the Net (deLi d). 
During an active conference it is possible for each member to create new channels. The 

creator of a channel can ask other conference members to join the channel, can expel members 
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and can disband the channel. Members which have joined the channel can leave this channel at 
any time. It is possible to create subconferences in such a way. 

The automata are composed in the following way. The set I denotes the set of indices of all 
possible members including the MCU (I = {1, ... , n} U { mcu} ). 

ActiveE[x, d]; = ( + Invite [x, d,j];) + Confjoined[x, d, j]; 
;=l,;t• 

n maxchan 
+( + Detached[x, d,j];) + Conference_!nfo[x , d]; + ( + Convene[x , d, c];) 

j=l,j;f• c=O 
maXchan maXchan maxchan 

+( + Join[x,d,c];)+( + Leave[x,d,c];)+( + . + Expel[x , d, c,j];) 
c= O c=O c=O ; El, j;fl 

maxchan maxchan 
+( + + Expelled[x,d,c,j]; )+ ( + Disband(x ,d,c];) 

c=O jEI,j;fi c=O 
maxcho.n maXchan 

+( + Disbanded[x, d, c];) + ( + + Admit[x, d, c, j];) 
c= O c=O jEI,j;fi 

maxchan 
+( + + Admitted[x, d, c, j];) 

c= O jEl,jti 

The new possible traces are added step by step using the extension approach explained before. 
Therefore it is guaranteed that the new specification is also deadlock free. It is shown in [ 14] that 
the proofs for unchanged requirements can be extended, it is e.g. possible to reuse information 
which was produced by the mentioned model checking algorithm. New proofs have to be done 
only for added requirements. 
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Figure 7 Extension of the specification with possible negative responses 

The extensions of the specification with the MCSPs for the token management and the trans
mission of data are performed in a similar way. They can be found in [ 14]. 

It is assumed for the previous specifications that each action is successful. This assumption is 
dropped now. Negative responses and confirmation messages with the suffixes _rpn and _cfn 
shall be possible. Suffixes _rp and _cf belong to positive actions. New requirements are added 
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Table 1 Supported GCC primitives 

name of the GCC Primitive abbreviation request indication response confirm 
informal semantics 

GCC-Conference-Create GCCconf _create + + + + 
used to create new conferences 

GCC-Conference-Add GCCconf _add + + + + 
used to to ask the MCU to invite another site 

GCC-Conference-Invite GCCconf _invite + + + + 
used by the MCU to invite other sites 

GCC-Conference-Disconnect GCCconf _discon + + + 
used to leave an ongoing conference 

GCC-Conference-Terminate GCCconf _term + + + 
used to terminate a conference 

that denote in which cases negative responses are possible. Figure 7 presents the resulting ex
tensions. An example of an added communication assertion is the following assertion which 
describes the behaviour in the case where the conference creation was rejected (enable predi
cates true can be be omitted). 

com con_iniLcfn~'d: input of reason 
then add_Processl dentifier(x) 

The extension technique can be applied for each desired extension. Therefore it is possible to 
come to a specification which includes all desired traces w.r.t. the MCSPs. 

6 INTRODUCTION OF MORE ABSTRACT PRIMITIVES 

Until now each activity is formalized in terms of sequences of MCSPs. Many MCSPs are nec
essary to describe simple actions like the creation of a conference and many of these activities 
happen again and again. Therefore it is a good idea to introduce more abstract service primi
tives that comprise sets of MCSPs. This is done in the GCC protocol defined in T.124 with the 
GCCPs. It encompasses functions such as conference establishment and termination, managing 
the roster of nodes participating in a conference, managing the roster of applications and their 
capabilities, coordination of conference conductorship, as well as other functions. 

We use the informal textual descriptions of the GCCPs in the standard T.124 to identify the 
states in which extensions are needed to support the GCC primitives. The supported GCC prim
itives and their abbreviations are presented in table 1. It is also shown what kinds of primitives 
(request, indication, response, confirm) are supported. We follow the approach to the decom
position of a specification as described in [ 11, 13] and introduce local communications, i.e. 
communications which only belong to one automaton and do note need synchronization with 
other automata. These communications will be the interface to the new processes. 

The GCC primitives of table 1 are added in figure 8. The subautomata w.r.t. the channel man-
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Figure 8 Terminal automaton extended with GCCPs 

agement are omitted because they are not changed. Another extension rule which is explained 

in [11, 13] and preserves deadlock freedom is applied several times. 

7 SERVICE DEVELOPMENT WITH ABSTRACT PRIMITIVES 

The aim of this section is to develop a first service element (abbreviated SE) for application 

protocols based on GCC and MCS primitives. SEs summarize sequences of GCC and MCS 

primitives to more abstract actions which can be used in application protocols. The motivation 

is that it should not be necessary for a developer of new services to describe similar activities 

again and again. SEs describe e.g. the creation of a new subconference with a fixed number of 

channels or guarantee that certain actions at certain sites are synchronized. Therefore it is also 

possible to call an SE in another sense a module or procedure of a programming language which 

can be reused (called several times) in applications. 
The idea of summarizing possible actions of a system at the lower level of abstraction to 

one action at the higher level is established in many different areas like the ISO-OSI reference 

model. 

GCC_conf_create_ctn 

j GCC_conf_add_cfn 

/Gcc_conf_term_rq> I GCC coni term ck 

GCC_conf_term_id< 

GCC_conf_add_rq> 

GCC_conf_discon_id< GCC_conf_discon_id< 

GCC_conf_add_cf< 

Figure 9 Possible sequences of GCCPs for terminals 



126 Part Two FDT-Application 

To obtain the information about possible sequences of GCC primitives, the information about 
possible MCS primitives is hidden in the automata presented so far. The final result for a termi
nal is described in figure 9. There are special black states "•" in the figure that denote states in 
which it is possible to send and receive MCS primitives. 

We can use the summary presented in figure 9 to determine the possible sequences 
of GCC primitives. It is e.g. possible to calculate whether a SE describes incorrect 
(impossible) sequences of GCC primitives. One example for an impossible trace is 
GCCconLcreate_rq.GCCconLterm_rq because if we look at the automaton in figure 9 then 
we can observe that there has to be at least a communication GCCconf _create_cf between 
these two communications. 

The automata can also be used to observe that GCC primitives which belong to the same 
"action" (e.g.: GCCconf _add_rq, GCCconf _add_cf) can be interrupted by GCC primitives from 
other actions like GCCconf _discon_id. 

The automaton in figure 9 can be used for the development of an SE in the following way: 

I. An informal description of the new SE is given. This informal description is translated into 
a first set of informal requirements. 

2. These informal requirements are formalized. 
3. A first specification of the new SE is written. It is checked whether the described sequences 

are possible in the automata presented in figure 9. If impossible traces are specified then a 
new specification has to be developed. 

4. Figure 9 is also used to determine whether the specification is complete or not. It is checked 
whether all possible inputs in all possible states are taken into account. 
If this is not the case then the informal requirements are extended and the next loop of the 
incremental development begins in step I. If all inputs are considered then the following step 
is executed. 

5. Verify that the specified SE fulfils the formal requirements. 

7.1 A service element for the creation of a new conference 

The following text describes the development of an SE for the creation of a new conference: 
It is assumed that the new SE is initiated with a communication createf1 which is sent by an 
application at site i to create a conference with the initial set M of conference members. A 
communication created; is used to indicate that the SE is terminated. 

The automaton for the first specification of the SE for the conference creation is given in 
figure IO(a) (some parameters are omitted, they can be taken from the communication assertions 
in [14]). 

If we look at the automaton in figure IO(a) and at the automaton in figure 9 then we can 
observe that in many states other communications are possible and therefore more design deci
sions have to be made. The following questions have to be answered: 

• What happens if an invited site is not reachable? 
• What happens if an already connected site disconnects during the execution of the SE? 
• What happens if an already connected site sends data or other information during the exe

cution of the SE (note that black states in which MCS primitives may arrive are visited in 
figure IO(a))? 
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(a) Initial specification of a SE for a conference creation (b) Completed specification of the same SE 

Figure 10 Development of a SE for the creation of a conference 

We choose the following solution. The first two questions are answered in the following way: 
there is an output parameter N for the SE which describes the set of all sites that are really in 
the conference after the execution of the SE. Information which arrives during the execution of 
the SE is stored in a buffer which is the second output parameter B. Incoming communications 
which need an answer get automatically a negative response. The extended automaton of the 
specification is presented in figure IO(b ). 

8 CONCLUSIONS AND FINAL REMARKS 

A quite complex layered specification of a protocol for a multi-user multimedia system was 
developed in the previous sections. The incremental development technique explained in [11, 
12, 13] is applied to expand a small initial specification to a complex specification in the final 
section. It is shown in [14] how informal requirements are formalized and how it is possible to 
change and add requirements in later development steps. The incremental development supports 
the idea that not all requirements can be known at the initial state of the development. Because 
of the formal background each step leads to a verified specification. It is possible to reuse 
specifications and parts of the verification of requirements that are changed only slightly or not 
changed at all in the development. 

Another result of this case study is that protocols described in natural language in the stan
dards are formalized. Several cases were detected in which the informal standards do not offer 
a unique description of the desired sequences of possible communications. The problem is that 
in the standards only typical sequences of communications w.r.t. one action like the conference 
creation are described and that the interaction of several actions is not explicitly solved. 

Our case studies show that formal methods of ProCoS and CoCoN are suitable for problems 
from the telecommunications area. Experiences of academic case studies [16] can be scaled up 
to industrial-size problems. Nevertheless further research is needed to complete each part of 
our method, e.g. the idea of reusing proofs which are produced by a combination of a model 
checking algorithm and an interactive theorem prover has to be studied in more detail. The de
velopment of tools to support the verification that requirements are fulfilled and for the support 
of the incremental development by a designer is in progress. Case studies in other application 
areas are under development. 
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