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Abstract 
This paper studies the problem of testing concurrent systems as blackboxes described in 
asynchronous Communicating Finite State Machines. We present an approach to derive 
test cases in a succinct and formal way for the concurrent systems. The approacn avoids the 
state space explosion problem by introducing a causality relation model to express true 
concurrency. A new test architecture for executing the test suite is also described. 
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1 INTRODUCTION 

Concurrent behavior of a distributed system is difficult to specify and analyze. In order to 
specify the concurrent behavior of communication protocols and services in a distributed 
system, formal description techniques such as Communicating Finite State Machines 
(CFSMs), Estelle, SDL, LOTOS, and others have been developed. These techniques allow 
interactions among multiple machines (or modules or processes) to be specified. In order to 
increase confidence in protocol products made according to international standards, various 
protocol (conformance and interoperability) testing methods have been developed and 
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applied. In the ISO confonnance testing methodology, an Implementation Under Test (lUT) 
is viewed as a blackbox for testing purposes (ISO, 1994). Up until now, most work on 
automatic test case generation has been focused on single machine specifications even 
though the implementation may consist of multiple machines. Typically, a preprocessing 
stage is used to translate the multiple machines into a single system in order to obtain a 
specification with sequential behavior because we have a variety of testing methods for 
sequential systems and understand sequential behavior better. In this stage, the "state space 
explosion" problem often occurs. 

In this paper, we present a succinct and fonnal methodology using true concurrency for 
generating test cases from a concurrent system described as asynchronous CFSMs and then 
applying the test cases to the concurrent system. Briefly speaking, the approach is to adopt 
techniques for distributed systems and apply them into protocol confonnance testing on a 
concurrent system. The difficulty in testing a concurrent system is occurred by intentional 
nondeterminism existing in the specification and unintentional nondeterminism either 
arising from the concurrent environment or due to the blackbox approach (Kim, 1995). Our 
work is to deal with the unintentional nondetenninism in asynchronous CFSMs. 

Related papers exist in the software engineering field such as (Young, 1988, Taylor, 
1992, Tai, 1995). In the protocol engineering area, there are a few papers such as (Araka 
,1991, Lee, 1993, Caval, 1994, Luo 1994, Ulric 1995). Our work is different from the 
existing work from the fact that our work aims at testing asynchronous CFSMs as treating 
them blackboxes and is a non-heuristic approach using a true concurrency model. It is an 
effort for coping with inherently difficult issues in testing a concurrent system. 

The rest of the paper is organized as follows; Section 2 surveys some related work and 
Section 3 summarizes logical clocks (Lampo, 1978, Rayna, 1992a) for maximizing 
concurrency which is a crucial step in testing concurrent systems. Section 4 presents the 
model we propose. In addition, test case generation as well as application of the model is 
described. The section also gives definitions such as Observability Rate and Controllability 
Rate. Finally Section 5 concludes the paper. 

2 RELATED WORK 

Our work aims at testing asynchronous CFSMs which are treated as blackboxes. We 
provide a non-heuristic approach which uses a true concurrency model. By comparison, 
most of the existing work in software engineering such as (Young, 1988, Taylor, 1992, Tai, 
1995) is based on synchronous communicating programs where the internal codes are 
accessible (whitebox approach). 

The area of protocol testing has more similarity to our work, thus the following is a brief 
survey of some related papers on testing concurrent systems in protocol testing. (Araka, 
1991) proposes a test case generation method for concurrent programs as a blackbox. They 
generate the control flow graph representing the global behavior of a given concurrent 
program and then apply conventional test case generation methods on the control flow 
graph. To avoid state space explosion, blackbox equivalence between system behavior is 
introduced. The approach is a modified technique from (Kajiw, 1985), and works for 
asynchronous CFSMs as blackboxes. However, the method is not fonnally presented. 

Lee et. al (Lee, 1993) present an approach for conformance testing of protocols specified 
as a collection of synchronous CFSMs. The approach has two parts: pruning and a guided 
random walk procedure. This allows some parts of the behavior space to be removed from 
consideration. Also, the model is based on interleaving in order to explore the state space. 
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(Caval, 1994) presents a test sequence generation method based on Unique Input/Output 
sequences and signatures in a framework which allows conformance test sequences to be 
obtained from LOTOS specifications. The model is for synchronous communicating 
systems. 

Luo et al. (Luo, 1994) present a model of generating test sequences for concurrent 
systems and communication protocol model as communicating nondeterministic finite state 
machines (CNFSMs) . After CNFSMs are transformed into a single nondeterministic finite 
state machine (NFSM) by reachability analysis, test sequences are generated from the 
resulting NFSM using the generalized Wp-method. The approach meets the state space 
explosion problem easily because it adopts the reachability analysis in the transformation 
phase. 

In (Ulric, 1995), an approach to deriving a concurrent transition tour as a test suite from 
multi-module specifications described by a restricted class of Calculus of Communicating 
Systems is presented. This approach avoids the state space explosion problem by 
introducing a true concurrency model. Thus this model is for synchronous communicating 
systems and uses some heuristics in terms of the order of composition. 

The work in (Verha, 1992) shows that test cases generated using algorithms for 
synchronous communication can not be used for asynchronous systems. Thus, our work is 
different from all of work listed above in a sense that our work aims at testing 
asynchronous CFSMs as treating them blackboxes and is a non·heuristic approach using a 
true concurrency model. 

3 BACKGROUND: LOGICAL CLOCKS AND MAXIMIZING 
CONCURRENCY 

Since Lamport's pioneering work (Lampo, 1978), there has been considerable research on 
concurrency, logical clocks and global states for distributed systems (Fidge, 1991, Matte, 
1988, Charr, 1989, Rayna, 1992a, Rayna, 1992b, Kim, 1993). The logical clock is used to 
determine whether or not two events are concurrent. The concurrency relation is then used 
to compute global states. 

Given a complete specification, causality relationship of events may be obtained readily 
using a concurrency model (Kim, 1993). Here, we adopt logical clocks (Lampo, 1978, 
Rayna, 1992a) to incorporate the duration of an operation in the model even though the 
causality relation is known and does not have to be computed on-the-fly. The purpose is to 
handle unintentional nondeterminism either arising in the concurrent environment or due to 
the blackbox approach in asynchronous CFSMs. 

3.1 Logical clocks 

Lamport showed that distributed asynchronous executions may be characterized by a 
partial order relation on the events produced. The relation, called the causality relation (or 
happened before relation) and denoted by -+, is defined in the following way (Lampo, 
1978). Let E be a set of events produced by the execution of a distributed system. For e, e', 
enE E, e -+ e' holds if 
I. e and e' are events in the same process and e precedes e', 
2. e is a send event and e' is the corresponding receive event, or 
3. there exists en such that e -+ en and en -+ e'. 
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Two events e and e' are said to be causally related if e ~ e' or e' ~ e holds. If neither e 
~ e' nor e' ~ e holds, these events are concurrent (or mutually independent), denoted by e 
lie'. 

According to the above principles, a number of timestamping mechanisms are devised 
such as linear time, vector time, and matrix time (Rayna, 92a). Linear time Cj associated 
with process Ph for example, can be computed as follows: 
• When Pj executes an internal event or a send event, the time is computed by Cj == Cj + d. 

In case of a send event, the message carries the updated Cj value as the timestamp. 
• When Pj executes a receive event where the message contains timestamp ts, the time is 

computed by Cj == max (Ch ts) + d. 
The value d represents the duration of the corresponding operation. 

In case of vector time (Fidge, 91, Matte, 1988), the logical global time represented by an 
n-dimensional vector vtj[l..n] is associated with each process Pj where n is the number of 
counters which is equal to the number of processes. The vector vtj[j] denotes the j-th 
counter maintained by process Pj. All values in vtj[I .. n] are initialized to zero. The principle 
of the technique is the following: 
• When Pj executes an internal event, vtj is advanced by setting vtj[i] := vtj[i] + d. 
• When Pj executes a send event, vtj is advanced by setting vtj[i] := vtj[i] + d. The 

message carries the updated vtj value. 
• When Pj executes a receive event and reads a message containing vtj, vtj is advanced by 

setting vtj[k] : = max(vtj[k], vtj[k)), 1 :0::; k :0::; n, and then vtj[i] := vt;[i] + d. 

If event x at site j and event y at site j are timestamped respectively by vh and vk, we 
have: 

x ~ Y if and only if (vh[i] :0::; vk[i] and vh[j] < vkUD ----. (I) 
x II y if and only if vh[i] > vk[i] and vh[j] < vkUJ ..... (2) 

A computation may be graphically displayed in a time-event sequence diagram, such as 
the one shown in Figure I. The origin of an arrow represents a send event and the head of 
an arrow indicates a receive event. Figure 1 shows an example of vector clocks progress 
with the value d = I. The values of vt are represented by (i/, i2, i3). 

PI P2 p) 

(\ ,0,0) -a 

(2,0,0) -b 

(3,0 ,0) -c 

(4,3,3) +f 

Figure 1 A computation. 

(2,0,1) 

-tc (3,0,2) 

(3,0,3) 

+g (3,4,4) 
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Using (I) and (2) given above, we can decide whether two events are concurrent or not. 
For example, event '-b' precedes event '+b' and '+c' because of (1) and event '-b' and 
'+a' are concurrent because of (2). Also note that not only are '-b' and '+a' concurrent 
because of (2) but '+a' and '-c' are also concurrent by (2) event though '-b -7 -c' . 

3.2 Maximizing concurrency 

Any analysis technique should be independent of real time effects, such as system load and 
processor speed. To abstract away from any particular machine executing a distributed 
program, we assume that each event consumes approximately the multiple amount of a 
time unit. By the assumption, we can set durations of events to any integer numbers. These 
assumptions can be achieved by adjusting the granularity of the events. Such an approach 
allows us to precisely characterize the causality constraints inherent within a distributed 
computation without being bothered by the perturbations caused by a given 
implementation. 

In the model given in (Rayna, 1992b), the execution time based on time units can be 
computed using linear logical time described in the previous section. For simplicity, we 
further assume that the duration of each event is a unit time. Based on this, we draw a time
event sequence diagram by aligning all events with the same logical time represented by the 
same dotted row, as shown in Figure 2. Those events are concurrent ones which can be 
represented by 'II' relation defined in previous section. Then, the time-event sequence 
diagram for a given computation is unique and minimal in terms of the number of time 
units (Rayna, 1992b). In the figure, synchronization delays represented by circles occur 
where events are not produced by processes. 

For example, the linear logical time of event '-e' is '5'. In Figure 2, the logical time of 
every event is increased by 'J' and every event is aligned with respect to the logical time for 
later usage. 

(1,0,0) -a 

(2,0,0) -b 

(3,0,0) -c 

(4,3,3) +f 

(3,4,3) 

Figure 2 A computation with linear logical clock. 

+b (2,0,1) 

+c (3,0,2) 
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4 FORMAL MODEL 

In this section, we propose a model to derive test cases from a concurrent system in a 
succinct and formal way. The concurrent system is represented in asynchronous CFSMs 
and treated as blackboxes. 

4.1 System modeling 

A concurrent system consists of a number of sequential systems. Each sequential system is 
modeled as a Finite State Machine (FSM). The environment (e.g. , operators, testers, and/or 
subsystems which are not under test) of a concurrent system is also modeled in term of 
FSMs. It is assumed that there is no global physical clock; that is, the system model is 
asynchronous. FSMs exchange messages to communicate and synchronize with each 
other. The underlying message passing system provides asynchronous communication and 
is assumed to be reliable; that is, there is no message loss, distortion or duplication. 

An event is the atomic execution of an operation within a system. There are three types of 
events: 
• Internal event which models the execution of an internal operation of an FSM. 
• Send event which models a message send operation of an FSM. 
• Receive event which models a message receive operation of an FSM. 

We assume that a concurrent system consists of subsystems with no access to global 
variables. Thus, there are no dataraces in this model. Also each subsystem is assumed to be 
a blackbox. Therefore, only communication events such as message send and receive 
events are considered. Also a send (or receive) event takes a logical unit time as we 
assumed in Section 3. 
Definition 1: A Global Event (GE) is defined as a set of events occurred at the same time 
in all FSMs of a concurrent system. Namely, GE = (e), .. . , e;, . . . , en) where I ::; i ::; n, n is 
equal to the number of FSMs, and ej is an event of i-th FSM. 

An element, ej, of GE is null if i-th FSM is idle. Note that GE does not include the state of 
queues because events are external behavior abstracted away from internal behavior such 
as queue operations. 

The GE consists of send and/or receive events of one or more subsystem because we 
allow true concurrency. A true concurrency can be expressed using a causality relation 
model. The causality relation model provides an answer to the question whether events 
occur independently (Visse, 1990). In order to verify the behavior of a concurrent system, 
techniques commonly employed are based upon interleaving of actions among subsystems 
in the concurrent system, thereby leading to state space explosion when the number of 
subsystems is large. In fact, we really do not need interleaving for those concurrent actions 
which do not affect each other (e.g., via datarace). It is possible to use a causality relation 
model to express true concurrency instead of using interleaving in order to test concurrent 
systems. We propose an approach to test concurrent behavior as it is. 

4.2 Generation of Concurrent Paths 

For simplicity, we shall consider the second visit to the initial state of an FSM as 
termination. A path is a sequence of events performed by the FSM starting and ending at 
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the same initial state in a nonnal case. From the paths obtained from enumeration every 
possible path of an FSM, we select a set of paths among the FSMs communicating with 
one another. For the set of paths, we can make a vector of matching event sequences (in a 
path) ordered with respect to each FSM. 
Definition 2: Path[i] is a set of event sequences, tours, that can be perfonned by i-th FSM, 
i.e. Path[i]= {Tour(i, I), ... , Tour(i,y), ... } where Tour(i,y) is y-th tour and is denoted by e l 

~ e2 ~ . .. ~ em ... ~ eM for some natural number M. 

Definition 3: A Concurrent Path (CP) is a tour (or event sequence) vector among FSMs. 
Namely, CPk = <'four(1,x), ... , Tour(i,y), ... , Tour(n,z» where I ~ i ~ n, n is equal to 
the number of FSMs, and k, x, y and Z are some natural numbers. 

CPs are obtained from Path I x ... x Path j x ... x Path. where the operator 'x' is the 
Cartesian product such that a send event is matched to its receive event in chronological 
order in every tour of Paths in FSMs. 

An element, Tour(i,y), of CP is null if i-th FSM is idle. If there is no CP, k in Definition 3 
becomes '0' . The meaning ofCP is the same as Multi/ague in (Araka, 1991, Kajiw, 1985). 

The CP begins with the initial state and ends with a node which is not the initial node if 
there is a deadend such as deadlock, unspecified reception, and so forth. In this case, CP 
could contain some unpaired messages. If there is no deadend, the CP eventually returns to 
the initial state. 

+g 

+f -g 

Figure 3 Example of a concurrent system. 

For the example shown in Figure 3 which was adopted from (Kajiw, 1985), we can 
generate a set of individual Paths as follows: 
Path[l] = {Tour(I,I), Tour(I ,2)} 

= {-a ~ -b ~ +c ~ -d ~ +f , -a ~ -b ~ -c ~ +f} 
Path[2] = (Tour(2, I), Tour(2,2)} 

={+a~+d~ -f ~ -g,+a~+e~-f~-g} 

Path[3] = (Tour(3, I), Tour(3,2)} 
=(+b~ +c~ -e~+g,+b~-c~+g) 
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The cross product of three paths and two tours per path gives eight concurrent paths. Let 
<x, y, z> represent a CP consisting of <Tour(I,x), Tour(2,y), Tour(3,z» and 'Combij 
mean the i-th combination of tours among paths. From this, we can obtain eight 
combinations: 
Combi_1 = <1, I, 1> = CP3 
Combi_2 = <I, 1,2> = CP. 
Combi_3 = <1, 2, 1> = CP3 
Combi_ 4 = <I, 2, 2> = CPs 
Combi_5 = <2, 1, 1> = CP6 

Combi_6 = <2, 1, 2> = CP4 
Combi_7 = <2, 2, 1> = CP2 

CombL8 = <2, 2, 2> = CP4 
CP. = <-a --7 -b --7 +c --7 -d --7 +f , +a --7 +d --7 -f --7 -g, +b --7 -c --7 +g> 
CP2 = <-a --7 -b --7 -c --7 +f, +a --7 +e --7 -f --7 -g, +b --t +c --7 -e --7 +g> 
CP3 = <-a --7 -b --7 +c, +a --7 +e, +b --7 +c> 
CP4 = <-a --t -b --7 -c --t +f, +a --7 +d, +b --7 -c --t +g> 
~=~--7~--7~--7~--7~~--7~~--7-c--t~ 

CP6 = <-a --7 -b --7 -c --7 +f, +a --7 +d, +b --t +c --t -e --t +g > 

Note that CP3, CP4, CPs, and CP6 reach deadends because these CPs do not end with the 
initial node. 

Let us look at the traditional reachability analysis. It can be considered that the analysis 
consists of two levels of enumeration on: 
1. paths among FSMs, 
2. and events among the paths obtained. 

Level 1 of enumeration in the traditional reachability analysis corresponds to the 
computation of CPs defined in Definition 3. In this level, we may encounter "state space 
explosion" which is not handled in this paper. The next step is trying to solve the "state 
space explosion" occurring in events enumeration (in level 2) among the paths obtained. 
Traditional reachability analysis enumerates one path out of a set of system (or FSM) 
interactions based on interleaving of events and each of which is tested individually. In this 
way, the global state space grows rapidly as the number and the complexity of the 
subsystems increase. 

Furthermore, loops in a path could also lead to state space explosion since the potential 
number of distinct paths is infinite. Practically we can limit the number of times a loop is 
traversed. 

4.3 Generation of Minimal Causality Path 

Let's enumerate every possible event sequence by interleaving satisfying the following 
Concurrent Path: 
CP2 = <-a --7 -b --7 -C--7 +f, +a --7 +e --7 -f --7 -g, +b --t +c --7 -e --7 +g>. 

In the CP, there are constraints imposed by causal relationships among the events. These 
consists of two kinds: ordering imposed by event sequences in CP and ordering imposed by 
matching send and receive events. So far in CP2, we have the following constraints of the 
first kind: 
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• -a ~ -b ~ -c~ +f, 
• +a ~ +e ~ -f ~ -g, and 
• +b ~ +c ~ -e ~ +g. 

The constraints of the second kind are: -a ~ +a, -b ~ +b, -c ~ +c, -e ~ +e, -f ~ +f, 
and -g ~ +g. 

For CP2, we can obtain event sequences satisfying the above constraints in a standard 
way using reachability tree. In Figure 4, notation (x, y, z) means a global state where x, y 
and z ofP" Pz and P3, respectively, are integers representing sequential order which is the 
same value of 'm' in Definition 2. The initial global state is (0, 0, 0) and the final one is (4, 
4,4) in this example. In the left side of the tree, we have three event sequences ending with 
(4, 4, 4). Thus, there is a rectangle containing '3' . A leaf node with a circle denotes a 
transition to an intermediate node having the same global state as the leaf node. We have 36 
event sequences in total as the result of summing up the values inside the rectangles. 

Now let us construct a minimal length time-event sequence diagram to represent the 
above causal relationships. 
Definition 4: A Minimal Causality Path (MCP) corresponding to a CP is a minimal length 
of Global Event sequences. 

Minimal Causality Paths can be obtained in the same way that outlined in Seetion 3.2 . 
The way is to calculate the linear logical time of events in a CP, and then obtain GEs for 
each logical time by coHeeting all events having the same logical time. Then MCP is a 
sequence of GEs aligned in the increasing order of logical time. For CPz, we obtain an 
MCP corresponding to Figure 2. If we attach an identifier of FSM to an event as a suffix in 
case of causing ambiguity, then 

MCPz = -a ~ (-b, +a) ~ (-c" +b) ~ +C3 ~ -e ~ +e ~ -f ~ (+f, -g) ~+g. 

In the same way, we can obtain MCPs corresponding to CPs as foHows : 
MCP, = -a ~ (-b, +a) ~ +b ~ -C3 ~ +c, ~ -d ~ +d ~ -f ~ (+f, -g) ~+g. 

MCP3 = -a ~ (-b, +a) -4 +b. 
MCP4 = -a ~ (-b, +a) ~ (-c" +b) ~ -C3. 
MCPs = -a -4 (-b, +a) ~ +b ~ -C3 -4 +c, -4 -d. 
MCP6 = -a -4 (-b, +a) ~ (-c" +b) ~ +c3 ~ -e. 

The notation (-b, +a) means that the two events occurred concurrently or mutually 
independently. Therefore, the order of occurrences of the two events does not matter. In 
addition, event '+a' could have occurred in the following circles spaced by synchronization 
delays in Figure 2 if a unit time assumption is relaxed to any natural numbers. In other 
words, event '+a' is concurrent with events such as '-b ' , '+b', '-c', '+c', and '-e' which 
could be aligned with event '+a' itself and the synchronization delays of event '+a' in 
Figure 2. 

4.4 Generation of Combined Minimal Causality Path 

Combined Minimal Causality Path (CMCP) is a global event-sequence diagram such that 
each of its paths is associated with a corresponding MCP. A CMCP is generated so that 
each global transition is associated with a set of events, which can be implemented 
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Figure 4 Generation of event sequences using reachability tree. 

in parallel at the starting global state. Figure 5 shows the CMCP for the functional 
specification of Figure 3. The CMCP includes four MCP's described in Section 4.3. Four 
filled circles with the number i showing MCPi in Figure 5 represent deadlocks. 

The CMCP analysis is equivalent to the conventional reachability tree analysis while the 
computation times are enormously reduced. In order to measure the extent of reduction in 
our approach over the conventional way, let us show how many event sequences are 
represented by CPs. Using the same way that we obtained 36 event sequences for CP2, we 
have 18,3,15,6 and 12 event sequences for CPI , CP3, CP4, CP5, and CP6, respectively. 
On the whole, the six CPs represent 90 event sequences. A CP is equivalent to an MCP 
under the assumption of unit logical time. If the number and the complexity of subsystems 
increase, the saving of testing effort becomes tremendous. For instance, 6 CPs represent 
over 10,000 event sequences in the example in (Kajiw, 1985) dealing with a concurrent 
system (modeled as CFSMs) consisting of two processors and two terminals of which 
numbers of states are 26, 14, 17 and 7 respectively. 
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I Start 
-a 

(-b, +a) 
3. +b 

E +6 ~, +b) 

5 

6 

Start 

Figure 5 CMCP of the concurrent system in Figure 3. 

4.5 Test cases generation and application 

Test cases for a concurrent system are generated based on a specific test architecture. We 
view a concurrent system as a closed system which includes subsystems, the environment 
and operators if any. We assume that the external behavior of each subsystem in the 
concurrent system can be observed through one or more Point of Observations (POs) 
between subsystems. Subsystems under test are regarded as blackboxes. Subsystems not 
under test could include subsystems exposed as whiteboxes such as testers and operators. 

In Figure 6 (a), we observe a trace and then decide whether the trace conforms to the 
system specifications. The CMCP given in Figure 5 is the minimal causality relation to 
which the trace should conform. Note the following characteristics of PO. Observing a 
message through PO implies that a message send event has occurred, but the corresponding 
receive event has not occurred yet. Therefore, in order to decide whether the receive event 
has actually happened, we need to wait for the subsequent observable events at the 
subsystem where the receive event is to occur. In reality, it is very hard to guess when the 
receive event has happened. For the time being, let us define Observability Rate as follows: 
Definition 5: Observability Rate (OR) is the number of observable events divided by the 
total number of events in a computation. 

Note that the computation in Definition 5 can be either the partial or total behaviors of a 
system. Because we can observe all message send events at the POs in the case of the 
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Testerp ) 

(a) (b) 

Figure 6 Test architecture. 

Testerp2 Testerp ) 

(c) 

Notation 
PO: 

PCo: 
--+ 
+-+ 

computation shown in Figure 2 using the test architecture of Figure 6 (a), OR for Figure 6 
(a), OR. for CP2, is 6/12. 
Dermition 6: A Stable State (SS) is a global state of a system in which the system can not 
proceed without inputs from the subsystems not under test. 

Some of the subsystems may be testers as in (b) and (c). In the case of (b), we need to 
project the test cases obtained in the previous section with respect to PI. Also, for the 
architecture of (c), projecting the test cases with respect to P2 is needed as weI\. Because 
Testerpl in case (b) controls inputs such as '-a', ' -b', '-c)' and '-d' in addition to POs in (a), 
we can test P2 and P3 to see whether they conform to their specifications. Therefore, we 
have SSs in the event sequence: -a ~ (-b, +a) ~ -d and -a ~ (-b, +a) ~ (-c I, +b). If you 
look at PI in Figure 3, you can understand the SSs easily. Let us work at the SS in the event 
sequence -a ~ (-b, +a) ~ (-C., +b). Testerp) controls inputs such as '-a', '-b' and '-c', and 
observes output such as '+f'. The other observation provided by the PO between JUT p2 and 
JUTp3 gives us some information described in the architecture (a). In case of the 
computation shown in Figure 2, ORb for CP2 is 7112 because of '+f' which is not counted 
in ORa for CP2. 

In case (c), Testerp) and Testerp2, with more PCOs, provide us more SSs. The SS of 
JUT p2 is the event sequence: -f ~ -g. ORe of the computation in Figure 2 is 9112, because 
of '+a' and '+e' . Therefore, the architecture (c) provides more confidence in testing than 
the architecture (b). If we count all CPs, the difference of OR of the three architectures 
becomes significant. Also, we have the advantage of being able to test wrong behavior of 
JUTs which was not possible in (a). 
Definition 7: Controllability Rate (CR) of a system under test is defined as Li=) m I Input I i 
/ Lj=ln I Input I j where m is the number of stable states of the system, n is the number of 
stable states of a white-box system corresponding to the system, and I Input I i and I Input I j 
are the number of allowed inputs at the i-th and j-th Stable States respectively. 

According to Definition 7, we obtain CR. = 0/ (9 x 1), CRb = (4 x I) / (9 xl), and CRe 
= (6 x I) / (9 x I). The higher CR is, the more controllable the system is. For example, in 
Figure 6, architecture (c) is more controllable than (b), and (b) is more controllable than (a). 
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Let us discuss briefly how to relax the assumptions about this model in order to make it 
more applicable to the real world situation. Note the value of 'd' in logical clocks for 
representing the duration of an operation in Section 3.1. So far, we have assumed that the 
value of 'd' is one unit time. If the value 'd ' can be relaxed to any natural number or any 
real number, then this model has wider applicability. 

5 CONCLUSION 

In order to test and verify concurrent behavior of protocols running in a concurrent system, 
traditional approaches are to map the mUltiple modules into a single module and analyze the 
sequential behavior of the resultant single module. Other approaches are to use interleaving 
methods for the events in a concurrent system. Recently some attempts have been made to 
adopt a causality method or a true concurrency model in protocol verifications and testing 
for concurrent systems (Probs, 1991, Ulric, 1995). 

By adopting a causality relation model, we proposed a non-heuristic approach adopting 
true concurrency model for testing asynchronous communicating systems as treating them 
blackboxes. The approach is succinct and formal compared with the previous work (Araka, 
1991 , Kajiw, 1985), deals with the unintentional nondeterrninism either arising from the 
concurrent environment or due to the blackbox approach. Also, the approach avoids the 
state space explosion problem by representing a number of event sequences as a class, 
which we call Minimal Causality Path using logical clocks. The relationship between test 
case generation and application in a concurrent system was also discussed. Also new 
definitions such as Observability Rate, Stable State, and Controllability Rate were 
introduced to quantify some aspects of the systems. Our model is adequate to be a base 
model to investigate further work in this area. 

For further study, we are working on enhancement of the model as follows: 

• relaxing of the logical unit time to any natural number, 
• resolving of the intentional nondeterrninism in the specification of concurrent systems, 

and 
• minimization of "state space explosion" in generating Concurrent Paths. 
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