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Abstract 
This paper brings a contribution to the clarification of a conceptual framework and 
rationale presented for defining and integrating ethical and social issues into computer 
science curriculum. It tries to take into account the reflection on the subject for the last 
25 years and suggests a new framework which simplifies the proposal, but keeps its 
main features. 
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1 INTRODUCTION 

"Computers in Context: A Framework for Presenting the Social and Ethical Impact of 
Computing." This Report was presented by an "ImpactCS Steering Committee" of 
some 25 USA specialists in May 1995, but is not yet fully published: an edited version 
(an Executive Summary) was just recently issued by the "Communications of the 
ACM" (Huff & Martin, 1995). Teachers in "Computers and Society" or in "Ethics of 
Computing" will surely appreciate and greet the quality of the proposals as sketched in 
this "Framework". Where the ACM!IEEE-CS Computing Curriculum 1991 proposed 
4 main topics to be covered under the title "Social, Ethical and Professional Issues", 
the present report expands the subject by exploring all the possible domains of 
interaction of computer technology in the broad sense with ethical and social analysis. 
This effort has to be, before all, welcomed and applauded. 

The remarks are obviously not just there to be approved; they are there to bring into 
scope things which may have been forgotten by the authors and should also adopt a 
perspective which illuminates specific features. 

Y. J. Katz et al. (eds.), The Impact of Information Technology
© IFIP International Federation for Information Processing 1996
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2 PRELIMINARY REMARKS 

I shall not question the primary concern which is to present an overview of the 
principles and skills that should be taught to computer students (Part IV): the basic 
suggested interdisciplinary approach through all the dimensions of the proposal is, in 
my view, unquestionable. It is a must. What could be added is that, if applied, it could 
prevent damage from computer systems' failures and inadequacies! 

There are present day philosophers who pretend that ethics cannot be founded 
anymore on reason, as in the general philosophical tradition, because reason has 
become instrumental and utilitarian. Ernst Tugendhat, for instance, proposes to restore 
affect and sympathy, and to consider "the right to respect" as a constitutive element of 
ethics. And it is true that many of our ethical decisions are taken in relation to our own 
history, experiences, preferences. On the other hand, Tugendhat says, this right to 
respect may not be assured, on an egalitarian and universal basis, without an instance 
where everyone can claim his/her own right: this instance, which derives also from an 
ethical obligation for all, is the State (Tugendhat, 1993). Europeans would also most 
probably emphasize the deontological approach of ethics, in the line of the 
argumentative procedural "discourse ethics" (Habermas, 1993), rather than of the 
more Anglo-Saxon consequentialist and utilitarian tradition. 

The suggestions, in terms of pedagogy are also interesting, but their application will 
require substantive change in contexts other than that pervading in the USA. One may 
also wonder if the principle of integration in the technical courses themselves will not 
weaken the content, since teachers are not always trained to recognize that their 
specialization has to be widened. One could suggest at least some specific seminars or 
workshops for teachers in the technical disciplines, just to be sure that harmonization 
throughout the curriculum to be delivered to the students may take place. 

3 REMARKS ON THE CONCEPTUAL FRAMEWORK 

My main questions are related to the "Conceptual Framework". In my opinion, today's 
emphasis on ethical issues - as is the current trend mainly in the USA - tends to veil 
the social issues at stake, as they have been worked out now for 25 years. 

Both dimensions ("Topics of Ethical Analysis", as well as "Levels of Social Analysis") 
make me feel uncomfortable when I look at what I discovered in my teaching and 
research for some 20-25 years. I do not question the relevance of a framework. On the 
other hand, it appears quite necessary for all the teachers when some parts are taught 
within the computer disciplines and others are taught as an integrated course; the 
framework will help in assigning a unified perspective and specific tasks. A framework 
will also help people who have already taught such classes put some order into what 
they have done intutitively without knowing it. Our remarks are more about the 
content of the framework and its format. The authors insist that only analysis that 
accounts for at least three dimensions - technical, social and ethical - can represent the 
issues as they affect computer science in practice. The information presented in Table I 
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indicates the different social and ethical dimensions salient for the practice of computer 
science. 

Table 1 Elements of social and ethical analysis as proposed in the "framework" 

Topics of Ethical Analysis 

Levels of 

Social Analysis 

Individuals 

Communities and groups 

Organizations 

Cultures 

International sectors 

Nations 

Global 

Responsibility 

Individual Professional 

4 THE TOPICS OF ETHICAL ANALYSIS 

Ethical Issues 

Quality of life 

Use of power 

Risks and reliability 

Property rights 

Privacy 

Equity and access 

Honesty and deception 

Let us take first the "Topics of Ethical Analysis". When looking at the "Computing 
Reviews Classification System", curiously, ethics is only mentioned in category 
"Computing Profession" (K. 7), and moreover in the sub-category "Miscellaneous" 
(K.7.m). This classification provides us with all the areas where literature has focused 
its attention on the computer scientists' responsibilities; the letter K develops all the 
"computing milieux" where it has to be exercised - industry (K.1), education (K.3), 
society (K.4), management (K.6), profession (K.7). It also refers to the history of 
computing (K.2), to the legal aspects of computing (K.5) and to personal computing 
(K.8), which are also topics not to be missed in classes on social and ethical 
dimensions of computing. I do not consider this classification as perfect - it has real 
weaknesses; there is no place, for instance, for classification of all papers written on 
the SDI Project; data communications are considered as an "application package" of 
"personal computing" (K.8.1 ), etc. However, despite the drawbacks, the classification 
remains a reference for researchers and teachers. 

When considering the "ethical issues" themselves, we appreciate the attempt to 
introduce some order into a domain where we have only minimal beginners' 
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experience. There are textbooks on "Ethics in Computing" which include topics related 
to work organization, employment and skills. However, the topics mentioned in the 
framework do not provide any specific ethical viewpoints on subject such as property 
rights, copyrights, etc. These are classified in diverse chapters dealing with 
"professionals matters", "software theft", "legislation for the information age" or as a 
specific question. There is no general agreement on what are specific topical issues. 
The report suggests that refererence be made to codes of ethics or of conduct. Here 
again, without saying that these codes cover all the ethical issues of the profession, a 
recent survey and in-depth analysis performed on more than 30 codes of 20 
International Federation for Information Processing worldwide member societies 
reveal 5 main fields: respectful general attitude (including respect for the interests or 
rights of people involved, regard for the prestige of the profession, for the interests or 
rights of the public, for the welfare, health of the public and for the quality of life), 
personal (/institutional) qualities, such as conscientiousness, honesty and positive 
attitude, competence and efficiency (including acceptance of responsibility, integrity, 
respect for requirements or contracts or agreements, conscientious work, 
professionalism, credit for work done by others, professional development and 
training, general competence, limitation of work to the field of competence, 
effectiveness or work quality), promotion of information privacy and data integrity 
(including confidentiality, privacy in general, respect for property rights, no computer 
crime, no information piracy or misuse), production and flow of information (including 
flow of information to involved parties or people, information to the public) and 
attitude towards regulations (including respect for the code, respect for the law, 
respect for IT and professional standards) (Berleur & Brunnstein (1996)). Most 
probably, the 5 main fields cover the 7 categories of the framework. At very least they 
have the advantage of being supported by the member societies of IFIP - the most 
important international association of computer scientists and professionals, and of 
providing a common core of values from which further principles can be derived when 
facing new dilemmas. Let us stress, however, that these ethical issues are those 
expressed by "professional" bodies, and do not necessarily overlap with "individual" 
and "collective and societal" responsibilities. 

If asked to indicate some preference for the "ethical dimension" of the framework, I 
would prefer to divide it into 3 categories of responsibility: individual, collective, and 
professional, having in mind the ethical sub-categories that have been developed 
regarding the profession. 

5 THE LEVELS OF SOCIAL ANALYSIS AXIS 

The "social analysis dimension" is puzzling, since its categories are not homogeneous: 
cultures, for instance, include, as explained in the report, gender, race, class, reference 
groups, while other categories also include a variety of factors. We suggest that the 
traditional presentation, which corresponds to classical anthropological categories be 
maintained. This will change the perspective, but the framework in its present form 
causes confusion, for instance, when pairing "responsibility" with the "levels of social 
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analysis": as set out in the framework, what does individual responsibility towards 
problems really mean? 

6 ANOTHER ORGANIZATION OF THE SOCIAL FIELD 

Horowitz, Morgan & Shaw (1972) attempted to cover the domains of "political 
implications, economic effects, cultural implications, social impact and moral issues". I 
would suggest that these 5 categories be retained, by developing the economic 
dimension organizationally, and by renaming the last dimension by calling it 
"ideological" (to include philosophical, theological and ethical aspects), in order to 
respect different sensitivities. We have included these five anthropological categories in 
a handbook where an attempt has been made to develop a rather comprehensive 
approach of "social accountability of computing and telecommunication" (Berleur et 
a!., 1990). We deliberately started from the ethical and ideological perspectives, while, 
at the time, many books regarded technical questions as a mandatory Chapter 1, before 
looking at the social and ethical impacts and implications of the technological 
developments. Our aim was to suggest a new approach of shaping the technology, 
instead of being submitted to it, thereby examining its impacts and consequences at the 
outset. There is also a choice to be made in the ordering of this anthropological 
approach. We suggest: ideological (including philosophical, theological and ethical), 
cultural, political, social, and economic and organizational. 

It is not difficult to classify questions which are encountered when dealing with ethical 
and social contexts of computing. Let us just give some examples. We mentioned the 
ethical dimension earlier and shall expand it later. Regarding philosophical and 
ideological questions, these could refer to the perception of oneself as induced by 
computing modelling of the mind, or of the brain, to the epistemology of computing, to 
the theory of representation, as largely developed when examining questions related to 
artificial intelligence. Cultural problems could include education, history of computing, 
cognitive approach, computer arts, cultural industry, multimedia. Political questions 
may be linked to the development of advanced military computers, questions of 
privacy, of the legal approaches of computing including computer crime laws, as well 
as the ancient dilemma of "centralization vs. decentralization" through computing, the 
regulatory governmental policies of telecommunication (Nil - National Information 
Infrastructure, Gil - Global Information Infrastructure), the policies toward developing 
countries, etc. Social questions could be spelled out in terms of equity of access, 
gender balance, race and class, discrimination of the disabled sector of the population, 
as well as all questions which, in the European environment at least, have been 
traditionally tackled by the Unions. Such questions relate to the control of technology 
such as the post-Taylorism and post-Fordism approaches of the production system 
through "quality systems" like "intelligent manufacturing systems", "lean production" 
or "anthropocentric production systems". Economic and organizational aspects would 
then be part of the economics of information and telecommunication technology 
(which curiously does not fit into the present framework), the trend towards 
globalization of economy and technology, the impact on employment, managerial 
efficiency, the restructuring of organizations, the strategy of the networked firms, the 
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diffusion processes of technological innovation, the assessment of risks, to mention just 
a few. 

7 OUR PROPOSAL 

Table 2 summarizes our proposal which fits in with previous attempts to present the 
social and ethical issues of computing as by Kling (1980) and Mowshowitz (1980) in 
their classifications (Tables 3 and 4) as well as with with more recent studies 
(Finnegan, Salomon & Thompson, 1987; Huff & Martin, 1995), and with the extensive 
work as undertaken within IFIP Technical Committee 9 which has largely been 
devoted to the relationship between computers and society and the scope of 7 the 7 
TC9 Working Groups which focus on work, social accountability, home informatics 
and telematics, developing countries, artificial intelligence, security law, and history of 
computing. 

Table 2 Another framework proposal 

Aspects 

Ideological (including 
philosophical, theological 
and ethical) 

Cultural 

Political 

Social 

Economic and Organizational 

Individual 

Levels of Responsibility 

Professional Collective 

Table 2 may be compared with the framework set out in Table 1. The different aspects 
correspond to what were spelled out as "ethical issues" and the "levels of 
responsibility" and which examine aspects from the individual to the society as a 
whole. It may appear paradoxical that, after conducting an analysis of the framework 
we arrive at something similar, but presented from another point of view. 
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Table 3 Kling's (I980) classification of topics 

a. Computing in Organizations 
a. I. Innovation 
a.2. Work Life 

Computing and Job Characteristics 
Automated Information Systems and Supervision 
Operational Problems in Work with Computing 

a.3. Decision Making 
Data, information, Automation and Decision 
Operations 
Management Control 
Policy Making and Strategic Planning 

a.4. Organizational Power 

b. Social and Public Policy Issues of Computing 
b. I. Privacy 
b.2. Social Accountability 

Table 4 Mowshowitz's (I980) classification of social issues in computing 

I. Computers and Record Processing, 
2. Computers and Mass Communications, 
3. Computers and the Economy, 
4. Computers in the Service Profession, 
5. Computers and Organizations, 
6. Computers and Decision Making, 
7. Computers and Developing Nations, 
8. Computers and Culture, 
9. Computers in Everyday Life, 
IO. Computers and Society as an Emerging Discipline. 

8 THE ETHICAL AXIS 

As suggested in our criticism of the "Topics of Ethical Analysis", we should consider a 
third "ethical axis" which includes the ethical issues mentioned in the report, but must 
also consider additional issues that may develop in the foreseeable future. In the 
suggested model the three axes would be named: Responsibility, Ethical Values, and 
Social Values. There may be difficulty in combining the last two and it may be 
preferable to provide each of them with the capacity of developing their own potential. 
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Moreover, the field of ethics in computing is still so fragmentary that it would be most 
risky to propose a final classification. Let us just mention the ACM Ethics 
Bibliography classification (Table 5) (Internet 1995) or the classification related to 
Computer Crime (Table 6) compiled by the Council of Europe (1989). 

Table 5 ACM ethics bibliography classification 

Intellectual Property, 
Privacy, 
Confidentiality, 
Quality in Professional Work, 
Fairness and Discrimination, 
Liability for Unreliability, 
Software Risks, Conflicts of Interests, 
Unauthorized Access, 
General References 

Table 6 The 1989 Council ofEurope's classification of computer crime 

Computer Related Fraud 
Computer Related Forgery 
Damage to Computer Data or Programmes 
Computer Sabotage 
Unauthorized Access 
Unauthorized Interception 
Unauthorized Reproduction of a Protected Computer Programme 
Unauthorized Reproduction of a Topography 
Alteration of Computer Data or Programmes 
Computer Espionage 
Unauthorized Use of a Computer 
Unauthorized Use of a Protected Computer Programme 

9 CONCLUSION 

In conclusion we hope that this report will provide teachers of social and ethical 
aspects of computing with a coherent, integrated and interdisciplinary approach to any 
computer technology development. We stress that all aspects which we have 
mentioned, as well as the "levels of responsibility" have to be taken into account, as 
well as all the dimensions which are stressed in the report. But when the presentation 
leads to some 63 possibilities {9 columns by 7 rows), one may wonder "What are the 
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main issues?". Our intention is to simplifY the task, and in fact we reduced it to a total 
of 15 possibilities. granted, there is a slight risk that definitions will be less exac, but 
any interdisciplinary task faces that problem. We would like to think that we have put 
the different analyse into context. There are different kinds of technology assessment 
studies: one category aims at doing some "dog watching" or "early warning" or 
"whistle blowing" tasks. Another category attempts to anticipate consequences in 
order to prevent unwanted outcomes. A third category simply analyzes, post factum, 
the impacts and effects as they have occurred. Computer scientists and professionals 
must be aware that forecasting is part and parcel of their careers and professions; 
therefore they should continually assess the different dimensions of their technological 
endeavors. They must reflect on possible outcomes and master the complexity and 
fragility of organizational processes in highly advanced technological societies. Their 
major task is to design systems which meet the needs of their customers, by inviting 
their participation in the designing process, as stressed in the report. It is also 
important to appreciate what may happen in the ethical, cultural, political, social, 
economic and organizational domains. We need to be sensitive to the social and ethical 
needs of society in order to understand how the "main issues at stake" emerge. 
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