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Abstract 
The emerging broadband transport networks offer great flexibility in the usage of bandwidth. 

The broadband virtual private network (BVPN) service will probably be one of the first 

services offered in a commercial broadband network. To exploit this flexibility effectively, the 

customer needs access to management functions. The essence of the BVPN service is thus the 

offering of monitoring and management functionality concerning a virtual network to the 

customer. This paper addresses the BVPN concept and presents the architecture of a TINA

compliant BVPN prototype to run on ATM networks. 
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1 INTRODUCTION 

The broadband virtual private network service receives a great deal of attention these days, 
due to the customers' ever increasing needs for higher bandwidth and flexibility with regard to 
the handling of that bandwidth. At Telenor R&D we have studied broadband technologies over 
several years, and for the past two years studied the BVPN service in particular. We are now in 
the process of specifying and constructing a software prototype of a BVPN system running 
over an experimental ATM network. We call this system NorTINA, because the work 
produced by the TINA consortium is instrumental in our work with the specifications of this 
prototype. 

This paper presents a sketch of the results produced in our BVPN project so far, with the 
ambition to cover the entire span from discussing the BVPN concept to how our BVPN 
prototype is to be realised in an ATM network. Section 2 gives a discussion of the BVPN 
concept, Section 3 gives an overview over the architecture of the NorTINA system, Section 4 
goes more into details of one of the services that are vital in NorTINA called Resource 
configuration and monitoring, Section 5 discusses the realisation of a BVPN service over a set 
of ATM networks, and Section 6 offers some concluding remarks. 

2 THE BVPN CONCEPT 

In the beginning was the telephone, invented in the last half of the 19th century. What is 
important in our context is the fact that at some point, companies developed a need for 
company internal phone systems. P ABXs filled this need. At a later stage an equivalent service 
was offered by public network operators in terms of a CENTREX service. 

If a company has more than one office, and these offices are scattered around, the company 
has of course a need for interconnecting the phones of these offices. Traditionally, the 
CENTREX solution solves this problem to some extent, but nevertheless a concept emerged 
that covered this need, namely the Virtual Private Network, or VPN. The VPN service is 
defined in ITU-T (1993) as follows: 

'This service permits the use of public network resources to provide private network 
capabilities without necessarily using dedicated network resources. The subscriber's lines, 
connected to different network switches, constitute a virtual private network that may include 
private network capabilities such as dialling restrictions, private numbering plan, call hold, 
call-transfer, and so on. ' 

But companies acquired computers and connected these in Local Area Networks (LANs), and 
a need for interconnecting these LANs developed, analogously to the need for interconnecting 
voice traffic. Telenor offers for example leased lines, Datapak (X.25) and Datex (X.21) to 
fulfil such needs. 

But as the use of data communication services grows, customers get needs for more flexible 
ordering of services, needs for monitoring services to see that they get what they pay for, and 
needs for monitoring service performance in order to utilize the services they subscribe to. 
Thus the concept of Customer Network Management (CNM) is developed, defined in ITU-T 
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(1994) as 'a service which provides customers with the ability to access and in some cases 
modify management information relating to the services provided to them by the network. ' 

The scope of the recommendation is public data networks. In other words, the definition 
says that CNM provides customers with the ability to monitor and to a certain extent control 
services offered to them by a public data network service provider. Today CNM services are 
often offered integrated with the service that the CNM service is applied to. 

To complete the picture of what the customers expect from a VPN service in a future setting, 
it can be interesting to dwell a little on the trends we now see within the area of 
telecommunications: 
• Digitalisation. The areas of telecommunications, computers and media (also called content 

providers) are merging into one area. Since audio and video can be coded into digital 
form, all information that need to be transported in a telecommunications network can be 
represented in digital form. 

• Need for increasing bandwidth. This does not mean that all applications need large 
amounts of bandwidth, but some will. Thus we get a spectrum of bandwidth needs, from 
small to large. 

• 'New' telecommunications technology. The principles behind asynchronous transfer mode 
(ATM) have been discussed for a long time, but only recently have commercial offerings 
of A TM technology appeared. 

• Globalisation. Companies tend to become larger and expand globally. At the same time we 
have governmental trends towards deregulation of the telecommunications markets, making 
competition between rivalling companies even more aggressive. Telecommunications 
services are often tagged as critical success factors for such global companies. 

The conclusion here must be that in the long term we need in principle only one transport 
network capable of transferring large quantities of bits and bytes in a flexible manner. An ATM 
network has the potential of becoming such a transport network. 

When we discuss BVPN, we do it in this future setting, where we foresee a more or less 
ideal situation with an ATM network constituting the transport network technology. We will 
call a VPN in such a setting for a Broadband VPN, or BVPN. 

Figure 1 From VPN to BVPN. 

Let us try to answer the question about what happens with the VPN concept in such a setting, 
see Figure 1. Previously, in a nutshell, the VPN service was used for interconnecting 
telephones, making company internal telephony as efficient and cheap as possible. 
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Management functions related to telephony VPNs were, to simplify, limited to the 
modification of private numbering plans. Today companies need VPN solutions to interconnect 
computers - they need data communication services. And as both video and voice can be coded 
digitally all we need is a data network to handle all our company internal communication 
needs. But as the customers get increased bandwidth, they get a need for handling this 
bandwidth, that is, the customers need CNM services giving them a proper view and proper 
control possibilities for the virtual networks they have. The more flexible our BVPN solution 
is, the more meaningless it becomes not to have a CNM service related to the BVPN. 

This leads us to our definition of the BVPN concept: 
The BVPN service offers basic broadband connectivity in a virtual private network and 

functionality for managing this connectivity, so that a proper CNM service can be connected 
to the BVPN service. In other words, a BVPN offers a customized transport network and 
customized transport management allowing a customized set of services running in the BVPN. 

A main concern of the BVPN is the separation between the service view and the network 
view, that is, to hide the network complexity from the customers and to hide the service 
aspects from the network operator. A BVPN can be considered a client network of the 
underlying transport network. 

3 BVPN ARCHITECTURE 

In Section 2, we defined and discussed the BVPN concept in general. The BVPN service is 
very comprehensive, so that in our BVPN prototype project, we have had to limit ourselves to 
analysing, discussing and specifying certain areas of the whole BVPN concept. Focus has been 
put on customer and end-user access to management services, in particular a CNM service for 
configuration and monitoring of the BVPN topology. To study how call-oriented services may 
run in the BVPN, a multimedia multiparty service has been analysed in a NorTINA context. 
Moreover, we have had to look at areas outside the scope of the BVPN service itself, such as 
the service environment in which the BVPN service is installed and the management 
capabilities of the actual ATM trial network. It has been important to use the results produced 
by TINA-C, in order to study the TINA architecture and in order to evaluate TINA-C's results 
so far. 

3.1 Roles involved in the offering of the BVPN service 

The customer is the organization which has a business relationship with the service provider 
for the provision of services to one or more end users. The customers are in general large 
organisations needing broadband interconnection of their geographically widespread locations. 
The locations belonging to the customer are called Customer Premises Networks (CPNs), 
assuming that each location potentially has its own local network. The end users are the users 
of services that utilize the connectivity services offered by a BVPN. 

A special case of the service provider role is the BVPN provider, the organisation that is 
responsible for selling and making available BVPN solutions to its customers and also for 
obtaining the necessary network capabilities in underlying public networks. The BVPN 
provider subscribes to communication resources and management services in one or more 
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public domains and offers a BVPN solution tailored to the individual customer's needs. The 
services running on the BVPN can be provided by arbitrary service providers. 

The network operator owns and manages the network resources in public networks (PNs). 

3.2 The NorTINA Architecture 

The whole prototype 'package' is what we call NorTINA, compnsmg an ATM network, 
network management systems, the service environment, the BVPN service, and the services to 
run on the BVPN. One important point in the development of the NorTINA architecture is to 
gain experience with the interdependencies from services in a service environment down to a 
concrete network. The service management concept within the area of Telecommunication 
Management Network (TMN) is still in a premature state, and its relationship to the Intelligent 
Network (IN) concept of call and service handling is to be defined. NorTINA includes both IN 
and TMN aspects. 

For an overall description of the NorTINA architecture, see Figure 2. The figure is 
explained in the following. 

IHNoiiRc&MI~ 
I 

Access 

I Nor TINA Services - Session 

Subscription I SessM II RCM II SubM I Management 

~lcual~ 
1- Service 

NorTlNA BVPN Environment 

Service Domain Service Management System 

Network Domai11 

Figure 2 NorTINA overview. MS means management system. 
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The basic functionality offered by the NorTINA BVPN service is utilized by a set of 
customized services. As an initial attempt, the following services have been identified: 
• Handling of NorTINA data (HND) concerns the administration of the data necessary for 

using the BVPN service. 
• Resource configuration and monitoring (RC&M) concerns the provisioning, configuration 

and monitoring of network resources. 
• Information exchange service (IES). This (bearer) service allows end users to establish 

service sessions and associated information channels for information transfer (e.g. video or 
file transfer) between two or more participants. 

The NorTINA BVPN offers basic broadband connectivity and supports the integration of a set 
of customized management and telecommunication services. The main responsibility of the 
BVPN is to provide interoperability (addressing schemes and management functions) across 
several administrative domains (CPNs and PNs), and perform the mapping between the BVPN 
service view and the actual realisation in the underlying ATM network(s). The following 
components are identified: 
• SessM (session manager) coordinates, controls and offers basic BVPN functionality. 
• CM (connection manager). This component provides services that are used to establish and 

release connections in the BVPN network in accordance with TINA's connection 
management architecture (TINA-C, 1994b). From the service point of view, the BVPN CM 
offers the same functionality and interfaces as the communication session manager in TINA. 

• PNP (private numbering plan) supports both the usage and maintenance of a private 
numbering plan in the BVPN. The PNP may be viewed as a BVPN user directory service 
defining the group of users that are available within the BVPN instance. The PNP provides 
the mapping between a BVPN user identification and a public user identification (modelled 
in TINA as a user agent). The public user identification is used by the access session 
component to identify the network access point where the user is located. 

• CUG (closed user group) supports both usage and maintenance of one or more closed user 
groups for a BVPN instance. The CUG groups BVPN user identifications (or public user 
identifications) into closed user groups and confines the communication of its members to 
within the group. A BVPN user may belong to zero, one or several CUGs. The BVPN will 
rely on user profiles in the access session component to verify that users belonging to one 
CUG are actually able to communicate (subscribing to a common set of services). PNPs and 
CUGs can be offered independently of each other. 

• BVPN SubM (subscription manager) provides services running on top of the BVPN with 
access to manage the BVPN subscription data, including CUGs and PNPs and individual 
service profiles and personal profiles. This component provides the BVPN with a 
management interface to the subscription management component as described in TINA's 
service architecture (TINA-C, 1995). 

• The BVPN RCM (resource configuration manager) controls how the resources that are 
subscribed to in the underlying network domains are used to offer the resources of the 
various NorTINA BVPN instances. In accordance with TINA's resource configuration 
architecture (TINA-C, 1993b), this component provides functions to support the installation 
and provisioning of BVPN resources (subnetworks, links, termination points), to monitor 



The broadband virtual private network 189 

and control resource availability and to manage persistence and synchronisation of BVPN 
resources. 

The NorTINA service environment includes the functionality needed to configure, monitor and 
operate telecommunication services in general. According to the service architecture as defined 
by TINA-C (1995), the access session and subscription management components are service 
independent and are therefore viewed as parts of the service environment: 

• Access session provides functions to invoke services. In a TINA context, this component 
supports functions for identification and authorization of users, starting and stopping service 
sessions, inviting other users to a service session, etc. The access session components 
support personal mobility. 

• The subscription management components include functions needed for customer 
subscription. The BVPN subscription data (subscription contracts and service profiles of the 
individual BVPN end users) are stored and maintained by this component. The BVPN 
subscription data are checked by the access session component for every service session 
initiated by BVPN users. 

The public network management system(s) provides the resource management functionality to 
configure, monitor and operate transport and switching resources in the underlying public 
ATM network(s). The NorTINA BVPN-prototype utilizes ATM connection management 
(CM) and resource configuration management (RCM) functions of the network management 
system(s) to meet the customer needs for network topology configuration and connectivity 
requests. As far as possible the TINA-C resource configuration architecture (TINA-C 1993b) 
and connection management architecture (TINA-C 1994b) ar.e used in the specification of 
these components. 

The CPN management system is a network management system for the customer's own 
networks. We have made no assumptions as to how such management systems are 
constructed. 

4 THE RESOURCE CONFIGURATION AND MONITORING SERVICE 

The RC&M service offers configuration and monitoring of network resources through a 
graphical user interface (GUI). It gives access to topological and inventorial view of network 
resources. It presents to the user a joint view of the BVPN instance and its utilisation. 

The NorTINA prototype allows an integrated control of resources in both the customer 
premises networks (CPNs) and the public domain. At the BVPN customer interface all 
resources are viewed in one unified way in terms of subnetworks, topological links and trails 
according to the network resource information model (NRIM) defined in TINA-C (1993a). 

If the customer wishes, he can in this user interface customize both the graphical layout and 
the terminology used. 

The RC&M in our prototype will cover much of the CNM functionality needed for the 
BVPN service. The RC&M is tailored for one BVPN instance and is in effect a 'front-end' for 
the BVPN RCM. The essence of the RC&M is to offer a view over the BVPN topology and 
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relate FCAPS functionality (that is, functions for managing fault, configuration, accounting, 
performance and security) to this view in a user-friendly way. 

The user shall for example be able to control and monitor BVPN topology, link bandwidth 
usage (e.g. peak and mean values of usage), Quality of Service (QoS), status attributes, BVPN 
users' service sessions and parameters of sessions. We will in the rest of this section discuss in 
more detail how the BVPN topology is defined and how the flexibility in the management 
functions is intended to help the customer optimize the BVPN. 

4.1 BVPN topology 

Through a graphical user interface, the CNM service offers a view of the network resources of 
the BVPN, that is, of the BVPN topology. That view should be easy to take in, and it should 
provide a seamless integrated view of the underlying resources. This means that the customer 
shall get a total picture of the BVPN, the customer shall not see any difference between 
resources from different public network operators used to offer the BVPN, unless this is 
explicitly wanted by the customer. 

The customer shall not see any principal difference between his own networks and the 
resources from public networks. The BVPN view should hide the complexities of the 
underlying networks and how they are implemented. 

CPN 

termination 
point 

CPN 

· .. termination 
point 

·· .. subnetworks 

... ···· topological link 

CPN 

Figure 3 Example BVPN view. CPN =Customer 
premises network, PNN = Public network node. 

The BVPN view of network resources offered to the customer is built up by using three 
main concepts (see Figure 3): subnetworks, topological links, and termination points. A 
subnetwork represents switching functionality and may stand for either one of the customer's 
own networks or a logical switching point in the virtual network. A links represents bit transfer 
capacity between subnetworks. Termination points represent points of interest with regard to 
the Customer, so that he can define the connecting points between his own private resources 
and the resources used in public networks. The monitoring and managing functions offered to 
the customer are applied in the context of the BVPN map shown in Figure 3. 

Link parameters are bandwidth and quality of service. Different links may have different 
bandwidth and QoS values. The maximum number of links to be terminated in one given 
subnetwork has to be stated in the subscription. One or more links may be established between 
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the same two subnetworks if the customer wants to distinguish traffic belonging to different 
service classes (i.e., with different bandwidth and QoS requirements). 

We believe the customer wants guarantees for the bandwidth he has allocated for a given link. 
He wants a guarantee that at any time he can fill the given link with traffic up to the bandwidth 
allocated to it. The only way to give this guarantee is to reserve the required bandwidth in the 
network for that customer. Analogously, the customer will want guarantees for the levels of 
Quality of Service allocated to each link. 

The BVPN is made for one sole purpose, namely to establish trails that the services need in 
order to run. A trail is the 'sum' of a series of connections through links and subnetworks. Trail 
functionality should include setting up and taking down end-to-end trails which can be either 
one-way or two-way, they can be one-to-one or one-to-many, there is a need for synchronising 
trails that belong to the same session, and it may also be a need for defining different service 
classes, distinguished by different QoS levels. 

The requirements to the QoS of the bearer services offered in the BVPN will differ for 
different services. In a file transfer, it will be almost irrelevant for an end user if the transfer 
takes 10 or 15 seconds for a large file, that is, a five second delay is of no importance. On the 
other hand, if we get a five second delay in a videophone session, it will be regarded as almost 
disastrous. Different levels of QoS will have direct implications for the requirements put on 
transfer characteristics in the underlying networks. The BVPN must thus be able to handle 
various demands with regard to QoS so that the end users' service requirements are fulfilled. It 
also means that the customer probably wants to set priorities between different kinds of traffic, 
in the above example we would assume that he wants to give first priority to videophone 
sessions and second priority to file transfers. 

4.2 BVPN optimization 

A main point with providing the customer with a BVPN view as described above is to open for 
dynamic changes of the topology. This means that subnetworks, links and termination points 
should be modifiable and that modifications happen in real time. This is of course a long term 
goal: Today it is reported that setting up a leased line takes many working days. It is a long 
way to let this happen in more or less real time, but ideally, both SDH and ATM technology 
opens up for these visions. 

A main reason for this requirement for dynamic changes is that the customer wants 
flexibility. Flexibility means that as organizations grow or diminish, the IT infrastructure that 
interconnects the company should follow those changes easily. The BVPN should be scalable 
in the sense that, say, a doubling of the organisation is easily reflected in the company's BVPN, 
and may be done by the customer himself to a large extent. 

In other words, the customer wants to get an optimal IT infrastructure. When it comes to 
optimization, this is a big area in itself and it is far from trivial for a customer to really optimize 
his BVPN. But it is many possible intermediate levels of optimization, from using simple 
heuristics to more advanced optimizing software. For example, findings reported by Gaaren 
( 1995) show that a regional office usually has more incoming than outgoing traffic while a 
headquarters has more outgoing than incoming traffic, simply because the file servers and 
application servers are usually located in the headquarters. Client applications generate small 
requests and a server generates bigger responses. The same survey states that LAN-traffic in 
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its nature is bursty, and a transport network used to interconnect LANs should be flexible 
enough to handle such traffic in an efficient way. 

To give some examples of BVPN topologies, in the following we will discuss different 
scenarios (or examples), based partly on what is described as different BVPN types in TINA-C 
(1994a). 

The first example uses only leased lines to construct a BVPN, see Figure 4. In this paper, 
we define leased lines to be links directly between two CPNs. All trails within the BVPN are 
carried by the leased lines and the public network offers no switching functions. Conversion 
between private and public number plans is not necessary. The management of the leased lines 
will include the change of line bandwidth and addition of new leased lines. Leased lines are 
established on a semi-permanent basis. 

CPN3 

CPN2 

Figure 4 Example l BVPN. 

The leased lines are presented to the customer as being totally to his disposal, and trails 
supported by a leased line will be set up on requests from the customer (or end user). The 
maximum number of trails to be supported by a leased line has to be stated in the subscription. 
Point-to-multipoint links can be established. 

It will not be easy to find suitable values for the bandwidth allocation for each leased line, 
because it is difficult to find values so that a leased line is used effectively but at the same time 
does not cause overflow. 

CPN3 

CPN2 

Figure 5 Example 2 BVPN. 

A more flexible solution than the one described above is given in Figure 5. This example is 
introduced in order to get a better utilisation of the virtual network resources, and offers the 
following advantages compared to the previous example: 
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• Trails can be established between CPNs where a leased line normally not would be 
established. 

• Links are used in a more flexible way, e.g., the link from CPN3 may be used to establish 
trails to both CPNl and CPN2. 

A third example is to show the public network resources used in the BVPN as one 'virtual 
switch', see Figure 6. 

CPN3 

CPN2 

Figure 6 Example 3 BVPN. 

When the customer requests a trail, a trail is created by switching through the public network, 
i.e., a given customer's trails may be using different routes in the public network. 

5 REALISATION ON ATM 

Now that we have discussed different BVPN scenarios as viewed from the customer, we give a 
brief discussion of how the BVPN views can be realised in an ATM network. See Figure 7 for 
an example. The figure is explained in the following. 

A BVPN is constructed using resources from many network domains, including the customer's 
domains (in the example we have indicated two domains, Domain A and Domain B). A view of 
a BVPN shows partial views of the underlying networks. 

Within one domain, an ATM network can be structured using the NRIM concepts 
previously discussed. In the figure, the view of the BVPN shows partial views of the 
underlying ATM VC layers. An A TM VC layer is a client layer network of an underlying A TM 
VP layer network. An ATM VC layer network is again a client layer network of an underlying 
transmission layer, for example, an SDH network. 

A topological link in the BVPN layer is mapped to a topological link in the ATM VC layer. 
A topological link in the A TM VC layer is realised by a trail in the underlying ATM VP layer, 
that is, a Virtual Path Connection (VPC). The scope of routing is to select paths across the 
network for new VPCs, so as to optimize the long term utilisation of the network. 

A trail in the BVPN layer is realised in an ATM network as a trail in the ATM VC layer, 
that is, a Virtual Channel Connection (VCC). When performing VCC set-up, the customer 
identity has to be used to route the VCC via network resources dedicated to that customer. 
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BVPN layer 
(VC view) 

(8:> 
---------------------------- --- -------------~-------------

ATM VC layer 

------------------------------~~~--1-- -~ -- - ------ - - - -- - - --- - -
ATMVP layer g;zg 
----------------------------_;!_-- 1- ----~.------------------- --

f?5;j Transmission layer 
(for example, SOH) 

Domain A Domain B 

Figure 7 An example overview over how a B VPN is realised in an ATM network. The 
arrows indicate that a lower layer supports a higher layer. The dotted lines indicate that a 
topological link in one of the ATM layers is realised by a trail in its server layer. 

We believe that the three scenarios discussed above describe steps in an evolution of 
commercial ATM service offerings. The first step for a commercial A TM network will 
probably be to use A TM cross connects for the offering of Virtual Paths established through 
network management. Later, we will see the use of ATM real time switching for the offering of 
Virtual Channels through signalling or network management. 

6 CONCLUDING REMARKS 

In this paper we have defined the BVPN concept and sketched the architecture of the 
NorTINA BVPN prototype. We have tried to cover the entire span from the customer's view 
of his BVPN down to its realisation in an ATM network. We are now in the process of 
constructing the NorTINA prototype, which will give us further insight into the monitoring 
and management needs of a BVPN customer. An important aspect of this work is to use and 
evaluate the results from TINA-C in the specification and construction of the NorTINA 
prototype. 
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