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Abstract 
One year ago, four classes of blind signature schemes have been introduced: the hidden, 
the weak blind, the interactive blind and the strong blind signature schemes. In this paper 
we present several hidden and weak blind signature schemes based on the Meta-ElGamal 
signature scheme and a hidden signature scheme based on the Meta-Message recovery 
signature scheme. All these schemes can be used in many applications like pseudonymous 
access control for credentials or for obtaining self-certified public keys. Therefore they can 
also be used for authentication and authentic key exchange schemes. Most of the new 
variants are very efficient, as they t_ake advantage of the efficient variants of the Meta 
signature schemes. 
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1 INTRODUCTION 

The concept of blind signature schemes has been proposed by David Chaum (1982). Since 
then there have been many efforts to construct blind signature schemes. They can be 
used in many applications like pseudonymous credentials, electronic cash or anonymous 
access control (Brands, 1993, Camenisch, Piveteau and Stadler, 1994, Horster, Michels 
and Petersen, 1994). 

In all cases the security of the protocols is considered at the moment when the notary 
signs the document. It isn't necessary to check, whether the signature keeps it's anonymity 
when it is presented later to the notary who can store the signature parameters of all 
signed documents, because the signatures are untraceable. This new aspect leads to a 
classification in this paper, because all of our proposed schemes are only anonymous during 
signature generation but they are not at the time of signature verification by the notary. 
This characteristic can be useful in many applications. Some of them are discussed at the 
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end of this paper. Additionally it is also possible to blind only the signature parameters 
but not the message, which can be very useful for self-certified public keys and the related 
authentication and authentic key exchange protocols (Horster and Knobloch 1991, Horster 
and Petersen,.1994, Horster, Michels and Petersen, 1994). 

The security of all protocols is based on the discrete logarithm problem, which has 
the advantage compared with the factorization problem, that all users have a common 
modul and that several structures like GF(p), GF(pn), elliptic curves or Lucas functions 
are known to implement cryptosystems based on this problem. 

In section two we present our classification of blind signature schemes. Section three 
gives a brief introduction into the Meta signature scheme with appendix, which is neces
sary to develop the hidden signatures in section four. Sections five gives an example for 
weak blind signatures with appendix. In section six the Meta-Message recovery signature 
scheme is briefly reviewed. A hidden and a weak blind variant of this scheme are presented 
in the next two sections. Further we present some important applications of all schemes. 

2 CLASSIFICATION OF BLIND SIGNATURES 

There are three parties in a blind signature protocol: The owner of the signature Alice, 
who chooses the message, the signer or notary Nancy, who generates the blind signature 
on it and the verifier Bob, who checks the validity of the (unblinded) signature. The 
notary and the verifier can be one person. We use the notation established by ElGamal 
(1994). 

Depending on the strength of anonymity given by the signature, we can distinguish four 
classes of blind signatures (Horster and Petersen, 1994): 

1. Hidden signatures 
This kind of signatures can be distinguished into two subtypes in case of ElGamallike 
signature schemes: 

(a) Message hidden signatures, in which the notary doesn't know the document he signs, 
but he knows the signature parameters. If he stores them, he can recognize the 
signature later by comparing them with a given signature. 

(b) Parameter hidden signatures, in which the notary doesn't know the signature pa
rameters but he knows the message m and the parameter r. 

2. Weak blind signatures 
The notary doesn't know the message and the signature parameters, but he can recog
nize them later, as there exists a relationship between the blinded signature parameters 
and the unblinded parameters. 

3. Interactive blind signatures 
The notary doesn't know the message and the signature parameter r. By demonstrating 
the knowledge of the signature parameters with an interactive proof, the signer doesn't 
get any knowledge about the relation between the blinded and the unblinded signature 
parameters. So he doesn't get any information about the relationship between a given 
document and his stored parameters. If it's necessary, the owner can be forced in case 
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of a complaint to show the signature parameter s which effects that the notary can 
discover the relationship. 

4. Strong blind signatures 
The signer couldn't see a relation between any of his stored parameters and the shown 
signature parameters, so that the signature is reallyanonymous and can't be disclosed 
at any time. 

In the following we will only consider the first three classes. Examples of the strong 
blind signature can be found in Okamoto (1992), Camenisch, Piveteau and Stadler (1994) 
and Horster, Michels and Petersen (1994). 

3 THE META SIGNATURE SCHEME WITH APPENDIX 

The Meta signature scheme with appendix has been proposed by Horster, Michels and 
Petersen (1994). First we briefly describe the basic ElGamal signature scheme (ElGamal, 
1984) and then we introduce the Meta signature scheme with appendix for one message 
block. 

The basic ElGamal signature scheme 
For an ElGamal signature (ElGamal, 1984) the trusted authority chooses a large prime 
p and a generator a E z; with order p - 1. p and a are public system parameters and 
authentically known to all users. The signer Alice chooses a random number XA E Zp-1 
and computes YA := axA (mod p). She publishes YA and keeps XA secret. These values 
are constant for all messages to be signed. To sign a message m E Zv-1 Alice chooses a 
random number k E z;_1 • She computes r := ak (mod p) and solves the congruence 

m =: XA • r + k · s (mod p- 1) (1) 

for the parameters. The triple (m; r, s) is the signed message. It can be verified by checking 
the congruence 

am =: yA_ · r8 (mod p). (2) 

The Meta signature scheme 
Instead of signature generation by the equation (1) we can also choose the general equation 

A=: XA · B + k · C (mod q) (3) 

with q E P ,qi(P -1), and choose A,B,C as general functions e,J,g: Zq3 --> Zq with 
arguments m, r and s. As m E Zp-1 we imply that m is reduced modulo q before it is 
used as an argument but in the following description we omit this for the sake of clarity. 

The parameters should either be used as argument in only one of the three functions or 
the functions have to be chosen carefully, such that the signature equation can be solved. 
Also all of the parameters m, r, s have to occur at least once. If two or three functions 
use exactly the same arguments, then they should be chosen as different operations. The 
occurrence of the insecure rs- and ms-variants (Horster, Michels and Petersen, 1994), 
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where the parameters r and s ( m and s) occur exactly in one of the three functions e, f 
and g together but neither r nor s (m nor s) occurs in one of the two other, should be 
avoided. All four conditions apply also for equivalent variants, in which the signature 
equations can be transformed into each other. Furthermore none of the three functions 
should be equal to zero. To get efficient variants, the functions should be chosen, such that 
scan be easily extracted (e.g. without inversions). It's also an advantage to choose one of 
the functions equal to one, to obtain an efficient signature verification. This verification 
is done by checking the equation 

(4) 

Additionally we can generalize the computation of the parameter r by choosing 
r' := ci (mod p) and computing r := d(r', m) with a suitable function d : Z/ --+ Zp. 
In this case, the verification equation ( 4) modifies to 

r = d ( aA·C-1 . YNB·C-1 (mod p), m) (5) 

It also possible to vary the mode of operation that determines the group orders and the 
length of the parameters (Horster, Michels and Petersen, 1994): 

• XL: ElGamal mode with IPI = lql = 512, 
• 1: Schnorr mode (Schnorr, 1989) with IPI = 512, lql = 160, 
• M: DSA mode (NIST, 1991) with IPI = 512, lql = 160, r reduced modulo q, and 
• S: small mode (Schnorr, 1989, Knobloch, 1994) with IPI = 512, lql = 160 and a q1 bit 

number h(r) (50 :S: lq1l :S: 160) reduced by any hash function h. 

These modes are implicitely defined by the choice of q which specifies the order of the 
subgroup and the function d, wich fixes the size of the parameter r. 

As there are numerous variants, in the following we will only consider some efficient 
special cases of permutations, namely to choose A, B, C as a permutation of one of the 
following five types EG I- EG V, which have been analyzed in detail by Horster, Michels 
and Petersen (1994): 

EG I: (m,r,s),EG II: (f(m,r),s,1),EG III: (f(m,r),g(m,s),1), 
EG IV: (f(m,r),g(r,s),1),EG V: (f(m,s),g(r,s),1). 

The functions j, g : Zq 2 --+ Zq have to be invertible in the argument s to guarantee the 
solubility of the general signature equation (3) for the signature parameter s. For every 
type we get one of the following six permutations of the coefficients, which are enumerated 
by No.1- 6: 

1: (a,b,c) 2: (a,c,b) 3: (c,b,a) 
4: (c,a,b) 5: (b,c,a) 6: (b,a,c) 

For example (a,b,c) = (m,r,s) in Type EG I and (a,b,c) = (f(m,r),s,1) in Type EG II. 
Combining the described variations we get a description of the Meta signature scheme 

with appendix which can be written as 

MEG= (Mode.Type.No, d, e, j,g). 

The parameters are chosen in the following way: 
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• Mode E {XL, L, M, S} specifies the mode of operation, 
• No E {1, 2, 3, 4, 5, 6} gives the number of the permutation, 
• Type E {EG I, EG II, ... , EG XI} gives the type of permutation, 
• d : Zp 2 --+ Zp specifies the computation of r, 
• e, f, g : Zq 3 --+ Zq invertible in the argument s. 

In a simplified (non-redundant) manner, we can also describe the Meta scheme by the 
tuple (Mode, d, e, J, g) but then we loose useful structural information for the security 
analysis. Therefore we prefer the first notation even if it contains redundancy. 

4 HIDDEN SIGNATURES WITH APPENDIX 

The following protocols are based on the ideas of the testimonial scheme (Horster and 
Knobloch, 1991), the hidden signature scheme (Horster and Petersen, 1994) and the Meta 
signature scheme with appendix. We have to decide, whether the parameter s or the 
message m is covered. This results in a classification into parameter hidden and message 
hidden signatures. 

First we give a brief review on the first parameter hidden signature scheme, the testi
monial scheme, then we present a general approach for blinding the parameter C of the 
Meta signature scheme with appendix. 

The testimonial scheme 
For a parameter hidden signature, the notary Nancy chooses XN and YN like the signer 
does in the ElGamal signature scheme. The owner Alice, who wants to get the hidden 
signature on the message mE Zp, chooses a random hE z;_1 , computes (3 = ah (mod p) 
and passes (3, m to the notary. Now, the notary chooses a random k E z;_1 and computes 
r := (3k (mod p). The parameters k and h should never be reused for another signature. 
The notary solves the congruence XN · r + s · k = m (mod p- 1) for the parameter s 
and passes the signature (r, s) to the owner A, who computes s = s · h-1 (mod p- 1 ). 
The triple ( m; r, s) is the signed message. The signature can be verified by checking the 
equation am = Y'N · r" (mod p). 

Reconstructing s E z;_1 by the notary is equivalent to compute the discrete logarithm 
log"'(ah) = h since h = s-1 · s (mod p- 1). 

General approach 
To develop a hidden signature scheme from the Meta signature scheme with appendix, 
we use the following general approach: 

1. Make sure, that the hidden parameter s or the hidden message m appears only as 
argument in the coefficient C but not in A and B. 

2. Write the coefficient C as a product of the hidden parameter and the remaining part 
of C. 

3. Alice uses a random blinding factor hE Z~. 
4. Nancy chooses the generator (3 := ah (mod q) for signature generation. 
5. She solves the signature equation and sends the hidden parameter to Alice, who com

putes the unblinded parameter by multiplicating it with h or h-1 . 
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4.1 Message hidden signatures 

The trusted authority chooses large primes p, q with qj(p- 1) and a generator a E z; of 
a multiplicative subgroup of order q. To get a message hidden signature on the message 
m, Alice and Nancy carry out the following steps: 

1. Alice chooses a random number h E Z~, computes f3 := ah (mod p) and 
1n := m · h (mod q). 

2. She transmits m and f3 to Nancy. 
3. Nancy chooses a random k E Z~, computes r := f3k (mod p) and signs the message iil. 

by solving the congruence (6) for the parameters. 

A= XN. B + k. m .. c (mod q) (6) 

A, B and C are chosen as general functions e, j, g with arguments r and s. 
4. Nancy transmits the signature (r,s) to Alice. 

The tuple (r, s) is a message hidden signature on the message m. It can be verified by 
the following congruence: 

(7) 

This congruence holds clue to the following equation: 

y~. = axNB. j3kmC = axNB. ahkmC = axNB+kmC = aA (mod p). 

Hence the Meta-Message hidden signature scheme can be written as 

MMH = (Mode.Type.No.e.f.g) 

with Type E {MH I, MH II, MH III, MH IV, MH, V} and the related choices for Mode 
and No (see section 3). Note, that the function d must be chosen as d( r', m) = r', as the 
message should appear only as argument of C. Table 1 gives a survey of the most efficient 
variants of the message hidden signature scheme. 

Theorem 1 The signature scheme described in steps l.-4. above is a message hidden 
signature scheme. 

Proof. As the signature parameters ( r, s) are not blinded, this is only a hidden signature. 
The notary doesn't know the message m during signature generation which is blinded 
by the parameter h. Reconstructing m from m is equivalent to the discrete logarithm 
problem log,(f3) := h (mod p) since h =: m · m-1 (mod q). D 

Efficiency considerations 
The efficient variants have been proposed in table 1. Because in all of them, one of the 
coefficients A, B, Cis equal to one, they have efficient signature verification with only two 
exponentiations. Among these variants, those are most efficient, in which the parameter 
s is an argument of the coefficient A and doesn't occur elsewhere, because in these cases 
Nancy needs no inversion for signature generation. Namely these are the variants MH I.3, 
MH II.4, MH III.4 and MH IV.2. 
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Var. A B c signature generation verification 

MH !.3 s .,. 1 S =:: XNr + km a• = YN. rm 
MH !.5 r s 1 r =:: XNS + km ar = YN. rm 

MH II.2 1 s f(r) 1 =:: XNS + kmf(r) a =:: y'fv . rmf(r) 
MH II.4 s 1 f(r) s = xN + kmf(r) a• =:: YN . .,.mf(r) 

MH III.1 1 f(m,r) g(s) 1 = xNf(m,r) + kmg(s) a = y{Jm,r) . rmg(s) 

MH III.2 1 g(m,s) f(r) 1 = xNg(m,s) + kmf(r) a = y~m,s) . rmf(r) 
MH III.4 g(m,s) 1 f(r) g(m,s) = xN + kmf(r) ag(m,s) = YN . .,.mf(r) 
MH III.6 f(m,r) 1 g(s) f(m,r) = XN + kmg(s) af(m,r) =:: YN . .,.mg(s) 

MH IV.2 1 g(r,s) f(r) 1 = xNg(r,s) + kmf(r) a = y~r,s) . rmf(r) 
MH IV.4 g(r,s) 1 f(r) g(r,s) = XN + kmf(r) ag(r,s) =:: YN . .,.mf(r) 

MHV.2 1 g(r,s) f(s) 1 = xNg(r,s) + kmf(s) a = y~r,s) . rmf(s) 
MHV.4 g(r,s) 1 f(s) g(r,s) = XN + kmf(s) ag(r,s) =:: YN . rmf(s) 

Table 1 Variants of the Meta-Message hidden signature scheme 

Security considerations 
Total break of the scheme 
To avoid a total break of the scheme, which means that an attacker can compute the 
secret key XN of the notary Nancy, Nancy should be aware that she doesn't sign a hidden 
message m where m is equal to zero or (p- 1)/2 in Mode XL. 

As already described by Horster, Michels and Petersen (1994), the variants of the El
Gamal signature scheme can be totally broken, if m is chosen equal to (p - 1) /2 (mod p) 
in Mode XL (or equal to 0 (mod q) in modes L, M and S). In these cases every veri
fier can compute the secret key XN· The corresponding uncovered signature equation is 
A= XN · B + k · m · C (mod p- 1). If m = (p- 1)/2 then this equation simplifies to 
A = XN · B (mod p- 1) if k ·Cis even and to A= XN · B + (p- 1)/2 (mod p- 1) if 
k · C is odd. In both cases XN can be computed if gcd(B,p- 1) = 1. In the case of 
m = 0 (mod q) the equation simplifies to A = XN · B (mod q), which can always be 
solved for XN if B i= 0. 

To avpid this kind of attack, it is necessary, that m can't be chosen equal to (p-1)/2 or 
0 without knowledge of the notary. We see in equation (6) that if m = 0 then the hidden 
message m := m · h = 0 (mod q), such that Nancy won't sign it. If m = (p-1)/2, then m 
is either equal to zero or (p -1)/2, depending on the parity of h. So the notary shouldn't 
sign any hidden message m := (p- 1)/2. 

Universal and existential forgery 
There are three different persons with different views who are able to cheat: 

1. The notary Nancy knows the hidden message and perhaps later the uncovered message. 
She wants to find out some relationship between the hidden and uncovered parameters 
at the time of signature generation and needs not to follow the protocol. 
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Owner Alice Channel Notary Nancy 

k ER Zp" 
r' <------ r' := ak (mod p) 

r := d(r',m) --+ r 
s <------ s := p(xN, k, r) 

Table 2 An alternative hidden signature scheme 

If m E Zq, to reconstruct m by the notary is equivalent to compute the discrete 
logarithm log"(ah) = h since h = m-1 . m (mod q). 

2. The verifier Bob knows the message. He tries to forge a signature without influencing 
the protocol. This case can be reduced to the Meta signature scheme. The possibility 
of cheating has already been analyzed by Horster, Michels and Petersen (1994) with 
the result, that there are no security flaws known today. 

3. The owner Alice knows the related hidden and uncovered message. Her aim is to get 
valid signatures on arbitrarily chosen messages. She needn't follow the protocol. She 
obtains the signature ( r, s) for which she knows the equations j]A = y'Jf · rmc (mod p) 
and the verification equation aA = y~ · rmc (mod p). As these equations are simply 
related by exponentiation with h, she has no more information and abilities to cheat 
than the verifier Bob. 

An alternative approach 
An alternative approach for hidden signature schemes can be obtained using the ideas 
of Schnorr's signature scheme (Schnorr, 1989) and has already been described in the 
literature (e.g. see Horster and Petersen (1994)). We choose the function din the Meta 
signature scheme as an one way hash function h with arguments r' and m. The parameter 
r := d(r', m) is computed by the owner of the message, such that the notary Nancy doesn't 
learn anything about the contents of the message. Nancy signs the message by choosing 
the general signature equation 

A= XN · B + k · C (mod q) (8) 

where A, B and C are chosen as suitable general functions with arguments r and s. 
Suppose, that the parameter s can be extracted from equation (8) using the function 
s := p(xN, k, r). Then we get the hidden signature scheme given in table 2. The signature 
on the message misgiven by (r,s). Its verification is done by checking the equation (9). 

r = d(aAc-• · Y"NBc-• (mod p),m). (9) 

As the parameters r and s are not covered to the notary in this scheme, we obtain only 
a hidden signature from this protocol. The approach is not suitable for signature schemes 
giving message recovery, as the function d has to be invertible in that case (Horster, 
Michels and Petersen, 1994). 
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4.2 Parameter hidden signatures 

To get a parameter hidden signature from Nancy on the message m, Alice and Nancy 
carry out the following steps: 

1. Alice chooses a random number hE Z~ and computes {3 := ah (mod p). 
2. She transmits m and {3 to Nancy. 
3. Nancy chooses a random k E z;, computes r' := {3k (mod p), r := d(r', m) and signs 

the message m by solving the congruence (10) for the parameter s. 

A= XN · B + k · s · C (mod q) (10) 

The coefficients A, B, C are chosen as suitable general functions e, j, g with arguments 
m and r. 

4. Nancy transmits the signature (r,s) to Alice. 
5. Alice computes s := s · h-1 (mod q). 

The tuple (r, s) is a parameter hidden signature on the message m. It can be verified 
by the congruence (11) if d(r',m) = r' and by the congruence (12) in all other cases. 

The congruence (11) is true as the following equation holds: 

y~. r•C = axNB. {3ksC = axNB. ahk6h-1s = axNB+ksC = aA (mod p). 

Congruence (12) can be verified in a similar manner. 

The Meta-parameter hidden signature scheme can be written as 

MPH= (Mode.Type.No,d,e,j,g) 

(11) 

(12) 

with Type E { PH I, PH II, PH III, PH IV } and the related choices for the parameters 
Mode and No (see section 3). 

Theorem 2 The signature scheme described in steps 1.-5. above is a parameter hidden 
signature scheme. 

Proof. As the message m and the signature parameter r are not blinded, this is only 
a hidden signature. The notary doesn't know the signature parameter s after signature 
generation,as it is blinded by the parameter h. Reconstructing s from s is equivalent to 
solve the discrete logarithm problem log"(f3) := h (mod p) since h = s · s-1 (mod q). 

Table 3 gives an overview about the most efficient variants of the Meta-parameter 
hidden signature scheme which are obtained from the Meta signature scheme in section 
3. 
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No. A B c signature generation verification 

PH I.1 m r 1 m = XNT" + ks Cim = Y'N. r• 
PH I.6 r m 1 r = xNm + ks Cir = y'!J · 7"8 

PH ILl 1 f(m,r) 1 1 = xNf(m,r) + ks Ci = yfJr,m) . r• 
PH II.6 f(m,r) 1 1 f(m,r) = XN + ks af(m,r) = YN . r• 

PH III.1 1 f(m, r) g(m) 1 = xNf(m,r) + kSg(m) Ci = yfJm,r) . rg(m)s 
PH III.6 f(m,r) 1 g(m) f(m, r) = XN + ksg(m) af(m,r) = YN . rg(m)s 

PH IV.1 1 f(m,r) g(r) 1 = xNf(m,r) + ksg(r) Ci = yfJm,r) . r•g(r) 
PH IV.6 f(m,r) 1 g(r) f(m, r) = XN + ksg(r) af(m,r) = YN . r•g(r) 

Table 3 Efficient variants of the Meta-parameter hidden signature scheme 

Security considerations 
The security of the parameter hidden signature scheme is comparable to the security of 
the message hidden signature scheme, except that the owner can't choose any hidden 
parameter in advance and thus the attack for total break described in the last subsection 
can't be applied. 

Efficiency considerations 
The efficient variants in which one of the coefficients A, B, C is equal to one and thus 
the verification is possible with only two exponentiations is given in table 3. Because the 
parameter s has to occur in the coefficient C, they all need one inversion for signature 
generation. 

5 WEAK BLIND SIGNATURES WITH APPENDIX 

The weak blind signatures with appendix can be obtained from the Meta blind signature 
schemes with appendix presented by Horster, Michels and Petersen (1994), by simply 
choosing the random number b equal to zero. For the sake of clarity the function d is 
chosen as d(r,m) :=rand we only focus on the ModeL. The adoption to the other 
modes and other choices of the function dis straightforward (see Horster, Michels and 
Petersen (1994) for details). 

The idea is that notary Nancy chooses the blinded parameter f :=a;; (mod p) herself 
(with a random k E Zq *) and the owner Alice chooses the unblinded r := f" (mod p) 
(with random a E Zq*). Nancy signs the blinded message musing the equation 

A= XN · B + k · C (mod q). (13) 

The coefficients A, B and C are chosen as suitable general functions e, J, g with arguments 
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Owner Alice Channel Notary Nancy 

a ER z; k ER Zp* 
f f-- f := ak (mod p) 

r :=fa (mod p) 
m := 'lj;(a,m,r,f) ---+ m 

8 f-- 8 := p(xN,k,m,f) 
s := B(a,m,r,m,f,8) 

Table 4 Meta-weak blind signature scheme with appendix 

m,f and 8. The unblinded signed message is given by (m,r,s). Its validity is checked by 
the congruence (14). 

(14) 

To guarantee the correctness of the signature scheme, this equation must be satisfied. 
Hence we get 

y~. rc = a'"NB. Ciakc = axNB+aG6-1(A-xNB) = y}:-a6-'BG). aa6-'Ac ok aA (mod p). 

Therefore we get the equations 

A= aA.cc-1 (mod q), 

B = aBCC-1 (mod q). 
(15) 
(16) 

If the value s does not appear in C then it is possible to transform these two equations 
to get m := 'lj;(a, m, r, f) and s := B(a, m, r, m, f, 8). Note that s and 8 are not allowed 
in the equation for m. Furthermore we can transform the signature equation (13) to get 
8 := p(xN, k, m, f). This results in the Meta-weak blind signature scheme (MWB) given 
in table 4. The signature on the message m is given by (r, s ). Its verification can be done 
by checking the equation (14). 

The Meta-weak blind signature scheme with appendix can be written as 

MWB = (Mode.Type.No,d,e,f,g) 

with Type E {WB I, WB II, WB III, WB IV, WB V} and the related choices for the 
parameters Mode and No (see section 3). 

We illustrate the Meta signature scheme by giving equations for some efficient variants 
in table 5. Note that for those schemes in which the parameters appears in C we can't 
get weak blind signature schemes for general functions f and g, because s and 8 are not 
allowed as arguments in the function¢. Thus we can't get a weak blind signature scheme 
using the basic ElGamal signature scheme. 

Theorem 3 The signature scheme given in table 4 is a weak blind signature scheme. 

Proof. On the one side, the notary can't find a relationship between the covered and 
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No. 1/J(a, m, r, f) signature generation B(a,m,r,in,r,s) 

WB 1.2 in:= (art1mr s := x-;./ (in- kr) s := asrf-1 

WB 1.3 in:= amfr-1 8 := XNT +kin s := asmin-1 

WB 1.4 in:= (art1mf S := XNin + kf s := asrf-1 

WB 1.5 in:= amfr-1 8 := x-;./(f- kin) s := asmin-1 

WB 11.3 in:=(m+r)a-1 -f S := XN(f +in)+ k s :=as 

Table 5 Efficient variants of the Meta-weak blind signature schemes 

uncovered values during signature generation as he doesn't know the random value a 
which is involved in the computation of in. On the other side, there exists a relationship 
between the blinded and unblinded signature parameters, which can be verified by the 
notary using the congruence (17). 

A. s-1 =A. fJ-1 (mod q)-<===> A. iJ =A. B (mod q). (17) 

This congruence is satisfied, as we can see using the equations (15) and (16): 

A. s-1 = aAcc-1 • (aBCC1t 1 = aAcc-1 . (a-1 iJ-1c-1C) = AiJ-1 (mod q). 

Note, that those variants, in which A and B are a permutation of e(s) and 1 and 
C := f(m, r) don't result in weak blind signature schemes, ass is revealed by the notary 
in these cases. This can easily be seen by the invariant in equation (17). So the notary 
can rediscover the signature using the parameter s as an indicator. 

Alternative designs 
Instead of computing the parameter r by the equation (A1) r :=(f)" = c/" (mod p) 
we can also use (A2) r := ry"N" = c/<-xNa (mod p) as suggested similar by 
Okamoto (1992), (A3) r := (r)a" = ak+a (mod p) or (A4) r := (r)"YN = aka+xN (mod p) 
which have been proposed by Horster, Michels and Petersen (1994) or (A5) 
r := (f · YN )" = a(k+xN)a (mod p) . This leads to slightly modified general equations (15), 
(16) from which we obtain many additional efficient variants. We get the following equa
tions: 

(A2) A= Acc-1 (mod q) (18) 

B = iJcc-1 + aC (mod q) (19) 

(A3) A= Acc-1 + aC (mod q) (20) 

B = iJcc-1 (mod q) (21) 

(A4) A= aAcc-1 (mod q) (22) 
B = aBCC-1 - 1 (mod q) (23) 
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A= alicc-1 (mod q) 
B = afJC6-1 - aC (mod q) 

(24) 
(25) 

This gives four additional designs together with the multiple variants of the Meta-weak 
blind signature scheme with appendix. We have to choose the coefficients A, B and C 
carefully, to avoid variants, in which one of the parameters can be revealed by the notary. 

6 SIGNATURE SCHEME GIVING MESSAGE RECOVERY 

This scheme has been proposed by Nyberg and Rueppel (1993). Let p and q be primes 
and q is a large integer factor of p- 1. Let a E z; be an element of order q. 

The signer Alice chooses XA and YA as in the ElGamal scheme. To sign the message 
mE Zp, she chooses a random k E Zq, computes r := a-k · m (mod p) and solves the 
congruences = k-xA ·r (mod q) for the parameters. The tuple (r, s) builds the signature. 
The message can be recovered by computing m := a• · y}. · r (mod p). The correctness 
of the signature is verified implicitly by checking the redundancy scheme of the message. 
The security of this scheme seems to be similar to the ElGamal scheme, although an 
equivalence couldn't be proved. 

6.1 Meta signature scheme giving message recovery 

We can apply the Meta signature scheme with appendix to obtain the Meta-Message 
recovery scheme (Horster, Michels and Petersen, 1994). The general signature equation is 
of the form 

A= XA · B + k · C (mod q) (26) 

where A, B, C are permutations of general functions e, j, g : Zq 2 ----+ Zq with arguments r 
and s. For the sake of clarity we describe the case in which the parameter r is computed 
as r := a-k · m (mod p). This is the choice for the function d proposed by Nyberg and 
Rueppel (1993). From the signature (r, s) the message can be recovered by the equation 

m := aA·C-1 . y-;.,_B·c-1 . r (mod p). (27) 

If we look carefully on the necessary conditions on the functions e, j, g described in 
section 3, we get ten types of permutations which are listed in table 6. 

Among these only the types MR I, III and V are solvable for all possible choices of the 
functions e, f and g. The most efficient types are MR I- IV if we choose the parameter 
C = 1, because we need no inversion for message recovery. In Type MR II, IV, VI- X we 
have to choose suitable functions e, j, g to guarantee the solvability for the parameters. In 
Type MR IV, we have to choose different functions j,g without homomorphic properties 
to guarantee the security of the signature scheme. Furthermore it is argued by Horster, 
Michels and Petersen (1994) that Mode L is best suited for message recovering schemes. 
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Type (A, B, C) permutation of 

MRI e(l) f(r) g(s) 
MR II e(l) f(s) g(r,s) 
MR III e(l) f(r) g(r,s) 
MRIV e(l) f(r,s) g(r,s) 

MRV e(r) f(r) g(r,s) 
MR VI e(r) f(s) g(r,s) 
MR VII e(s) f(s) g(r,s) 
MRVIII e(r) f(r,s) g(r,s) 
MRIX e(s) f(r, s) g(r,s) 
MRX e(r,s) f(r,s) g(r,s) 

Table 6 Permutations of the Message recovery scheme 

7 HIDDEN SIGNATURES GIVING MESSAGE RECOVERY 

In the signature schemes giving message recovery it is only possible to hide the message 
m and at least one of the parameters simultaneously, because the message is embedded 
in the parameter r. 

The method for blinding is developed from the existential forgery of some of the variants 
of the Meta-Message recovery scheme described by Horster, Michels and Petersen (1994). 
We will refer to it as message hidden signature, because the parameter r is unchanged. 

Message hidden signature 
As the parameter s can be embedded in the coefficient A or B we get two variants of this 
kind of signature. In the following we describe both variants. 

First variant: 
To get a message hidden signature from the notary Nancy on the message m, Alice and 
Nancy carry out the following steps: 

1. Alice chooses a random number h E z; and computes m .- m · a-h (mod p) {} 
m = m . O!h (mod p). 

2. She transmits m to Nancy. 
3. Nancy chooses a random k E z;, computes r := a-k ·m (mod p) and signs the message 

m with variant MR I.3 of the Meta-Message recovery scheme, that is she solves the 
congruence (28) for the parameter s. 

s = XN · f(r) + k (mod q). (28) 

4. Nancy transmits the signature (r, s) to Alice. 
5. Alice computes s := s + h (mod q). 
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The tuple (r, s) is a message hidden signature on the message m. The message can be 
recovered by the following congruence: 

m :=a!· YNJ(r) · r (mod p) (29) 

It can be verified by checking the underlying redundancy scheme. This congruence is true 
because of the following equation: 

0:8 • YNJ(r). r = a:(ii+h). YNJ(r). r = aii-xNf(r). ah. r = ak. ci. a-k. m = ah. m = m (mod p). 

Second variant: 
The same type of signature is possible, if Alice computes m := m · Yil and Nancy solves 
the equation f(r) = XN · s + k (mod q) for the parameter s, which is variant MR I.5 
of the Meta-Message recovery scheme. The tuple (r,s) is a message hidden signature on 
the message m which can be recovered by the congruence m = af(r) · Yi/ · r (mod p). 
The correctness is also checked implicitly by the underlying redundancy scheme. This 
congruence is true because the following equation holds: 

af(r). Yi/. r = af(r). YN(ii+h). r = af(r)-xNii. y;,. r = ak. y;,. a-k. m = y;,. m = m (mod p). 

Security considerations 
The security of the hidden signature scheme with message recovery corresponds to the 
security of the variants of the Meta-Message recovery scheme (Nyberg and Rueppel, 1993, 
Horster, Michels and Petersen, 1994). It must only be shown, that the notary Nancy 
couldn't get any information about the message m at the time of signature generation. 
This is true because the message is blinded with a random parameter a-h [YA"h], which 
she can't compute without knowledge of the random number h. 

Efficiency considerations 
The first variant is more efficient because the signature equation can be solved without 
computing the inverse of XA. 

8 WEAK BLIND SIGNATURES GIVING MESSAGE RECOVERY 

Following the design criterias of the weak blind signature scheme with appendix in section 
5 and the Meta-Message recovery blind signature scheme proposed by Horster, Michels 
and Petersen (1994) we can obtain the weak blind signatures giving message recovery. 
For the sake of clarity, we focus on the Mode L, the adoption to the other modes is 
straightforward. 

As in the weak blind signature scheme with appendix, Nancy chooses the blinded pa
rameter i'' := a:f (mod p) which is unblinded by Alice as r' := (i'')a (mod p) (a, k random 
in z; ). Alice computes r := d(r',m) and the blinded parameter i'. Nancy signs i' using 
the equation 

(30) 

The coefficients A, B and C are chosen as suitable general functions e, j, g with arguments 



Owner Alice 

a ER z; 
r' 

r' := r'a (mod p) 
r := d(r',m) 
r:='I/J(a,r) 

s 
s := B(a,r,r,s) 

Hidden signature schemes 

Channel Notary Nancy 

k ER Z/ 
r' := (i' (mod p) 

r 
s := p(xN, k, r) 

Table 7 Meta-weak blind signature scheme giving message recovery 
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r and s. The signature on the unblinded message m is given by (r, s ). Its validity is 
checked by computing the message using equation (31) and checking if m satisfies the 
given redundancy scheme. 

(31) 

To guarantee the correctness of the signature scheme, this equation must be satisfied. As 
m := d-1 (r, r') by definition, we get the equation 

r' = (r')a =(}a= aac-1(A-x-nB) = aaA:c-1 • YNac-1Ei ,k aAc-1 • YNBc-1 (mod p). 

Therefore we get the equations 

A= aAcc-1 (mod q), 
B = aBCC-1 (mod q), 

(32) 
(33) 

which are the same as in the case of weak blind signatures with appendix. If the value s 
does not appear inC then it is possible to transform these two equations to get r := '1/J( a, r) 
and s := B(a, r, r, 8). Note that sand 8 are not allowed in the equation for f. Furthermore 
we can transform the signature equation (30) to gets:= p(xN,k,r). This results in the 
Meta-weak blind signature scheme giving message recovery (MWM) given in table 7. The 
signature on the message m is given by (r, s ). Message recovery is done by the equation 
(31). . 

Note, that those variants, in which A and B are a permutation of 1 and e(s) and 
C := f(r), don't result in weak blind signature schemes, as s can be revealed by the 
notary in these cases. This can easily be seen by the invariant in equation (17). So the 
notary can rediscover the signature using the parameter s as an indicator. 

The Meta-weak blind signature scheme giving message recovery can be written as 

MWM = (Mode.Type.No,d,e,J,g) 

with Type E {WM I, WM II, WM III, WM IV, WM V} and the related choices for the 
parameters Mode and No (see section 3). 

We illustrate the Meta signature scheme by giving equations for some efficient variants 
in table 8. The proof that the signature scheme given in table 7 is a weak blind signature 
scheme is analogue to theorem 3. 
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No. 'lj!(a, r) signature generation B(a,r,r,s) 

WM I.3 r := ar s := XNT + k s :=as 
WM I.5 r := ar s := x!./(r- k) s :=as 

WM ILl T :=a-Ir s := xN(r + s) + k s :=as 

Table 8 Some efficient variants of the signature scheme in table 7 

9 APPLICATIONS 

In all applications for message hidden signatures the notary is not obliged to know the 
message but the owner has in spite of this a special interest in the anonymity of the 
message. This might be the case in a testament application in which the notary signs 
the last will of Alice without knowing the content of it during Alice's lifetime. Later the 
inheritance Bob can verify that the testament has been signed by the notary and it is 
possible to check that the notary has signed the testament even if the signature scheme 
is broken in meantime. The notary just looks in his list of signature parameters and 
compares the given signature parameters with his stored ones. This kind of application is 
also possible with weak blind signatures but not with strong signature schemes, because 
in the strong blind schemes the notary can't find any relationship between the given and 
the stored parameters. Other applications of the hidden and weak blind signature scheme 
are pseudonymous credentials or anonymous access control. 

An important application for parameter hidden signature schemes are self-certified pub
lic keys. They can be obtained by the approach described by Horster, Michels and Petersen 
(1994) which can also be adopted to the Meta signature scheme with appendix. Using the 
hidden signature schemes, the problem that the notary N arrey always knows the secret 
key of the user Alice can be solved as pointed out in (Horster and Knobloch 1991, Horster, 
Michels and Petersen, 1994, Horster and Petersen, 1994). The self-certified public keys are 
mainly used for authentication and authentic key-exchange protocols (Horster, Michels 
and Petersen, 1994, Horster and Petersen, 1994). Weak blind signatures can be used for 
similar applications. 

10 CONCLUSION 

We have presented sP-veral hidden and weak blind signature schemes. They have the 
property that the blinding of the parameters is only weak, such that the blinded message 
(or parameters) and the unblinded message can be related by the notary later. This 
property is useful in many applications and so this kind of signatures have their use 
and importance among the strong blind, untraceable signatures and the conventional 
uncovered signatures. 
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