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1bis book is dealing mainly with codes of Ethics/Conduct/Practice and one should wonder if 
the field of 'Computer Ethics' is then covered thoroughly by them. The answer is certainly 
negative. Obviously, codes are not primarily focusing attention on the great ethical issues of 
justice and fairness that confront our age: economic inequity, racism and unemployment, the 
global imbalance of economic resources and opportunities, poverty and oppression of the 
Third World, to cite some examples. The link of these great questions with information proc
essing is not at all clear, nor do we have any certain and universally accepted solutions. 
Nevertheless, computing and telecommunication have become a constituent part of our collec
tive life and no one can deny their influence on the way action in and on the world is affected 
by them. The 'White Book' of the European Commission is a good example of the link which 
is established between technological innovation and such major issues as 'Employment, 
Growth and Competitivity' 1• 

But, on the other hand, some authors are now treating under the umbrella of 'Computer 
Ethics' specific fields which were until now considered as pertaining to the field of 
'Computers and Society'2• 1bis is not a false perspective, ethics may include many different 
analyses which lead our action with or in relationship with others. But, cultural traditions, or 
contexts may differ. In countries where individual autonomy is exacerbated, one can under
stand that ethics has got its credentials, since ethics is more comfortable when thought of in a 
relatively private context. Where collective action has still more significance, ethics will be 
relegated to a less prominent place and other types of analysis will be privileged to guide 
action, such as social or political science, or associative groups or unions' analysis. We have 
already stressed, in our analysis of the codes, that the challenge of today is to think ethics in 
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terms of collective ethics, or applied ethics. So the field of ethics has to be restricted if we 
want to better evaluate what is not included in an analysis which has dealt mainly with codes. 

Dealing with National Computer Societies 

But, let us stress first, the originality of this book, even in terms of the sole analysis of codes. 
We deliberately have not examined the codes of specific firms, not even of specialized profes
sional associations - such as associations of computing services, certified general accountants, 
data processing managers or computer-using educators, etc. We have been dealing with codes 
of national computer Societies which most of the time are regrouping associations of different 
kinds, with different interests. They always include, at least, people working in different 
organizations. This reveals that their codes are already overcoming some of the criticisms 
which affect the 'professionalization of ethics'. 'Professionalization threatens to narrow the 
scope of moral evaluation because it diminishes the appeal of non-professional experience for 
ethical reflection and, as a result, the profession's view of its role and responsibility risks 
being divorced from broader social values'3• We do not ignore that there are some national 
computer Societies regrouping professionals in the narrower sense - as quoted here - and that 
they may have nevertheless a broad view of their responsibilities towards clients, the general 
public and the society as a whole. But, there are also others which are more oriented towards 
their own self-protection. One of the best guarantees that the computer Societies can provide 
us with is that they already assume some role of mediation among the different interests to be 
protected. Ethics always includes a reference to others, and to their rights and legitimate inter
ests. But the broader the category of 'others' is, the more ethics has a chance to open the 
horizon of 'universalization' which must be constitutive of it, as we pointed out when ana
lyzing its specific role. 

Moreover, the material which is presented here originates from a worldwide networked 
organization. It reflects the different sensitivities, although it shows a fine convergence. The 
differences are marked especially in the denomination of the codes - codes/standards/guide
lines; ethics/conduct/practice - in the status of the Societies, in their membership structure, in 
their rules of enforcement. Some of the codes are purely 'aspirational', others are more regu
latory, etc. The similarities and the convergence are manifested principally in the fields of 
responsibilities and obligations which rest upon their members. 

Similarities and convergence also bring something most valuable to the ethical debate of 
today which is worth noticing. This debate is dominated by the question of the foundation of 
ethics. There are critics who hold that there are standards in reason which authorize common 
references in terms of ethics, values, behaviour, etc. ; there are also those who disagree. Dif
ferent boosters and knockers have led to ethical theories which have been mentioned earlier in 
our analyses: utilitarianism, relativism, hedonism, consequentialism, etc. Many issues are 
linked to the way we look at one of the persistent malaise of our society, namely the question 
of individualism4• We shall elaborate later on on the benefit of 'discourse ethics', but we can 
already say that the similarities and convergence in the different analyzed codes give us a solid 
framework or platform to advocate the capacity of going ahead along the line. of what we have 
called the 'spaces for discussion': there is already a consensus on some shared principles. 
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Are Codes Avoiding Sensitive Questions? 

This originality may also explain what one could consider as potential weaknesses. The 
statements may appear as vague and fuzzy and oblivious to some sensitive questions. We 
noted, for instance, that the statements on 'computer crime' and 'piracy or misuse' are rather 
infrequent in the codes. How can we then explain and consider the increasing interest in the 
computer crime laws being enacted in the United States?5 The answer could be that this kind 
of protection is not needed among professionals and can be interpreted by them as an obvious 
consequence of provisions which emphasize 'respect for others', 'confidentiality', 'property 
rights' and 'privacy in general'. Such an argument is plausible when considering that only 5 
out of 35 'prohibited actions' are covered by half of the 50 current computer crime state laws 
and the federal law (Vermont is an exception)! Let us mention them, indicating in brackets the 
number of states (including US for federal law) who have enacted on the specific subject: alter 
or modify [46], destroy [42], damage [35], fraud [34], access [33], false pretenses [22], copy 
[16], take [14], use [14], theft [13], violate privacy [12], disrupt service [12], deny service 
[12], disclose information [11], theft computer services [10], disrupt critical service [9], 
receive illegal materials [9], provide means of access [9], alter document I forgery [8], physical 
injury [8], virus, malicious program [6], alter personal information [6], facilitate crimes [6], 
interfere with use [5], falsify information [4], trespass [4], breach system security [4], 
transfer access code [3], extortion [3], violate electronic communications privacy [2], hacking 
[l], computer obscenity [1], deceive machines [l], take trade secrets [!],personal harms [1]. 
We suggest comparing this list with the classification of 'Computer Crime' as proposed by 
the Council of Europe in 1989, and as reported in the Recommendations of the IFIP General 
Assembly (see hereafter). 

Moreover, we do not see how regulation at the level of a national computer Society could 
go into detailed subjects reported as 'ethical violations' in the view of very specific contexts 
or groups of people6• In a global society where ethical principles may differ, we do not see 
how a consensual result may be reached without opening 'spaces for discussion' where the 
different points of view may be expressed. We shall come later to this point, discussing the 
problem of self-regulation which includes per se rules of interpretation. 

Difficulties may also arise since the relationships between ethics, codes and law may not 
be fully transitive. What is a rule of a code may not be considered as ethical by all, but reflect 
more what R. Sizer, in this book, calls the 'mores', i.e. the way certain people live with their 
values, habits and customs in a specific environment. That is why he prefers the denomina
tion 'code ofconduct'. We could also add that this attitude could also reflect an approach of 
professionals and may not be shared by others: managers of a computing centre may have 
views which are not those of their users or clients; a university control authority may decide 
rules which are not obvious for its students7, etc. We may also say that what is written into 
law is not always considered as ethical by all the parties, but reflect the point of view of the 
majority which has enacted the law: the most obvious example is the abortion laws in so 
many countries. But, more 'innocent' questions like the liability for property rights may find 
different legal solutions, even in the states of the same country and can raise new questions 
when considering the capacity of using a network for escaping the stringent character of a 
specific state law! Finally, ethics is not necessarily restricted to what is in codes and law, 
although we think it has to inspire them. Ethics leaves open a field for autonomy in action, 
and that is one of the reasons why its principles are most often expressed negatively: 'You 
would not do this or that'! 
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As will appear hereafter, the present codes do not handle very specifically the computer
related ethical issues which are mentioned in the 'well informed circles'. Does it mean that 
they are avoiding them? It is surely the task of responsible computer associations to develop 
the questions that arise, but it does not mean that the codes themselves must include details 
about such new questions: the computer associations must take care that their provisions can 
cover such new fields. But, above all, they must ensure that the most generally accepted 
statements are included in their own code. We here refer to the 'responsibility fields' which 
emerge from the different analyzed codes, but are not always included in each of them. If 
'integrity', for instance, is a very often mentioned quality required from members [in 2'6 
codes/30), the 'respect for the interests and rights of the people involved' is quite less fre
quently appealed to [15/30); 'confidentiality' is required by most of the codes [22/31), but 
'privacy' is a less frequent word [14/31), etc. These 'responsibility fields' are also mentioned 
in the IFIP General Assembly Recommendations, as stated in the second part of this 
Conclusion. 

We also think of the 1992 'OECD Guidelines for the Security of Information Systems' or 
many other international organizations' recommendations which are too often carefully 
drafted during heavy discussion among national representatives and experts, and then rele
gated into drawers! The 'Guidelines for the Security of Information Systems', adopted by the 
24 OECD Member Countries on November 26th, 1992, intend to cover computers, commu
nication facilities, computer and communication networks, as well as the information they 
process. 'Security' covers the protection of availability, integrity, and confidentiality of 
information systems. These Guidelines develop nine principles: Accountability, Awareness, 
Ethics, Multidisciplinarity, Proportionality, Integration, Timeliness, Reassessment and 
Democracy8• 

Functions of Codes 

The specific functions of a code must be again considered. J. Holvast, in this book, mentions 
four of them: to make the professionals responsible, to supplement legal and political meas
ures, to awaken the awareness of the public and to harmonize differences which can emerge 
between countries. M. Frankel enumerates five functions when analyzing the case of respon
sible research conduct, two of them overlapping with the preceding ones: to help profession
als to evaluate alternative courses of action and make more informed choices, to socialize the 
new professionals by sharing experience, knowledge and values, to monitor the profession by 
acting as a deterrent to unethical behaviour, to support professionals in resisting pressures 
from others - clients, employers, bureaucrats - and, finally, to help legislative, administrative 
and judicial bodies by serving as a basis for adjudicating disputes among members or between 
members and outsiders9. These five functions are adapted from the eight he mentioned in a 
previous paper, where he had added some interesting features: to serve as a source of public 
evaluation, to enhance the profession's reputation and the public trust, and to preserve 
entrenched professional biases10• It appears clearly that there are functions which are oriented 
for the sake of the profession itself - the adherence to it, its identity, the assurance of compe
tence, the way to regulate internal conflicts, ... But there are also functions which define the 
boundaries between the profession and the society: they allow the public to have a look at it, 
or the society to know what is happening in it; they act as an appeal for responsibility at dif
ferent levels - firms, society, etc. This is of utmost importance when considering the trend of 
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today toward self-regulation. We have also to be aware that these functions have to be 
adapted according to the specific profession under consideration. The functions may specify 
some more particular image of the values that defines and upholds a specific profession or the 
priorities which define it. A good example of the functions to be examined by the dental pro
fession is given by David Ozar11• Eight categories are mentioned which have to be considered 
as a range of questions to be examined: the chief client, the ideal relationship between dentist 
and patient, the central values of dental profession, competence, the relative priority of the 
patient's well-being, ideal relationships between coprofessionals, the relationships between 
dentistry and the larger community, and integrity and education. This kind of comparison 
may help deciding the questions to be considered within any profession and the emphasis to 
be put on some features. Looking at software engineering responsibilities will give other 
emphasis, as shown for instance by David Parnas12• One could understand, for instance, that 
the engineering profession will insist upon efficiency and competence, while the health care 
profession will emphasize the relationships with the patient. 

In any case, some questions are unavoidable, such as: 'Whom do you serve?' even when 
there are multiple 'clients', 'For what, for what good or benefit do you serve?', 'What is the 
proper decision-making relationship between your profession and the people you serve, as 
well as between your profession and the purpose you pursue and strive towards?' A clear 
answer to these different questions is needed if we want to avoid any confusion! We may 
want to serve everybody together, but the purposes will not be the same. As it appeared in 
the analysis of the codes, the question 'Who to serve?' receives answers which, most of the 
time, do not define priorities: Public [23/31], Organization (mainly clients-users) [25/31], 
Oneself I Profession I Computer Society [24/31]. Some codes, as the CIPS code, the BCS 
code of conduct ( 1992), the NZCS have then arranged their statements according to the target 
public. Some are still mixing the ethical imperatives and the people to serve, like the ACM 
Code (1992), the IEEE code or the GI Guidelines, for instance. These problems cannot be 
handled without questioning fundamentally the role of the codes. 

Ethics and Democracy 

There are more fundamental questions which have been addressed to the codes. Some are 
already mentioned in the paper of Jan Holvast in this book and we shall not repeat them. We 
would just discuss here the tension which may appear between codes of ethics and more 
social-oriented studies and show how this tension is at the core of today's very hot discus
sions about self-regulation and the relationship between ethics and democracy. We have 
already mentioned that some authors are dealing within ethics what was before considered as 
pertaining to the field of'Computers and Society' 13• The question now is: Does ethics inevi
tably involve politics, or better policy, in a central way? People fear that delegating ethics to 
computer professional societies or associations or particularly to firms could mean at the 
same time relegating public problems to a rather private sphere. 

We refer here to an approach which is well developed by philosophers in theoretical 
terms, and well known by the computer scientists in rather pragmatic experimentations. Let 
us evoke, in the world of information system design, the so often repeated claim for a partici
pative approach. Computer scientists know well that the design of a system without the 
involvement of the potential users will lead to system failures. But this classical problem has 
not found a really satisfactory solution: one may think of the relatively low success of experi-
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ences as they were led by Enid Mumford or Niels Bj0m-Anderson14• But this particular 
movement must be read in the broader scope of the new organizational theories of work 
organization to overcome the failures of taylorism, fordism or neo-fordism. Moreover, and 
this is what we would retain here, this deeply rooted movement of participation must be 
understood as a fundamental trait of the post-industrial civilization characterized by the 
power of instrumental reason as predominant in hierarchical structure and experts decision. 

The 'ethics of the discussion', or 'discourse ethics' (Diskursethik) as it is called by Jiirgen 
Habermas15, is a concept which theorizes the way the 'life-world' ('le monde vecu') of 
individuals may become the source of a common and consensual action, being morally 
founded. Argumentative procedures may be established which provide the living actors with 
the capacity to overcome their own particular interests and define common norms about the 
way to live and act together. From the philosophical point of view, the ethics of discussion 
aims to overcome some of the impasses of the Kantian philosophy, and more particularly its 
abstract formalism and universalism which are inherent in the 'categorical imperative,i6. One 
may say that 'through discourse ethics, Kantian ethics has become practical reality' 17, and 
that the argumentative procedure takes the place of the categorical imperative or, at least, that 
the Kantian project has been put on a new footing. Through this argumentative procedure, 
particular and litigious interests or discourses may reconcile or, at least, define an horizon of 
universalization for the norms: the moral principle takes the form of a procedural principle of 
universalization, 'U', which states that valid moral norms must satisfy the condition that 'All 
affected can accept the consequences and the side effects its general observance can be antici
pated to have for the satisfaction of everyone's interests (and these consequences are pre
ferred to those of known alternative possibilities for regulation)' 18• 

Let us note that Habermas distinguishes moral, ethical and pragmatic questions. Moral 
questions are linked to what is just, ethical to what is good, and pragmatic to 'trivial or weak 
preferential decision'. In the strict sense, what we discussed here is valid only for what 
Habermas calls 'moral questions'. As said by Habermas himself: 'Since then, it would be 
more accurate to speak of "discourse theory of morality", but I retain the term "discourse 
ethics", which has become established usage.'19 We shall not go further with this distinction 
but we think it is worth noticing since it joins classical philosophy where justice does not 
cover all the field of morality, and since it stresses the political character of the approach. In 
reality, for Habermas, political and philosophical projects have to be conceived as one proj
ect: dealing with 'moral' questions Habermas is dealing with the question of the foundation of 
democracy. 'Democracy and ethics, in our modernity, merge into one'20. 

'Public space is the key concept of modem democracy. Democracy is the creation, the 
institution, of political liberty insofar as it is conceived as the link between individual freedom 
and the will to live together, in a universalizing horizon allowing everybody to access it' 21 • 

Political liberty has been defined by Montesquieu as 'this state of things in a society where 
no citizen has any reason to fear another citizen'. Strictly speaking, democracy is a process 
of struggle which accompanies the development of a State of Right and which aims at opening 
access for all to the public space of consultation, dialogue and decision, in order to specify the 
universality of the representation which is institutionalized in principle by the modem 
republican State. The condition for maintaining such a process in a State of Right resides in 
the activity of associative groups or in opinions' movements within the society, aiming at 
establishing relationships between the expectations of the citizens as lived in their daily world 
('life-world') and the structures of the social order22. Moreover, individual freedom will find 
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its significance only in its relationship to universality and 'in the perspective of a promising 
time' 23 . 

These ideas of 'ethics of discussion' or of 'public spaces' are interesting and important for 
our purpose. They maintain, in a way, the capacity of thinking ethics in terms of 
'deontological statements' - i.e. founded on some universal principles - by giving to the cate
gorical imperative an appropriate realization, and so avoiding the trap of ethical theories such 
as consequentialism or relativism24. At the same time, they allow us to include the participa
tion of many and to give its real place to codes of ethics/conduct; but they have consequences 
in terms of determining norms within specific constituencies. They may also give an indica
tion of how to define self-regulation. 

One could criticize our approach by saying that 'discourse ethics' is a German phenome
non, typical of the late 1960s-70s and does not give due place to other theories, the Theory of 
Justice of Rawls for instance25 • Remarkably, one of the critics of Habermas and of Rawls, 
Ernst Tugendhat, points out some features we are stressing in our analysis26. On the one 
hand, Tugendhat thinks that ethics is not to be founded anymore on reason - as it is the case 
since Kant -, because it has become instrumental and utilitarian. He proposes to restore 
'affect and sympathy', and to consider 'the right to respect' as a constitutive element of 
ethics. On the other hand, this right to respect may not be assured, on an egalitarian and uni
versal basis, without an instance where everyone can claim his/her own right: this instance, 
which derives also from an ethical obligation for all, is the State. 

In our view, it is first remarkable that all the codes we have analyzed insist upon what we 
have called 'a respectful general attitude' and express it often in terms of 'respect of rights of 
the public' or of the 'involved people'. Those statements could be compared with the 'golden 
rule of formal ethics' as stated by some authors: 'Treat others only in ways you are willing to 
be treated in the same situation'27 • Secondly, we are convinced that there is no possibility of 
reflecting upon codes and self-regulation without binding it to the question of the State, i.e. of 
the law, as we did extensively in our preceding analysis. In a context which is more and more 
dominated by the economic liberalism, discourse ethics is confronted with 'contractualism' 
(or the 'contractualist theory of justice') as well as 'communitarianism'. Habermas himself is 
recognizing more and more the importance of juridical regulation. Finally, keeping in mind that 
the criteria must found egalitarianism and universalism, it is imperative to open the discussion 
on democracy. Every ethical theory today must be thought of in the context of modernity, 
where 'religious and metaphysical worldviews have lost their capacity to provide consensual 
justification of norms of social interaction'28, and where, nonetheless, it is possible to search 
for a normative approach which can be shared by all. 

However it may be, as long as a ruled public space is not instituted in a society to give 
form to the different contradicting interests, no norm of collective life will be 'received'29, and 
therefore, no progress in the social order will be possible. 

Self-regulation 

Let us now come to the question of self-regulation and stress first that self-regulation and 
especially codes are not synonymous with soft-law. There may be very precise provisions in 
the regulation issued by a private association - let us think at the example of codes of prac
tice - and some laws may be very general leaving the interpretation to the courts or to 
judges30. 
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Some authors think that self-regulation will develop rapidly, for several reasons: the lack 
of means for the legislators to issue proper legislation, the necessity of flexibility due to the 
rapid technological evolution, etc. When applied to the field of telecommunication or to 
Internet, it is also advocated that an efficient control of the networks will only be possible by 
those in charge of it and that national legislation will rapidly face uncontrollability. Examples 
of incapacity of prosecution for liability on the content of networked information are already 
well known when the protection in one state, for instance, is lower than in another: you make 
your choice! A recent case was reported also where a judgment forbidding a disclosure in 
Canada was known the next coming day through the network from New York! Moreover, the 
categories of 'private' and 'public' are no longer sufficient and their boundaries are shifting. 
'The shift( ... ) to computer-mediated communications, makes people's communications more 
persistent, permeable, less controllable, and more traceable. The use of computerized infor
mation services as media to replace face to face, paper and telephone communications also 
blurs boundaries between public and private control over the content messages, and their per
sonally identifying properties' 31 . Looking at the National Information Infrastructure as it is 
now evolving, can we envision another world than that organized by private information cor
porations32? The economics oflnternet are not quite clear today, and many costs are hidden, 
like the costs of services donated by the participating organizations. What will happen when 
the use of Internet or of the so-called Information Highways will expand and when value
added information applications will be widespread? Or when the requirements in terms of 
delay tolerance for instance will be higher? Will new technology become synonymous with 
the obsolescence of politics, or even of policy? The 'new world order' is full of such prophe
cies! 

Ethical Issues: May They All Be Submitted to Self-Regulation? 

Snooping, stealing, sabotaging, harassing, defaming, libeling, etc. are among well recognized 
computer ethical issues. Misuse, false email, tying up shared resources, undue ownership of 
information by vendors, viruses, worms, 'downstream information' like pornography, com
mercialization of free access data, destruction of information, failures to report information 
affecting public safety, reproducibility and integrity of information are also often mentioned. 
Accountability and liability for the content of networked information, trans border intellectual 
property rights, copyright, authorship, 'property rights' to one's own personal information, 
ownership of the distribution networks, are other issues which acquire some new specificity 
when considering the global information infrastructures. The recommendations of the IFIP 
General Assembly, concluding this book, will also mention such ethical issues and others. 

Other issues are worth being reminded of here, which have been examined for a long time, 
as said before, in the field of 'Computers and Society'. Let us just mention some of the topics 
which have been considered as controversial until now in the computerization processes: 
impacts on work's organization and working conditions, employment, changes in qualification 
and skilling needs, place of women, human resources at work, rationalization of managerial, 
professional and technical work, involvement of users namely in systems design, security and 
reliability, role of ICT in the process of global economy, increasing gap between developed 
and developing countries, distribution of power, decision making procedures, centralization
decentralization, interactions between the public and computer-using organizations, increased 
surveillance in automated office, public and private databases, consequences for democracy, 
privacy and civil liberties, impacts on health care, on households, on education, morale and 
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culture, predominant paradigm of instrumental reason, influence on oneself s perception, 
etc.33 

When speaking of self-regulation, one could wonder if there are or not questions which 
must escape it, because they would be of such public interest that to 'privatize' them would 
finally jeopardize and endanger democracy itself. We may remind ourselves of the debates 
agitating so many countries in the 1980s about the privatization of PTTs or the alliances of 
international communication corporations. What was at stake was mainly 'universal service' 
or, at least, universally available service. This example may give a criterion of discernment 
about what could be considered as 'reserved ethical issues' not to be self-regulated. As soon 
as the interests of the majority are at stake and those people concerned risk being made more 
fragile and vulnerable by self-regulation, the legislator must interfere and ensure that the 
'horizon of universality', in terms of access, control and participation, remains open. 

Are there such ethical issues at the present moment? We are not far from thinking that 
some questions at the macro-social level pertain to this category. The unequal distribution of 
information ('information rich/poor', the 'haves' and 'have-nots'), the unequal access to the 
technical means, including networks - a deep reflection is needed when looking at the present 
configuration of the Internet 'backbone', but also at more local experiments such as FreeNets 
or other local initiatives where lessons are derived in terms of meeting real needs of the popu
lation, particularly of the benign (we think of some experiences in Los Angeles34) -, the 
participation in decisions which affect our lives at home and work, the way computer tech
nology reinforces predominant power, the control on the networks (today quasi-nil), etc. are 
among them. In the perspective of an increasing alliance between information and communica
tion technology and the media, one may mention also 'the denial or restriction of access to 
groups and individuals who do not have the resources to participate in an increasingly market
dominated system'35. This also stresses the poor cultural diversity which today pervades the 
information, media and communication systems36. The last IFIP World Computer Congress is 
emphasizing the necessity of improving local cultural content requirements in networks' 
offering, of promoting culturally sensitive and multi-cultural interfaces and involving cultural 
minorities in the design of socially significant systems37 . How would this be possible without 
the intervention of States and legislative authorities? And what is said here mainly in terms of 
access and diffusion must be also complemented in terms of participation and control. 

It is worth mentioning here the seven principles which have been adopted by the Tele
communications Policy Roundtable in Washington, D.C. about the planning of the National 
Information Infrastructure (NII)38: 

1. Universal access. All people should have affordable access to the information infra
structure. 2. Freedom to communicate. The information infrastructure should enable all 
people to effectively exercise their fundamental right to communicate. 3. Vital civic sector. 
The information infrastructure must have a vital civic sector at its core. 4. Diverse and 
competitive marketplace. The information infrastructure should ensure competition 
among ideas and information providers. 5. Equitable workplace. New technologies 
should be used to enhance the quality of work and to promote equity in the workplace. 6. 
Privacy. Privacy should be carefully protected and extended. 7. Democratic policy
making. The public should be fully involved in policy-making for the information 
infrastructure. 

CPSR add an eighth principle as emerging from their experience both as designers and 
users of the networking systems: '8. Functional Integrity. The functions provided by the NII 
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must be powerfal, versatile, well-documented, stable, reliable, and extensible '39_ These princi
ples reveal, in a way, some aspects of the NII planning that already raise concern, and which 
are listed by CPSR as follows: 'The NII may fail to provide universal access; a small number 
of companies may dominate the network and exert undue influence on its design and opera
tion; there is a danger that carriers will control content on the NII; NII services may empha
size commerce at the expense of communication; public access to government information 
may be restricted; the NII may fail to provide a vital public space; the NII may be used to 
justify the elimination of other essential public services; the NII may fail to protect individual 
privacy; global communication using the NII may be restricted; the hardware structure may be 
chosen without giving adequate consideration to the software implications; to avoid these 
dangers, it is essential to adopt policy and design guidelines that will serve the public inter
est'40. 

There are also some more 'hidden' issues which are created by the use and abuse of infor
mation and communication technology. One of them could be called 'technological enclosure', 
for oneself and one from another: the first on the mode of the 'Panopticon' of Jeremy 
Bentham41, where we trap ourselves within a prison in which the prisoners are seen by the 
guards but in perfect isolation; the second, by creating 'spatial enclosure', blocking access as 
it was for the poor to the 'common land'. Here again, the protection of liberties is at stake -
particularly in the sensitive question of anonymity - and this is primarily the role of public 

authorities. 

We also think to what is recognized in the literature as a 'technological push predomi
nance' which does not allow to build up information and communication systems in real 
accordance with the needs of the users, of the cities, of the factories, of the public. We cannot 
imagine the failures so many of our present systems are facing, but the law of silence is often 
imposed by technological wonders! The challenge is to redirect technology so that we can 
make it a servant of human values, human needs, meaningful work, economic and social devel
opment. 

The values we should use to assess the dimension of ethical issues and to appraise the 
capacity of self-regulation could be: accessibility, equitable distribution, social justice, cultural 
identity, meaningful work, sustainability, etc. If such values appear as embedded in the 
problems which are examined, each one has to wonder if it is the role of confined or private 
associations to regulate such questions or, at least, one has to take particular care that all par
ties are involved in the process of self-regulation. 

Self-Regulation and Democracy 

Whatever may be its content and the issuing organizations, self-regulation is a fact. As already 
said many people advocate the increasing complexity of policy development processes and 
argue that the rather slow answer given to legislative proposals by public authorities reinforce 
the view by many that seeking legislative remedies may not be the most fruitful approach. To 
new wine, new goatskins! 

It is quite clear, at least in our opinion, that codes of ethics/conduct, issued by different 
associations, are in the real dynamics of 'ethics of discussion', since people with specific 
interests are participating in some part of the living society. The question remains open if 
other interests are at the same time fully taken into account. So, what are the best ways to 
develop self-regulation along the line of our debate on ethics and democracy? The revival of 
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ethics among several associations is a chance. How to keep it going? We here indicate - among 
others - four orientations which in a way have to be considered together or in a kind of 
'recursive process'! 

Firstly, if we want to get the people involved with their 'life-world', codes of ethics 
would have to be issued where the problems arise and at the level where they have to be 
solved. The case of Internet may help us to understand, at least as an example. Internet is not 
a world-wide 'community', but rather a network of multiple (and changing) 'communities'. 
These communities have self-defined boundaries in terms of relationships, interests, tasks 
and, sometimes, ethical norms of behaviour. Newsgroups are not all the same: some are tech
nical, others are recreational, social or alternative. Some are moderated, others are free. There 
are other communities: universities, public and private organizations, research centers, tele
communication services, carriers, etc. Which self-regulation would be possible? Will each of 
those communities be able to issue some general regulation acceptable by others or shall we 
hear a cacophonous and unrealistic set of declarations in a babel of incompatible voices? 

The minimum requirement is probably that the different regulations, if any and no matter 
how inchoate they may be, should be clearly known by all. There is resistance for organizing 
the freedom which presides now over the net. But without having any a priori in defining any 
boundary, some move has to be done. There are, for instance, universities or organizations 
which have already codes for their own internal practices and policies: why not extend some 
provisions to meet the new questions? Progressively, and from mutual communication, would 
it be possible to see the emergence of principles on which most could agree? We personally 
also claim for a real monitoring of Internet: this is not shared by all, in the name of free flow 
of information! As far as the rules are not clarified, nobody knows in which game s/he is 
playing. Ethics and democracy require that lived experience (the 'life-world' in the terms of 
Habermas) must find a space for expression. This could delineate the boundaries of emerging 
constituencies where codes of ethics would have to be defined. 

Secondly, codes of ethics/conduct are a good thing, provided they are public. But when we 
say public, we think at least of a double meaning: they are known by the public, but also they 
take the public discussion as of utmost importance. Codes of ethics of private firms or 
organizations, or codes of professional bodies in the narrow sense, are not, in our opinion, 
major contributors to the debate on ethics and democracy. They may be interesting, but there 
are also social, organizational and legislative means to favour the climate within firms. As said 
earlier, if a code is advocated to prevent governmental authorities from stepping in to private 
affairs, it does not preclude misunderstanding! 

If the codes are dealing, as most of them are, with clients, public, society as a whole, qual
ity of life, respect of health and welfare of the public, the first concern, in terms of ethics and 
democracy, would be to open dialogue with the people involved, before stating definitely on 
subjects which interests them. Of course, the provisions of a code do not bind those who are 
not members, but as they are fixing boundaries about rights and duties of different partners, 
the ethics of discussion may be a relevant concept to be applied! It has often been said that 
the more negotiation and dialogue have taken place, the more the provisions have a chance to 
be applied in reality. This also gives more opportunity for developing a clearer determination 
of the choices to be made, and of the responsibilities to be assumed by the members them
selves. It then develops a real sense of belonging to a profession and the responsibilities 
towards society incumbent on membership. In fact, we have often heard that many members 
do not worry about being excluded from an association because of the infringement of some of 
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its regulations. This becomes less true when codes are negotiated with its members and with 
people from outside, and when they are conceived more in terms of mutual commitments. 

We advocate here for codes to be well known by the public. This would also include that 
the rules of enforcement should be clarified and made public. Unfortunately, they are often 
included in by-laws which are ignored even by the members! We also advocate for a clear 
complaint procedure made known to the public, without which the public may never use its 
right to assess what is stated for its own protection, health or welfare. Here also, self-regula
tion implies a fruitful cooperation: what would self-evaluation mean without the people 
concerned? I suspect that the track records concerning violations against the public are very 
poor among the associations!42 

In other words, a certain transparency of the content, as well as of the procedures, would 
allow a better realization of the functions of the codes that we recalled earlier, namely that 
they 'serve as a source of public evaluation', and that they 'enhance professions' reputation 
and public trust'. 

But, thirdly, if ethics and democracy are interrelated as we have said, the question of the 
level of self-regulation is raised. As stressed, the originality of IFIP is that the regulation is set 
up at a national level with people working in different organizations. Although our second 
remark is fully applicable - in terms of 'How are the clients, the public, the Society 
involved?'- the boundaries are becoming less and less beyond question, within the national 
boundaries themselves, first; but also on a broader scene. At the national level, the ethics of 
discussion requires, in our mind, to start discussion with other associations which also shape 
the landscapes of our information society. At the international level, and surely for problems 
which transcend national boundaries, all good will should be mobilized in starting a process of 
sharing with different parties. The resolution of IFIP General Assembly, as reported in the 
Preface, is a good hint to go ahead along this line. 

Fourthly and finally, we must also think to coordinate the principles which could emerge 
from the different convictions, and think about international organizations which have proven 
in the past their valuable approach, as the OECD or the Council of Europe, when they 
enacted specific guidelines or the Convention Nr. l 08 for the 'protection of individuals with 
regard to automatic processing of personal data'43 • What has been done in the field of the pro
tection of individual liberties and privacy could find some happy follow up about the ethical 
issues we are facing today. 

Conclusion 

Many information processing and telecommunication ethical issues are still to be examined. 
Codes are a step towards a better awareness of associations which intend to improve a situa
tion where predominant interests do not care sufficiently - or even sometimes not at all -
about social and societal impacts of technology development. Further analysis has to be done, 
even before ethical deliberations take place: economic, social, legal or political challenges have 
to be clarified so that the different interests may appear at the table for discussion. Technol
ogy Assessment cannot be performed without clarifying the controversies at stake44• 

As we have said, national Societies are already better boundaries than too confined asso
ciations - may they be multinational corporations! In a time of merging technologies, such as 
information, communication and media technology, ethical issues address a wider range of 
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questions with greater unpredictable impacts. We often overestimate the short-term impacts, 
but underestimate their long-term effects. One may infer that the broader the circles of dis
cussion are, the better the future may be envisaged. Responsibilities are personal and profes
sional, but also social45 . The link with social and political decision making process must then 
be stressed when anticipation is difficult, since the risks at stake have multiple components 
and must be addressed from different perspectives and from an institutional point of view. 

Unfortunately, 'in the land of the blind, the one eyed man is the king': in a world increas
ingly dependent on science and technology, the scientist is most often considered as the one 
eyed! Would it mean that the interpretation of self-regulation would be left to their discre
tionary perspicacity? 

Moreover, we have mentioned that one of the functions of the codes could be to 
'supplement the law' or to 'help legislative, administrative and judicial bodies by serving as a 
basis for adjudicating disputes among members or between members and outsiders'. This 
means that, definitely, some clear procedure for public and social recognition has to be insti
tuted for establishing the necessary links between self-regulation and the law, in order to pro
tect the members of the associations, as well as society itself. 

Finally, what seems to us the most urgent task today is to create or develop instances 
where new questions can be raised, and to establish networks and channels of communication 
between them to harmonize experiences and practices and then derive general principles 
which could progressively emerge and be considered as ethical norms for inspiring and guiding 
our action for the benefit of all. 
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