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Verifying Timing Properties of Concurrent Algorithms 

Victor Luchangco, Ekrem Soylemez, Stephen Garland, and Nancy Lynch"* 

"MIT Laboratory for Computer Science, Cambridge, MA 02139 

This paper presents a method for computer-aided verification of timing properties of 
real-time systems. A timed automaton model, along with invariant assertion and simula
tion techniques for proving properties of real-time systems, is formalized within the Larch 
Shared Language. This framework is then used to prove time bounds for two sample 
algorithms~a simple counter and Fischer's mutual exclusion protocol. The proofs are 
checked using the Larch Prover. Keywords: I.3, I.8, I.6/II.12: Larch, III.l, IV.8 

1. Introduction 

Techniques based on simulations are widely accepted as useful for verifying the cor
rectness of (untimed) concurrent systems. These methods involve describing both the 
problem specification and an implementation as state machines, establishing a correspon
dence known as a simulation mapping between their states, and proving that the mapping 
is preserved by ali transitions of the implementation. Such methods are attractive be
cause they provide insights into a system's behavior, appear to be scalable to systems of 
substantial size, and provide assistance in modifying system descriptions and proofs. 

It is usualiy possible to describe the transitions of the specification, the transitions of 
the implementation, and the simulation relation, ali as equations involving states. Then 
the proof that the simulation mapping is preserved is an exercise in equational deduction. 
Such deductions are natural candidates for partial automation. Proofs of this sort for 
untimed systems have already been automated, for example, using HOL [8), Isabelie [14), 
and the Larch Prover [19]. 

Recently, the simulation method has been extended to proofs of correctness and timing 
properties for timing-based systems [11, 12, 10]. The extended method is based on the 
timed automaton model of Merritt, Modugno and Tuttle [13]. Both the specification and 
implementation are described as timed automata, which include timing conditions in their 
states. The implementation's conditions represent timing assumptions, and the specifi
cation's conditions represent timing upper and lower bounds to be proved. As in the 
untimed case, a simulation mapping is defined between the states of the implementation 
and those of the specification; but now the mapping typicaliy includes inequalities in
volving the timing conditions. The proof that the mapping is preserved by ali transitions 
has a similar deductive flavor to the proofs in the untimed case, but now the deductions 
involve inequalities as weli as equations. 
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The simulation method for timed systems has the same attractions as for untimed sys
tems. Furthermore, it is capable of proving performance as well as correctness properties. 
Examples of proofs done by hand using this method appear in [11, 10, 18, 6, 9]. 

Just as in the untimed case, the timed proofs are amenable to automation. Specifically, 
the notions of timed automata, invariant assertions, and simulation mappings are formal
ized using the Larch Shared Language [5], and this formal infrastructure is used to specify, 
verify, and analyze two sample algorithms-a simple counter [11] and Fischer's mutual 
exclusion protocol. Fischer's algorithm has been verified many times by many people 
[1, 16, 17], including some with machine assistance [17]. But in addition to the usual 
correctness property of mutual exclusion, we prove a more difficult timing property-an 
upper bound on the time from when some process requires the resource until some process 
acquires it. 

The rest of the paper proceeds as follows. We introduce our techniques by way of a 
simple example in Section 2. Then we use these techniques to verify Fischer's mutual 
exclusion protocol in Section 3. 

2. A Simple Example 

In this section, we verify the correctness and timing properties of a simple timed au
tomaton. We present both manual and machine-checked proofs. Our model of timed 
automata is based on work by Merritt, Modugno, and Tuttle [13] and by Lynch and 
Attiya [11]. We describe this model by means of an example in this section. 

Consider a counting automaton Ck, which decrements a counter with initial value k 
and issues a single report when\the counter reaches O. We will verify that Ck implements 
the specification given by another automaton R, which just issues a single report. We 
will also establish bounds a1 and a2 on how long it takes the specification automaton 
R to issue its report based on k and the time bounds c1 and c2 for the actions of the 
implementation automaton Ck. Figure 1 defines the two automata. 

The untimed part of each automaton is a simple state-transition system. Actions are 
said to be enabled in the states satisfying their preconditions. Actions are classified as 
externa[ or interna[ so that we may compare an implementation with its specification. 

To describe timing properties, the actions are partitioned into tasks. A task is enabled 
when any of its actions are enabled. Lower and upper bounds, lower(C) and upper(C), 
on each task C specify how much time can pass after C becomes enabled before either 
one of its actions occurs or the task is disabled. The upper bound can be infinite. 

The timed part of each automaton contains three additional state components: a real
valued variable now representing the current time, and two functions first and last rep
resenting the earliest and latest times that some action from each task can occur. All 
times are absolute, not incremental. All tasks that are not enabled have trivial first and 
last components (i.e., O and oo). In a start state, now =O, and first(C) = lower(C) and 
last(C) = upper(C) for each enabled task C. 

A timed action is a pair associating either an untimed action or a special time-passage 
action with the time it occurs. The time-passage action (v, t) modifies only the now 
component of the state, setting it equal to t; it cannot let time pass beyond any task's 
upper bound, i.e., t::::; last(C) fo'r all tasks C. Other actions (1r, t) are viewed as happening 
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Specification automaton: 
State 

reporl.ed, initially false 

Actions 
Externa! reporl. 

Pre: --.reporl.ed 
Eff: reporl.ed +- true 

Tasks 
{ reporl.}: [al, a2] 

State 
reporl.ed, initially false 
count, initially k :::>: O 

Actions 
Externa! reporl. 

Pre: count = O 1\ --.reporl.ed 
Eff: reporl.ed +- true 

Interna! decrement 
Pre: count > O 
Eff: count +- count - 1 

Tasks 
{ reporl.}: [c1, c2] 
{decrement}: [c1,c2] 

Figure 1. A counting process and its specification 
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instantaneously at time t. They must not occur before the lower bound for their tasks 
(i.e., jirst(task(1r)):::; now), and they do not modify now. They reset the values of first 
and last for their task and for any other tasks that are newly enabled or disabled as 
a result of their effect on the untimed part of the state. We write s 0:4 s' to denote a 
transition of the timed automaton. 

An execution of a timed automaton is admissible if time increases without bound. A 
state is reachable if it appears in some execution. Properties that are true of every reach
able state are invariants. The visible behavior of a timed automaton is characterized by 
its admissible timed traces, which are the sequences of external timed actions in admissi
ble executions. We say that one timed automaton implements another if any admissible 
timed trace of the first is also an admissible timed trace of the second. 

2.1. Manual Proofs 
We seek to show that Ck(cbc2) implements R(a1,a2) whena1 = (k+ 1)cl and a2 = 

( k + 1 )c2 • Note that our notion of correctness for timed automata incorporates both safety 
properties (e.g., that Ck issues no more than one report) and liveness properties (e.g., that 
it issues its report intime at most (k + 1)c2)· 

The key steps in the proof are (1) proving that the states of Ck satisfy an invariant and 
(2) defining a simulation mapping between the states of Ck and those of R. Given such 
a mapping J, a straightforward proof by induction shows that f maps any admissible 
execution of Ck to some admissible execution of R. We say that a binary relation f 
between states of Ck and states of R is a simulation mapping from Ck to R if it satisfies 
the following conditions: 

1. If f(s, u), then u.now = s.now. 

2. If s is a start state of Ck, then there is a start state u of R such that f(s, u). 

3. If s and u are reachable states such that f(s,u) and s0:4s', then there is a state 
u' of R such that f(s', u'), and a sequence of timed actions that takes R from u to 
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u' and has the same visible behavior as (1r,t). 
For the first step, we prove that Ck preserves the invariant count > O '* •reported. 

This invariant is trivially true in Ck's initial state. Only the report action can make 
reported true, and that can happen only if count = O. Thus, every action preserves the 
invariant. 

For the second step, we define f(s, u), where sis a state of Ck and u is a state of R, to 
hold if and only if the untimed componenta of the two states are the same and the timing 
components are properly related, i.e., if and only if 

• u.now == s.now 

• u.reported = s.reported 

• u.first(re ort) < { s.first(decrement) + s.count · c1 
p - s.first( report) 

• u.last(re ort) > { s.last(decrement) + s.count · c2 
p - s.last( report) 

if s.count > O 
otherwise 

if s. count > O 
otherwise 

We prove that fis a simulation mapping from Ck(ct, c2) to R(a1, a2) when a1 = (k+1)ct 
and a2 = (k + 1)c2· If f(s,u), then u.now = s.now by definition. It is also easy to see 
that f(so, u0), where so and uo are the start states of Ck and R. Finally, suppose s and u 
are reachable states of Ck and R such that f(s, u) and that s ~ s'. We show that there 
is a sequence of timed actions with the same visible behavior as ( 1r, t) that takes R from 
u to some state u' such that f(s', u'). There are three possibilities for 71". 

1. If 1r = report, we show that R can take a report step, resulting in a state u' such 
that f(s',u'). Because f(s,u) and (report,t) is enabled ins, we have u.reported = 
s.reported =false, s.count = O, and u.first(report) ~ s.first(report) ~ t. Hence 
(report,t) is enabled in u and f(s',u'), because u'.now = u.now = s.now = s'.now. 

2. If 1r = decrement, we show that R need not take any step. Since decrement is in
terna!, it suffices to show that f(s', u). Because f(s, u) and decrement occurred, we 
have u.now = s.now = s'.now, u.reported = s.reported = s'.reported, s.count > O, 
and u.first(report) ~ s.first(decrement) + s.count · c1 ~ s.now + s.count · c1 . 

We consider two cases. If s.count > 1, then u.first(report) ~ s.now + c1 + 
( s. count - 1) · c1 = s' .first( decrement) + s'. count · Ct, because the time bound 
for decrement is reset. If s.count = 1, then •s.reported by the invariant for ck 
and u.first(report) ~ s.now + c1 = s'.first(report), because report is newly en
abled. Similary, u.last( report) ~ s'.last( decrement) + s'.count · c2 if s.count > 1 and 
u.last(report) ~ s'.last(report) if s.count = 1. 

3. If 1r = v, we show that R can take a corresponding (v, t) step, resulting in a state 
u' such that f(s', u'). Since t ~ s.now = u.now, to show that (v, t) is enabled 
in u', we only need to check that t ~ u.last(report). If s.count > O, then t ~ 
s.last( decrement) < u.last( report). Otherwise, t ~ s.last( report) ~ u.last( report). 
Since time-passage actions modify only the now components of the states, and 
u'.now = t = s'.now, we have f(s',u'). 



Verifying timing properties of concurrent algorithms 

AutomatonCount (C, k): trait 
includas Automaton(C), CommonActionsRC, Natural 
Statas[C] tupla ot count: N, raportad: Bool 
introducas 

k N 

decramant, report Actions [C] 
asserts 

sort Actions[C] ganerated traely by raport, decramant 
sort Tasks[C] ganaratad treely by task 
V s, s •: States [C], a, a •: Actions [C] 

isExtarnal(raport); islnternal(dacrement); common(raport) raport; 
start(s) <o> ~s.reportad 1\ s.count = k; 
enablad(s, raport) <o> s.count =O 1\ ~s.raportad; 

ettact(s, report, s') <o> s' .count = s.count 1\ s' .raportad; 
anabled(s, dacrement) <o> s.count >O; 
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aftect(s, decrement, s') <o> s'.count + 1 = s.count 1\ s'.reported = s.reportad; 
inv(s) <o> s.count >O =? ~s.reported 

implias 
Invariants(C, inv) 
V s: States[C], a: Actions[C] 

enablad(s, task(decrement)) <o> enabled(s, dacrement); 
enablad(s, task(report)) <o> enablad(s, raport); 
a = raport V a = dacremant 

Figure 2. LSL trait defining untimed part of automaton Ck 

2.2. Machine-Checked Proofs 
In order to check this simulation proof mechanically, we must first create machine

readable versions of the definitions and abstractions used in the manual proof, filling 
in details normally suppressed in careful, but not completely formal proofs. To this 
end, we use the Larch Shared Language (LSL), which provides suitable notational and 
parametrization facilities. Later, we use the Larch Prover (LP), which provides assistance 
for reasoning in first-order logic. The versions of these tools used for this paper are 
enhancements of the versions described in [5, 4]; the primary differences are that both 
tools now support full first-order logic, and that LP now has features for reasoning about 
linear inequalities [15] similar to those in the Boyer-Moore prover [2, 3] and in PVS [17]. 

2.3. Machine-Readable Definitions 
Figure 2 contains an LSL definition of the untimed part of automaton Ck. This formal 

definition mimics the definition given in Figure 1. It builds upon a library of LSL spec
ifications that defines general notions related to timed automata and that can be reused 
in simulation proofs like the ones in this paper. 

The basic unit of specification in LSL is a trait, which introduces symbols for sorts (such 
as Actions [C] and States [C]) and operators (such as decrement and enabled), and 
which constrains their properties by axioms expressed in first-order logic. Sort symbols 
denote disjoint nonempty sets of values; operator symbols denote total mappings from 
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SimulationRC: trait 
includea 

TimedAutomaton(R, br, TR), AutomatonReport(R), 
Timed!utomaton(C, bc, TC), AutomatonCount(C, k) 

introducea 
a, c : -+ Bounds 
f : Statea [TC] , Statea [TR] -+ Bool 

asserta V u: States[TR], s: States[TC], cr: Tasks[R], ce: Taska[C] 
br(cr) = a; % bounds [al, a2] for tasks of R 
bc(cc) = c; % bounds [el, c2] for tasks of C 
c.bounded; 
a = (k+l)•c; 
f(s, u) $} 

u.now = s.now 
11 u.basic.reported = s.basic.reported 
11 (if s. baaic. count > O 

then s.bounda[task(decrement)] + (a.basic.count • c) 
elae s.bounds[task(report)]) ~ u.bounds[task(report)] 

implies SimulationMap(TC, TR, f) 

Figure 3. LSL trait defining the timed simulation of R by C~c 

tuples of values to values. When a trait includes another, it inherits the other trait's 
symbols and axioms. Thus AutomatonCount inherits general properties of automata from 
the library trait Automaton and properties of the natural numbers from the trait Natural 
in the Larch handbook (5]. Because LSL requires sorts to represent disjoint nonempty 
sets, AutomatonCount also includes the following trait CommonActionsRC, and it defines 
a map common from the actions of C to a new sort CommonActions so that the traces of 
C (whose actions have sort Actions [C]) can be compared with those of R (whose actions 
ha ve sort Actions [R] ). 

Common!ctionsRC: trait 
introducea raport: -+ Common!ctions 
asserts Common!ctions generated by raport 

When a trait implies another, its theory is claimed to include that of the other. The 
implies clause in AutomatonCount claims that the predicate inv satisfies the axioms of 
the library trait Invariants; Figure 4 contains an LP proof of this claim. The implies 
clause also lists several lemmas that are easy to verify with LP, but are not noticed 
automatically by the prover. 

The specification of R's untimed part is similar to, but shorter than C~c's. The trait 
SimulationRC in Figure 3 uses the library trait TimedAutomaton to extend these two 
specifications to the timed parts of C~c and R. It also claims that a particular relation f is a 
simulation mapping, i.e., that f satisfies the properties of the library trait SimulationMap. 
Later we use LP to verify this claim. 
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execute AutomatonCount 
set proof-methods =>, normalization 
prove start(s) => inv(s) 

qed 
prove inv(s) 1\ isStep(s, a, s') => inv(s•) by cases on a 

qed 

Figure 4. LP proof of invariance for automaton Ck 
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The most notable feature of the formalization procesa is that it is quite mechanical to 
move from definitions such as those in Figure 1 to LSL definitions. In fact, one could 
write a compiler to perform the translation. 

2.4. Machine-Checkable Proofs 
This section contains two entire LP proof scripts, one showing that automaton Ck pre

serves its invariant, and the other that fis indeed a timed forward simulation. LP's proof 
mechanisms include proofs by cases and induction, equational term rewriting (for simpli
fying hypotheses and conjectures), and decision procedures for proving linear inequalities. 

The LP proof of invariance in Figure 4 is virtually identica! to the manual proof. It 
begins with commands that load the axioma of the trait AutomatonCount and that set 
LP's proof methods. That the invariant holds in the initial state is proved without human 
guidance. That the invariant is preserved by all actiona requires exactly the same guidance 
as in the manual proof: separate consideration of each action. 

The proof that f is a simulation mapping in Figure 5 is considerably longer than 
the proof of invariance, but similar in length and structure to the manual proof.1 The 
user guides the proof that each start state s of Ck corresponds to a start state u of R 
by producing an explicit description of u and showing LP why "it is easy to see that 
f (s, u) ." 2 In the induction step of the proof, s' c and se are fresh constants that LP 
generates and substitutes for the varia.bles s and s' when it a.ssumes the hypotheses of 
the implica.tion it is trying to prove. In a.ddition to suggesting separate considera.tion 
of each action, and to providing the simulating execution fragment for each a.ction, th~ 
user provides guidance for the induction step of the proof using the set immuni ty and 
instantiate commands, which call LP's attention to instances of the hypotheses (and 
other facts) used by the decision procedure for linear arithmetic. 

3. Fischer's Mutual Exclusion Algorithm 

In this section, we use timed automata to model Fischer's well-known timing-ba.sed 
mutual exclusion algorithm, which uses a single shared rea.d-write register [7]. We use 

1Two periods . • in this proof script mark the end of a multiline LP command; they do not indicate any 
elision of the script. 
2While the length of this proof suggests room for improvement in LP, the need to consider the case k = O 
separately suggests room for clarification in the manual proof. 
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execute SimulationRC 
set proot-methods =?, normalization 
prove t(s, u) =? u.now = s:States[TC].now 

qed 
prove start(s:States[TC]) =? 3 u (start(u) /1 f(s, u)) 

resume by specializing u to [[false], O, update({}, task(report), a)] 
instantiate c:Tasks[C] by task(report) in •Hyp 

qed 

instantiate c:Tasks[C] by task(decrement) in •Hyp 
resume by specializing a:Actions[R] to raport 

resume by case k = O 
resume by cases on c:Tasks[R] 
resume by cases on c:Tasks[R] 

declare variables u: States[TR], alpha: StepSeq[TR] 
set immunity ancestor 
prove 

f(s, u) /1 isStep(s:States[TC], a, s•) /1 inv(s:States[TC]) /1 inv(u:States[TR]) 
=? 3 alpha (execFrag(alpha) /1 first(alpha) = u /1 f(s', last(alpha)) 

/1 trace(alpha) = trace(a:Actions[TC])) 
by cases on a:Actions[TC] 

qed 

resume by cases ale = report, ale = decrement 
Y. Case 1: simulate raport action 
resume by specializing alpha to 

({uc}) {addTime(report, uc.now), 
ITtrue], uc.now, update(uc.bounds, task(report), [false,O,O])]} 

resume by cases on c:Tasks[R] 
Y. Case 2: simulate decrement action 
resume by specializing alpha to {uc} 

instantiate c:Tasks[C] by task(report) in •impliesHyp 
instantiate c:Tasks[C] by task(decrement) in •impliesHyp 
resume by case s'c.basic.count = O 

instantiate t:Time by c.first, n by s'c.basic.count in Real 
instantiate t:Time by c.last, n by s'c.basic.count in Real 

Y. Case 3: simulate passage of time 
resume by specializing alpha to ({uc}) {nu(lc), [uc.basic, le, uc.bounds]} 

resume by cases on c:Tasks[R] 
instantiate c:Tasks[C] by task(report) in *Hyp 
resume by case sc.basic.count =O 

instantiate c:Tasks[R] by reportTask in •Hyp 
instantiate n by sc.basic.count in TimedAutomaton 
instantiate c:Tasks[C] by task(decrement) in •Hyp 

Figure 5. LP proof that f is a simulation mapping 
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State 
region; E { remainder, trying, critica/, exit} for i E I, initially remainder 

Actions 

External try; 
Pre: region; = remainder 
Efi': region; +- trying 

External crit; 
Pre: region; = trying 

for ali j, region; :f. critica/ 
Efi': region; +- critica/ 

Tasks 
{try;}: [O,oo] 
{ crit; :iEI}: [O, 5a + 2c] 

External exit; 
Pre: region; = critica/ 
Efi': region; +- exit 

External rem; 
Pre: region; = exit 
Efi': region; +- remainder 

{ exit;}: [0, oo] 
{ rem;}: [0, 2a] 

Figure 6. Automaton M: a simple specification for mutual exclusion 
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simulations to prove not only mutual exclusion, but also an upper bound on the time to 
reach the critical region, which is much harder to prove than mutual exclusion. We believe 
that the use of simulations both gives insight into the algorithm and yields a convincing 
proof that can be checked using automated provers like LP. 

3.1. A Specification for Mutual Exclusion 
We begin with the specification in Figure 6 of a mutex object M described as a timed 

automaton that keeps track of the regions of all processes (with indices in /) and ensures 
that at most one process is in its critica! region at any time. 

Notice that all crit actions belong to the same task. lntuitively, this means that if one 
or more processes are trying to acquire the resource when it is free, then one will succeed 
within time 5a + 2c. (The parameters a and c here are derived from the bounds we will 
impose on the tasks of Fischer's algorithm.) 

3.2. Fischer's Timed Mutual Exclusion Algorithm 
In this algorithm, shown in Figure 7, there is a single shared register. Intuitively, if 

some process has the resource, the register contains the index of that process; and if no 
process has, wants, or is releasing the resource, the register contains 0.3 Each process 
trying to obtain the resource tests the register until its value is O, and then sets it to its 
own index. Since severa! processes may be competing for the resource, the process waits 
for the register value to stabilize, and then checks the register again. The process whose 
index remains in the register (the last one to set it) gets the resource, and the others 
return to testing until the register is O again. When a process exits, it resets the register 
to O. 

One problem with this algorithm as described so far is that a fast process might not wait 

3 We assume O rl. I. 
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State 
pc; E {remainder, test, set, check, leave-trying, critical, reset, leave-exit} for i El, initially remainder 
x El U {0}, initially 0 

Actions 

Externa! try; 
Pre: pc; = remainder 
Eff: pc; +- test 

Interna! test; 
Pre: pc; = test 
Eff: if x = O then pc; +- set 

Interna! set; 
Pre: pc; = set 
Eff: X+- i 

pc; +- check 

Interna! check; 
Pre: pc; = check 
Eff: ifx=i 

then pc; +- leave-trying 
else pc; +- test 

Tasks 
Assumea<b:S;c 

{ try;}: [0, oo] 
{test;}: [O, a] 
{set;}: [O,a] 
{ check;}: [b, c] 

Figure 7. Automaton F: Fischer's algorithm 

External crit; 
Pre: pc; = leave-trying 
Eff: pc; +- critical 

Externa! ezit; 
Pre: pc; = critical 
Eff:. pc; +- reset 

Interna! reset; 
Pre: pc; = reset 
Eff: X+- o 

pc; +- leave-exit 

Externa! rem; 
Pre: pc; = leave-exit 
Eff: pc; +- remainder 

{ crit;}: [O, a] 
{ezit;}: [0, oo] 
{reset;}: [0, a] 
{remi}: [O,a] 

long enough, check the regiater before a slow proceaa has managed to set it, and so proceed 
to its critica! region. The alow proceaa might then overwrite the regiater with its own 
index, which would remain there until the slow procesa checked it and entered ita critica! 
region as well, violating mutual exclusion. Thia aituation can be avoided by a simple time 
restriction that requires every proceas to wait long enough for any other process to see the 
new value in the regiater, or elae to overwrite it. Formally, upper(set;) < lower(checki) 
for all i,j E /. 

Notice that every action is a task by itaelf, correaponding to our intuition that each 
proceaa acts independently of the other processes. We define timing conditiona for all the 
taska other than try; and exit; in order to prove the timing conditiona for the specification. 4 

Finally, we use the following invarianta in our proofs of the simulationa. The last, which 
we call strong mutual exclusion, clearly impliea mutual exclusion. 

4 We can show tight, slightly better bounds at the cost of additional complexity. See [9]. 
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State 
region; E {remainder, trying, critica/, exil} for i E J, initially remainder 
status, an element of {start, seized, stabilized}, initially start 

Actions 

External try; 
Pre: region; = remainder 
Eff: region; <-- trying 

Interna} seize 
Pre: for somei, region; == trying 

status = start 
for al! i, region; f. critica/ 

Eff: status <-- seized 

Internal stabilize 
Pre: status = seized 
Eff: status <-- stabilized 

Tasks 
{ try;}: [0, oo] 
{seize }: [0, 3a + c] 
{ stabilize }: [0, a] 

External crit; 
Pre: region; = trying 

status = stabilized 
Eff: region; <-- critica/ 

status <-- start 

External exil; 
Pre: region; == critica/ 
Eff: region; <-- exit 

External rem; 
Pre: region; = exit 
Eff: region; <-- remainder 

{ crit; : i EI}: [0, a+ c] 
{exil;}: [O, oo] 
{ rem;}: [0, 2a] 

Figure 8. Automaton 1: an intermediate milestone automaton 

1. If x = i, then pc; E { check, leave-trying, critical, reset}. 

2. If x = i #O, pc;= check, and pci =set thenfirst(check;) > last(seti)· 

3. If pc; E {leave-trying, critical, reset}, then x = i and pci #set for ali j. 

3.3. Milestones: An Intermediate Abstraction 
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While we could give a simulation mapping directly from F to M, it seems useful to 
introduce an intermediate level of abstraction that we believe captures the intuition behind 
Fischer's algorithm. We then define two intuitive simulation mappings, one from the 
algorithm to the intermediate automaton, and one from the intermediate automaton to 
the specification, thereby proving that the algorithm implements the specification. 

The intermediate automaton, shown in Figure 8, expresses two milestones toward the 
goal of some process reaching its critica! region. The first occurs when a process sets the 
register from O to its index; we say that the register is seized at this point. After this, the 
register will have some non-zero value until some process reaches its critica! region and 
resets the register as it exits. Thus only processes that have already tested the register 
will set it. The second milestone, a stabilize event, occurs when the last process sets the 
register, i.e., when no other process has pc= set. 

We need one easy invariant for this automaton: 
If status # start, then region; = trying for some i and regioni # critical for all j. 



270 Part Five Veri.fication and Real-Time 

3.4. Simulations 
3.4.1. Simulation from Intermediate to Specification 

We definea relation g between the states of I and M, where g(s,u) if and only if: 

• u.now = s.now 

• u. regio ni = s. regio ni 

{ 
s./ast(seize) + 2a + c if seize is enabled ins 

• u./ast(crit) ;::=: s./ast(stabi/ize) +a+ c if stabilize is enabled ins 
s./ast(crit) if criti is enabled ins for some j 

• u./ast(rem;) ;::=: s.last(rem;) if s.region; = exit 

It is straightforward to show that g is a simulation mapping. This simulation corresponds 
to the notion that seizing and stabilizing are just steps that need to be done before a 
process can enter its critica! region. Note, however, that seize and stabilize are not actions 
of individual processes, but of the entire system. 

3.4.2. Simulation from Algorithm to lntermediate 
We define a relation f between the states of F and I, where f( s, u) if and only if: 

• u.now = s.now 

{ 
trying 

. critica/ 
• u.regzoni = 't 

if s.pc; E {test, set, check, /eave-trying} 
if s.pc; = critica/ 

ex• 
remainder · 

if s.pc; E { reset, /eave-exit} 
if s.pc; = remainder 

{ 
start if s.x = O or s.pc; E {critica/, reset} for somei 

• u.status = seized if s.x # O, s.pc; fţ {critica/, reset} for ali i, and 
s.pc; = set for some i 

stabi/ized if s.x # O and s.pc; fţ {set, critica/, reset} for ali i 

{ 

s./ast( reset;) + 2a + c if s.pc; = reset 

{ 
s.last(test;) +a 

• u./ast(seize) ;:::: mini{ w(i)} if s.x =O where w(i) = s./ast(set;) 
s.last(check;) + 2a 
00 

• u./ast(stabilize) ;::=: s./ast(set;) if s.pc; =set 

1 t( .t) > { s./ast( check;) +a if s.pc; = check and s.x = i 
• u. as cn - s./ast(crit;) if s.pc; = leave-trying 

1 t( ) > { s./ast( reset;) +a 
• u. as rem; - s./ast( rem;) 

if s.pc; = reset 
if s.pc; = leave-exit 

if s.pc; = test 
if s.pc; = set 
if s.pc; = check 
otherwise 

The now and region correspondences are straightforward; that for status follows natu
rally from the intuition given earlier about the seize and stabilize milestones. The first 
inequality for seize says that if some process is about to reset, then the simulated state 
must allow the register tobe seized at least up to 2a+c after the reset occurs. The second 
inequality for seize says that if x = O (so, by strong mutual exclusion, no process is about 
to reset) then the time until the register must be seized is determined by the minimum 
of a set of possible times, each corresponding to some candidate process that might set x. 
For instance, if some process i is about to set x, then the corresponding time is only the 
maximum time until it does so, while if i is about to test x, then the corresponding time 
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is an additional a after the test occurs. The interpretations for the remaining inequalities 
are similar. 

Most of the proof that f is a simulation mapping involves straightforward but tedious 
checking that each action of F preserves the mapping, since the corresponding behavior 
in I is easy to intuit. (It is the same action if it is external, and no action if not.) The 
one exception to this is the set action. Recall the intuition here is that, if it is the first 
time the register is set (i.e., it was previously 0), then there must bea corresponding seize 

action. If no other process is about to set the register (i.e., no other process has pc= set), 

then this is the last set before some process enters its critical region, and so there must 
be a corresponding stabilize action. We examine this case and its PW.Rt,t~n more detail. 

If s and u are reachable states of F and I such that f(s, u) and s ~ s', then s.pc; = 

set, s1.pc; = check, and s'.x = i =/=O. By strong mutual exclusion, s'.pcj ~ {critica!, reset} 
for all j. We ha ve the following cases: 

(seize,t) 
1. If s.x = O, let u' be such that u ~ u'. The state exists because u.status = start, 

u. region; = trying, and u. regio ni =/= critica[ for all j. 

(a) 

(b) 

(stabilize,t) 
If s.pcj =/= set for all j =/= i, then let u" be such that u' ~ u", which is 
possible since u'.status = seized. So u" = u except that u".status = stabilized, 
u".last(seize) = oo and u".last(crit) = s.now +a+ c. Since s.now +a+ c is 
greater than any of the time bounds that occur in the condition for last ( crit), 

and s'.pcj =/=set for all j, we have f(s', u"). 

If s.pcj = set for some j =/= i, then we see that f(s', u') since s1.pcj = 
set and u' = u except that u'.status = seized, u'.last(seize) = oo, and 
u'.last(stabilize) = s.now +a 2: s'.last(setj') for all j' such that s'.pcj' =set. 

(stabilize,t) 
2. If s.x =/= O and s.pcj =/= set for all j =/= i, then let u' be such that u --+ u'. The 

state exists because u.status = seized, and u' = u except that u'.status = stabilized, 

u'.last(stabilize) = oo, and u'.last(crit) = s.now +a+ c. Since s.now +a+ c is 
greater than any of the time bounds that occur in the condition for last(crit), and 
s'.pcj =/=set for all j, we have f(s',u'). 

3. If s.x =/=O and s.pcj =set for some j =/= i, then f(s',u) since u.status = seized, and 
s'.pcj = set. 

Our method of proof uses old, familiar techniques (invariant assertions and simulation 
mappings) in a novel way (on timed automata) to provide rigorous proofs of timing 
properties. The time bounds established by this simulation are new; there was no clear, 
rigorous proof of them before. Furthermore, the bounds aren't completely obvious: the 
extra c is necessary; we can demonstrate executions that need this extra time. We used 
the same library of LSL traits that we used for the counting process to formalize these 
automata and simulations, and we used LP to check the entire proof. 

4. Conclusions 

We have defined, within the Larch Shared Language, a set of abstractions to support 
proofs of timing properties of timed systems. We ha ve used these abstractions to carry out 



272 Part Five Verification and Real-Time 

computer-aided proofs of time bounds for two sample algorithms-a simple counter and 
Fischer's mutual exclusion protocol-using invariant assertion and simulation techniques. 

We see severa! advantages of this general approach. Because they can be used for 
proofs of timing properties in addition to ordinary correctness properties, invaria.Iits and 
simulations are very powerful in the real-time setting. The invariants and simulation 
mappings also serve as "documentation", expressing key insights about a system's behav
ior (including its timing). Our experience in going from the simple counter to Fischer's 
algorithm suggests that these methods are scalable to systems of realistic size. They also 
appear to provide assistance when modifying systems. When we modify a system or its 
specification only slightly, we expect that LP will be able to recheck most of the original 
proof automatically, thereby allowing us to concentrate our attention on what has truly 
changed without having to worry that we have overlooked some important detail. 

The first proof we attempted, that of the counter, took many weeks. Making it work 
successfully required understanding the manual proof better (e.g., that it relied on an 
invariant of the automaton C), finding LSL formalizations that were easy to reason about 
using LP, and finding appropriate LP proof strategies (e.g., for dealing with transitivity 
before LP was enhanced with decision procedures for linear inequalities). As a result 
of our increased understanding, and of enhancements made to LP in response to our 
experience, the proof for Fischer's algorithrn took much less time-about four days to fill 
in ali the details of the last simulation, from F to 1, which was the most difficult. This 
amount of time does not seem unreasonable, given that we get the added assurance of 
a machine-checked proof. But we would like to reduce further the amount of time and 
user guidance required for proofs of this sort. We expect this to happen as we refine our 
formalizations and our tools, and we believe that practica! machine-checked proofs for 
real-time processes are not such a distant goal. 

Finally, we expect to use our methods to prove timing properties for many more ex
amples. We also expect to extend the timed automaton model used in this paper to 
encompass other timing-based systems that arise in practice. For example, work in [6] on 
the Generalized Railroad Crossing example uses a slightly more general timed automaton 
model [10, 12]; nevertheless, the proof uses simulation methods very similar to those in 
this paper. 
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