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Abstract 

In this paper, we begin by describing the historical roots of widespread corruption of 
information and denial of services paying particular attention to the increasingly networked 
information environment. Next we describe the historical emphasis on secrecy, fault tolerant 
computing, and safety, and show how these fields of study do not provide adequate coverage 
against intentional denial of serdces or corruption of information. We then define the terms 
disruption and information assurance, discuss some of the elements that this subfield should 
encompass, summarize some of the current work in this field, and suggest future directions. 
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1 Background 

Most of the world now depends on information technology in one form or another for 
everything from controlling electrical power grids to keeping track of bank accounts. Our 
communications systems, transportation systems, governmental systems, business systems, 
and even our cars and gasoline pumps depend on information technology for their proper op
eration. Furthermore, we are increasingly networking our computers together. The Internet, 
as an example, now directly connects about 2.5 million computers, and indirectly connects 
something like 250 million computers. With increasing connectivity comes increasing risk, 
and as we will now see, the networked environment has become a very risky place to operate. 

In the 1960s, sporadic reports of positive feedback loops in network protocols began 
to appear as the early ARPAnet computer network began to take shape. At about the 
same time, science fiction began to discuss the concept of live computer programs when 
"The Shockwave Rider" [1) described a program that moved through the computer networks 
of the world gathering information. But it wasn't until 1982 that the first journal paper 
came out on the Xerox "worm" experiments designed to explore parallel processing on a 
distributed computing network. [2) In 1984, the first paper was published on computer 
viruses [3], and the realistic possibility of widespread intentional corruption of information 
residing in modern information systems and networks became clear. 

The first widely publicized global example of a virus in an information network came in 
1988, when IBM mainf~ames around the world were infected by the Christma.Exe virus [4], 
and only a year later, service on the Internet's then 60,000 computers were disrupted by the 
Internet Virus. [5] [6] Since that time, the number of computer viruses has grown to over 
5,000, with a new one now being created about every 8 hours. The incidence of virus-induced 
disruption has become so high that most substantial businesses expect several incidents per 
year. 

Despite their high profile and high incidence rates, computer viruses are not the only 
cause of widespread service disruption or information corruption in information systems 
today. One recent survey of der,ial of services identified about four billion dollars of losses 
in 1992 alone, [7] and AT&T reports figures of 2 billion dollars per year in toll fraud losses, 
much of it due to the corruption of PBX systems. Several authors have reported that once 
detection was put in place, over one attack per day was detected against their computers 
attached to the Internet. [8] [9] [10] Other people have placed "honey pot" systems on the 
Internet to detect attacks and have privately reported similar figures. There are about 2.5 
million computers on the Internet, so simple multiplication tells us that something like 900 
million attacks per year take place in that venue alone. 

There are now automated tools in use on the Internet that probe for new systems, attempt 
to enter them, and plant subtle entry points for future use. [13] In many experiments, every 



Viruses, corruption, denial, disruption and information assurance 497 

host attacked has been taken over. For example, a widely published attack breaks into a 
significant percentage of all of the computer in the Internet by simply sending electronic 
mail. In one case, a Trojan horse was planted in the "Internet Relay Chat" (IRC) source 
code and widely distributed throughout the Internet. [14] In another case, many of the key 
routing computers used in the Internet were corrupted to gather passwords sent between 
sites. This attack is still underway after more than a year, nobody has been caught, and 
passwords to more than 100,000 system have now been gathered. [15] Industry sources have 
confirmed that over 80 percent of attempted attacks against customer computers attached 
to the Internet succeed. 

Electronic mail can be used ~o flood computer systems with information, thus reducing 
available resources for other purposes. In experimental attacks, this technique was shown 
to be very effective in denying services, [11] and several incidents since that time have 
demonstrated the same results "lith accidental causes. [12] In one experiment against military 
systems, 56 out of 68 sites were found to be vulnerable to this attack, and the Internet now 
loses large parts of its mail ca.pabilities in the United States about once per month for a period 
ranging from hours to day;. from apparently accidental causes. The vast majority of modern 
electronic mail systems allow forgeries to be made very simply, and many organizations use 
electronic mail as a primary means of inter-office communication. 

These examples are only the tip of the proverbial iceberg. Many more examples have 
been cited in the literature [16], and I urge anyone who has found these examples interesting 
to take the time to thoroughly research this subject. 

2 Some History or Information Protection 

During the same span of tiue that much of modern society became highly dependent on 
information technology and the number, likelihood, and severity of incidents of corruption of 
information and denial of services rose, the field of information protection was being formed 
and expanded. Unfortunately, historical circumstances combined to cause a gaping hole in 
the development of information protection. [16] 

One important factor in the development of what I call information protection was its 
separation into subfields, typically called cryptography, computer security, fault tolerant com
puting, and software safety, in order of their emergence. 

By its very name, computer security reflects its association with police forces and military 
organizations. The concept of information theft was easy to grasp, people in the security 
field could easily relate to theft of information, the legal system had historical provisions for 
dealing with thieves, and the mi:itaries of the world had thousands of years of history asso
ciated with information secrecy. Some of the earliest mathematical developments included 
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the Bell-Lapadula model based on military secrecy requirements [17], the Harrison, Ruzzo, 
Ullman model, which was interpreted primarily in terms of the ability of subjects to read 
objects, [18] and the lattice model, which was considered primarily in terms of its ability to 
model compartments as well as ,;ecurity levels. [19] 

Even though the latter two of these models are very general purpose, their interpretation 
has been largely in terms of their secrecy implications. This is more of a reflection on the 
field of computer security being highly context bound than a reflection on the ability of the 
models to be used for other purposes. For example, in 1986, these two models were used to 
show that computer viruses could not be prevented in a system allowing sharing, transitive 
information flow, and programming [20] and to show how limited information flow could be 
effectively used to limit the spread of viruses. [21] [22] Nevertheless, the field of computer 
security is still largely concerned with protecting secrets. 

A very similar situation occurred in the area of cryptography. For about 5,000 years, 
cryptography concentrated on keeping secrets. [23] It has only been a few years since sub
stantial use of cryptographic checksums have been employed for protecting integrity. This 
effort started in ernest in the banking industry, where electronic funds transfers came to be 
so vital and subject to abuse ti-at a means had to be found to assure that transmissions 
were not altered or forged. Mai• f schemes were created in the 1960s and 1970s to address 
this problem, and several were adopted in the banking industry. 

The next substantial breakihrough in cryptography for protection of integrity occurred 
with the creation of the concept of public key encryption [24] and the subsequent development 
of the most commonly used and probably most mathematically tested public key system, 
the RSA. [25] These cryptographic systems can be used to sign documents, to create very 
hard to forge cryptographic checksums, and for numerous other purposes. Unfortunately, 
they are somewhat slow to use, and have only come to be used by a relatively small number 
of people with special requirements. They are far from universally applied, even though they 
are inexpensive and highly effective against many sorts of corruption. 

Perhaps the reason that high integrity cryptographic checksums are not widely used today 
can be traced back to the devdopment of the field of fault tolerant computing. Beginning 
with the early work of John von Neuman, [26] information science has concerned itself 
with issues of reliability in the presence of random faults. Much of the development of 
information theory is based on Si-!annon's work in 1948 [27] and this theory is widely used in 
fault tolerant computing and va!ious parts of coding theory. Yet the very important theory 
of secrecy systems also published by Shannon only a year later [28] is widely unknown in the 
information science community. But this theoretical issue is only one of many challenges left 
unmet. 

For example, existing fault tclerant computing standards and practices such as protection 
against random noise, [29j [30] lightning, [31] RF noise, and [32] loss of packets, [33] only 
address random stochastic. noi~e. Unfortunately, intentional attackers are not accurately 
modeled by the statistical models of faults used to develop existing reliability standards. 
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Let's look at what a typical text says on the subject: "The noise analysis of communi
cations systems is customarily based on an idealized form of noise called 'white noise', the 
power spectra.I density of which is independent of the opera.ting frequency. The adjective 
'white' is used in the sense that white light contains equal a.mounts of all frequencies within 
the visible band of electromagnetic radiation. . .. " (35) The reason cited for the random 
noise models is the ease of analysis, (36] but ease and adequacy of analysis a.re not always 
compatible. 

One of the most common techniques for detecting corruption in memory and transmission 
is the use of a 'parity' bit associated with ea.ch byte. The parity bit is set to l or 0 to make the 
total number of '1 'seven (or odd, depending on whether the even or odd parity convention 
is being used). This technique detects ALL single bit errors, which is quite effective against 
particular sorts of random noise that ca.use transient faults. It is not effective against an 
intentional attacker who can change sets of bits collectively while maintaining parity, thus 
keeping the parity the same while corrupting the information and a.voiding detection. 

On disk storage, in LAN packets, and in some satellite transmission, CRC (Cyclical 
Redundancy Check) codes a.re used to detect classes of faults that result in errors to linear 
sequences of bits of at most some predefined length. [33) Again, these codes a.re ineffective 
against an intentional attacker, because it is easy to determine the constant coefficients of 
the coding equations by watching packets, and from this it is easy to forge packets at will 
undetected. [4) 

Current system reliability estimates do not account for deliberate software corruption. 
(34)(p 55) Telecommunication networks can fail from software malfunction, failures can prop
agate in operations or control systems, [37J(p32) and system availability estimates seem to 
overlook this cascading effect. As an example, telephone networks are supposedly designed 
for something like 5 minutes of downtime per year, (38) and one company advertises that 
if 800 service fails, restoration is guaranteed in under 1 hour. Yet in a single incident in 
1990, the AT&T (American Telephone and Telegraph) 800 network was unavailable for over 
4 hours, (37) which seems to imply that this failure covers expected outages over the next 
50 yea.rs! Considering that a similar failure brought down telephones in several major cities 
for several days in 1991, (39) there appears to have been a flaw in this availability analysis. 

Current public telecommunications networks la.ck adequate service assurance features to 
withstand intentional attack. Service assurance features are designed into these systems at 
every level, (37] and yet they still fail to meet even the challenge of accidental errors and 
omissions. As an example, in 1991, there was a major failure in telephone switches in several 
large US cities that lasted for several days, and was finally traced to a 3 bit error (a 'D' 
instead of a '6') in one byte of a software upgrade. (39) This is the simple sort of mistake 
that even minimal software change control detects. This change was apparently never tested 
at all, was put into widespread use, and caused widespread harm. In 1990, AT&T's long 
distance network shut down due to a protocol error that impacted millions of customers 
nationwide for over 4 hours. (40) 
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In many cases, telecommunications disruptions must be resolved in very short time 
frames. For example, some telephone switching systems must be repaired within 1.5 seconds 
or the circuit failure errors passing through the network will cause a propagating positive 
feedback which may deadlock more of the network, [41] eventually cascading into a major 
problem. An attacker only needs to disrupt two sites for 1.5 seconds to cause such a cascading 
effect. 

One quarterly report of large scale disruption incidents for the fall of 1993 includes an 
FAA (Federal Aviation Administration) computer systems failure delaying regional traffic 
for 90 minutes (cause unknown), an FAA weather computer system failure for 12 hours due 
to a time activated logic bomb, a programming error in an X-ray system that resulted in 
wrong dosages to about 1,045 cancer patients, and a software 'bug' that crashed the Hamburg 
ISDN (Integrated Service:; Digital Network) telecommunications services for over 11 hours, 
and this is only one of several similar publications that report different incidents. [42] 

Similar lapses in policies and procedures seem to be common for major software manu
facturers. As an example, in 1992, Novell released a virus to tens of thousands of customers 
when it was noticed after quality control was completed that a key file was missing from 
the master distribution disks then being transported to the disk duplication facility. Instead 
of returning to the quality control process, the person transporting the disks for duplication 
loaded the file from the most convenient computer, which by chance contained a virus that 
was transferred to the floppy disk. The disk was sent to duplication, packaged, and shipped 
to customers. [43] The disks wc;e apparently never tested at random after duplication for 
problems, the disks en-route to the duplication facility were not sealed or permanently write 
protected, the personnel were not properly trained, and the initial quality control process 
never detected that the correct file was not on the disk! 

According to the United Sta~es National Research Council, "Most communication chan
nels incorporate some facilities designed to ensure availability, but most do so only under 
the assumptions of benign error, not in the context of malicious attack." [34](note 6, plOO) 

The field of 'high assurance' computing addresses information systems for the most crit
ical applications. (e.g., life support systems, flight controls, nuclear warhead detonation) 
Unfortunately, building 'perfect' systems is far too costly and resource intensive for the wide 
variety of systems and networks found in today's environment, and only adequately addresses 
certain types of very well defined control applications. This work is oriented toward design
ing a perfect system wherein all inputs, states, outputs, and state transitions are specified in 
full detail, and mathematical proofs are provided to show that the design is properly imple
mented. [44] [45] Although this t•1pe of solution may be applicable to certain limited control 
problems in embedded system:;, these sorts of solutions are computationally infeasible for 
any large system, only cover sufficiency and not necessity [20], only cover limited function 
systems against disruption, [4] and are beyond current and anticipated capabilities over the 
next 20 years for the sorts of systems used in modern networks. 

An alternative path to a similar solution is the use of automated program generating 
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programs. In this technology, a small number of programs are designed to automatically 
write the rest of the programs. Designers spend a great deal of time and effort in perfecting 
the design automation system which, in turn, designs other systems. [46] This technology 
is far from perfected, and even if it were perfected, it leaves the problem of writing perfect 
specifications, which is at least as hard as writing a perfect programs. 

In the hardware realm, design automation has been highly successful, but this does not 
imply that it will be successful in the software realm. There are substantial differences 
between hardware and software. For example, the complexity of current software is many 
orders of magnitude higher than the most complex automated hardware design; the physical 
properties of hardware are abstracted out of most software design; software is designed 
based on a finite but unbounded randomly accessible space, while hardware is designed 
based on a relatively small finite and bounded space with only local access as provided 
by explicitly created wires. Furthermore, hardware design automation takes substantial 
amounts of computer time, still leaves design flaws such as data dependencies that have 
resulted in disruption, and is ba,ed on specifications that are susceptible to errors. 

Another alternative is the '.ISe of extremely intensive testing to detect the presence of 
errors and correct them. The problem with this approach is that testing for 100 percent 
coverage is as complex as perfect design. Imperfect testing leaves systems that fail when 'rare' 
events occur. In one study, the combination of two events characterized as low probability 
caused 50 percent of systematically designed, well tested, small control programs to fail. [4 7] 
If this is the current state of the art for low probability events in small programs, extremes in 
testing are not likely to be successful against intentional attacks on large globally networked 
infrastructures. All an attacker has to do is create two "unlikely" events to attain a 50 
percent success rate. 

For the sorts of general purpose systems in modern computing, there are classes of attacks 
that can not be perfectly defended against. Two well known examples are computer viruses 
[20] and the exploitation of covert channels. [48] If defenders spend resources trying to 
implement perfect solutions to tl,ese problems, they will surely fail and go bankrupt in the 
process, but defenders can not siroply ignore these and other similar problems, because they 
present a real and identifiable threat to modern information networks. Feasible solutions 
will not be perfect. Rather, they should responsibly trade cost with protection. 

3 Information Assurance 

If we plot the potential for corruption of information, denial of services, and leaking of 
secrets under random events thru malicious attack, and show what areas of the plot are 
covered by current technology, we get an interesting picture: 
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The clear implication is that, while computer security has covered leakage to a large 
extent, fault tolerant computing has covered accidental events to a large extent, and special 
purpose systems have selectively covered otherwise uncovered areas, there is a large, perhaps 
even dominant area left uncovered by the current state-of-the-art. 

In this paper, we define the term disruption to describe the union of corruption of infor
mation and denial of services, and the term information assurance to describe the covering 
of disruption by protective techniques. 

It is our strongly supported contention that information assurance is not adequately 
addressed by current protective measures, that insufficient research and development has 
been performed to effectively provide technical information assurance at this time, and that 
information assurance will be a rnre issue in information protection for many years to come. 
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4 What Do We Do Now? 

The problems of information assurance have been around for a long time, and yet there 
have been very few substantial developments in the defense against intentional disruption. 
The few developments we have :een have not been very successful in the computing market. 
Here are some good examples of how the computing industry has consistently failed to 
address the issues of information assurance. 

• When computer viruses first became an issue, it took several years of fairly intensive 
research to develop the few sound techniques available today. [4] Yet the vast ma
jority of the computing industry has consistently decided to use unsound techniques 
that are ineffective against serious attackers and less cost effective than sound integrity 
techniques. The result io that the systems that support security services on the In
ternet are themselves subje<:t to corruption, have been consistently corrupted, and are 
exploited to attack other '1stems. What good is Kerberos authentication when the 
authentication server ha~ been taken over by the attackers? 

• Cryptographic checksums have been in use by the banking industry for many years, 
and yet they are almost r1ever used in other modern information networks despite the 
fact that non-cryptographic checksums are widely used and cryptographic checksums 
can be used for the same cost and without any reduction in performance. It took the 
CMU CERT team over a year to decide to advise the use of a cryptographic checksum 
to assure integrity in Unix systems despite the fact that their slower non-cryptographic 
checksum solution had failed after only a few weeks. Even at that, they don't use it 
properly, and forgers have apparently succeeded in making alterations that the system 
does not detect. 

• Computer scientists haV<~ developed extensive capabilities for proving that programs 
meet sufficiency conditions to assure that they produce correct results, and yet I am 
unaware of any development that solves the far more important and easier to solve 
problem of assuring that programs properly handle exception conditions on returns 
from function calls. Programs that have been mathematically proven correct still 
produce wrong results when there isn't enough disk space to store their temporary 
files. Even when such simple measures as array bounds checking are available, they are 
almost universally not included in production runs for a relatively small performance 
enhancement. 

• Compression is becoming a very popular and widely used strategy for reducing effective 
storage and transmission costs, and yet encryption is almost never used for assuring 
privacy or integrity. It is possible to do a simple encryption at the same time as a 
compression for almost no computational cost, and with no substantial impact on the 
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user, and yet vendors consistently choose not to provide this simple addition to their 
product, even as an option, and few of customers use the capability even when it is 
available. 

• Almost every operating system in existence today, even DOS, offers discretionary access 
control (DAC), and yet only few vendors offer any form of mandatory access control 
(MAC), and those that do charge a lot of money for it. This is incomprehensible 
once you realize that providing MAC is easier and less expensive than providing DAC. 
Adding MAC to a system with DAC can be done in as little as a few hours. I know 
this because I have done it under both Unix and DOS in this time frame. We see 
vendors and university researchers spend hundreds or even thousands of hours devising 
special versions of command interpreters and administrative programs to detect wrong 
protection settings (e.g., the setuid bit under Unix) when a simple MAC policy would 
prevent this from occurring and a simple addition to audit trails would allow it to be 
detected in real time. 

In analyzing this situation, one can't help but come to believe that something is wrong 
with this picture. Why would the people who make information technology decisions in
tentionally ignore a class of problems that is growing to the point of making their industry 
less viable and why would they ignore the solutions to these problems if they were no more 
expensive or usable than their current solutions? The only answer is that they would not 
do so intentionally. The only logical conclusion seems to be that they do not ignore the 
issues intentionally. They do so either out of ignorance or because they perceive some sort of 
competitive advantage. The competitive issues are beyond the scope of this paper, so we will 
concentrate on the issue of ignorance. The issue of ignorance can and should be addressed 
in different ways for different coE1munities. The following list of suggestions may be a good 
starting point in this effort: 

• To the extent that the members of the information protection community are igno
rant of the issues underlying information assurance, it is important that they educate 
themselves and each other. This presentation is a starting point, but we need to spend 
a lot more effort to understand and address this issue more fully. 

• To the extent that the members of the research community have not followed this line 
of research as heavily as they have followed the privacy issue, they should seriously 
consider changing directions. 

• People who might want to achieve level of information assurance have to get funding. 
Funding in this area is almost non-existent because the people who have the funds 
don't understand the issues. Therefore, we must educate decision makers about the 
nature and scope of the information assurance issue in order to get them to emphasize 
it. 
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• For many years, programmers have been improperly trained for the information assur
ance task. A massive retraining effort would be required to reverse this trend any time 
soon, but over a period of ten or more years, this can be accomplished by starting to 
embed the information assurance issue in our normal professional training programs. 

• The universities of the world have, with a few notable exceptions, provided inadequate 
education in the information assurance area, and that, to large extent, is why we have 
the problems we encounter today. Programming is introduced as something that can 
be done very simply, but I am unaware of any university level course in which a student 
was expected to write a program that dealt properly with even relatively simple error 
conditions. In order for society to change over the long run, our educational system 
has to start to seriously address this issue. 

The efforts of individuals will be very important, but organizations must also change if 
the information assurance issue is to be properly addressed. The lack of purely technical 
solutions is nothing new in information protection. In fact, there are few if any purely 
technical solutions in this field. Even the simplest technologies require human supervision 
and proper application in order to be effective. Furthermore, with the unsolvable nature 
of some important technical prohlems in information assurance, comes a need to have non
technical approaches. 

Organizational approaches of various sorts have been used, and many papers have been 
written on the subject. The approach we have selected and used in many recent infor
mation assurance efforts is comprised a combination of protection management, protection 
policy, standards and procedures, documentation, protection audit, technical safeguards, 
incident response, testing, physical protection, personnel issues, legal considerations, pro
tection awareness, training, and education. In addition, the organization must be suited 
to information assurance by being able to make the changes required in order to achieve 
adequate protection. [16] 

5 What Do We Do Next? 

This conference is about the next ten years of information protection, and for that reason, 
I find this topic a particularly good one. To understand why I think so, you only have to 
look at history. The computer virus issue first came to light in 1984 after about eight months 
of scientific work on the topic, and it took about ten years for the issue to become solidly 
embedded in the world view of information technology. 

Similarly, the information assurance issue, as presented here, has only been considered in 
a scientific light for a very short period of time. This may be the first conference presentation 
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to look at these issues in this way, and there are certainly a lot of hard problems remaining to 
be solved. It is reasonable to believe that it will take the next decade before the information 
assurance issue is as thoroughly embedded in the world view of information technology as 
the computer virus issue is today. 

Despite the loose similarity drawn between computer viruses and malicious disruption, 
a very important distinction should be drawn between them. Computer viruses can and 
do disrupt services and corrupt information, and they are predominantly used for malicious 
purposes. But as an area of study and concern, malicious computer viruses comprise a very 
small subpart of the overall problem of malicious disruption. 

For that reason, it is highly unlikely that the solutions to malicious disruption will be 
anywhere near as well developed as the techniques we have available against computer viruses 
today. The generic information assurance measures that have proven effective against com
puter viruses have widespread r.pplication to other areas of information assurance, but such 
techniques as scanning for known attack patterns are far more limited in their utility against 
the broader problem of malicious disruption. 
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