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Abstract: The paper describes the design details and implementation results of the 
completely integrated, functional and operational security system, suitable for open 
distributed environments. Functionality means that security system provides all ISO/OSI 
security services and operability means that the described system is completely operational 
on various user platforms. The components of the system are smart cards, secure user 
workstations, integrated security clients, security servers and global certification system 
for international networks. Several security enhanced applications are also described in 
the paper: secure PC based on smart cards, secure Internet E-mail (PEM) and secure EDI, 
all based on the same concept of the security system, common security architecture and 
integrated security technologies and products. 

1. The Properties of the Integrated Security System 

The main goal of any security system is to provide security services to users and 
applications. Security services may be implemented by various security mechanisms. 
Security mechanisms may be based on alternative algorithms and implementations. Finally, 
different security services must be combined and integrated in a complete security system, 
sometimes the result of original development and sometimes available through the existing 
installed security products. 

When analysing security requirements and extensions in various international standards, 
global applications and operational environments, it may be noticed that in all of them the 
same or similar services are always required, these services may be implemented by the 
same or similar security mechanisms, and all standardized security applications may be 

based on the same or similar concept of a global security architecture. 

Therefore, the main goal when designing the complete security system, which is described in 
this paper, was to synthesize and integrate all security requirements, suggested security 
services, proposed mechanisms and element.> of security architectures into the unique 
concept of a generalized security system. The motives and expectations of such a 
"synthesized" concept of the security system were that the same concept and security 
architecture could be used to provide security in various internationally standardized 
applications and popular operational environments. The objectives of the security system 
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were to enable distributed networks applications to use the same security concepts, 
infrastructures and basic technologies, despite heterogeneity in installed equipment, 
registered users, operating systems, networks, or management authorities. The described 
security system and general concept, with such goals in mind, provides architectural 
elements, security services and security mechanisms to a variety of users, to different types 
of computer and communication networks, and to various types of user applications. 

In order to meet the described expectations and goals, the security system had to be 
designed with the two basic principles: 

(a) the system had to provide an integrated set of security functions, services and 
mechanisms to different types of network applications in a flexible and 
functional way. This was achieved by the special internal infrastructure of the 
security system. 

(b) in order to hide the heterogeneity of its implementation from users and 
applications, the system had to be available through appropriate security AP/s 
(Application Programming Interfaces). 

These two principles were met by designing the security system based on the object-
oriented methodology and with the internal layered irifrastructure. The system described in 
this paper has been designed in the form of small, autonomous object modules, grouped in 
several layers of functionality and complexity (security object classes). The interfaces 
between modules (at the same layer or between functional layers) are designed in a form of 
security APis. The external aspects of each module (visible behaviour) are given through 
the name (function) of the module and associated data (input parameters and output 
results). By combination of elementary security modules, larger and compound modules are 
created, as components of the global security system. 

The results of the design and implementation, described in the remaining sections of this 
paper are organized from smaller security components (secure user workstation), extended 
to security systems for local area networks, and finally, completed with solutions and 
security architectures for global, international networks. The main property of all these 
security components and individual security systems is their extendibility. This means that 
not only the same internal security components have been used for implementation of 
different security products, but also that one (smaller scale) security product appear as the 
integral component of the larger security system. 

2. Smart Cards System and Secure User Workstation 

Smart cards are plastic, credit-card size cards with a special cryptographic chip. The chip 
may perform various symmetric (DES) and asymmetric (RSA, DSS) cryptographic 
algorithms. In such a way, the primary purpose of smart cards is creation of digital 
signatures on electronic documents. Since the cryptographic chip has also internal memory, 
where various user data may be stored, it means that the volume, structure and contents of 
the internal data values must be determined in advance before starting to use the smart card. 
Determination of the internal smart card structure is called formatting of a smart card, 
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while the initialization of smart card parameters is called personalization. Smart cards which 
are delivered to users should be formatted, but not personalized. The internal personal card 
parameters should not be entered in the card during formatting, i.e. smart cards should be 
delivered as "blank" formatted smart cards. In such a way each user may generate its own 
personal smart card parameters and enter them into the smart card. 

Before their usage, each smart card must be first personalized. Personalization of smart 
cards in some security domain (department, company, etc.) must be performed by one user 
with special security privileges. That user is usually called smart cards administrator. 
During that process personal parameters are generated and entered into the smart card by 
smart card administrator in cooperation with smart card owners and therefore the data in 
the card are protected by owner's Personal Identification Number (PIN), which is always 
needed in order to activate the smart card. After the personalization process, the parameters 
and data in the smart card may be changed (updated), but the internal structure of the smart 
card, created during the formatting process, with some cards may be changed and with 
some may not be changed. 

The described concept of usage of smart cards have been implemented as the Smart Cards 
Development System. It is intended for developers of smart cards applications. One smart 
cards development system set consists of the following four components: 

1. smart cards demo system, which also includes administration software for 
smart cards, 

2. smart cards "engine" software (DLL) with smart cards and reader's functions, 

3. one smart cards reader and smart cards drivers for PC or Macintosh 
workstations, and 

4. several pre-personalized smart cards. 

With these components and documented smart cards AP/s, any user application may be 
extended with smart cards functions. Specific user applications may be created including 
the customized internal structure of smart cards and customer's logo on the card. 

The following two pictures show the external and internal structure and components of the 
smart cards development system. The first picture shows a smart card and two types of 
smart card readers: a desktop and a built-in reader. The second picture shows the internal 
structure of the smart cards system: smart cards applications based on smart cards AP/s, 
which include drivers for various smart card readers and smart cards. There are different 
types of readers, ranging from very small size readers with "transparent" protocols to 
sophisticated readers with a keypad (used to activate the card directly at the reader) and 
with the LCD, where data to be signed by the card are first displayed for visual inspection. 
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Users who are not interested in development of specific applications, but want to use 
generalized smart card systems, may consider already available "Secure PC" based on 
digital signature smart cards. "Secure PC" is the product which provides full protection of 
all resources at a single PC against intruders and illegal users. Its functioning is based on 
usage of cryptography and digital signature smart cards for encryption/decryption of files 
and creation/verification of digital signatures. "Secure PC" may be used for protection of 
any kind of PC resource: text files, source and executable programs, documents, etc. It may 
be activated at the start-up of Windows or invoked separately for each application whose 
resources must be protected. 

The following picture shows the activation (Secure Login) screen of the "Secure PC''. User 
name and PIN must be given in order to activate the smart card. If activation is skipped by 
pushing the Cancel button, the system may be activated by Activate Card button at the 
working screen. The system must also be activated if the smart card is pulled out of the 
reader during the working session. 
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The following picture shows the working screen of the "Secure PC", where all the functions 
of that product are invoked by simple push of the corresponding button: 
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"Secure PC" is intended for end-users of PC/Windows applications. By switching tasks 
from the current application to the "Secure PC", the user may very flexibly encrypt/sign or 
decrypt/verify various documents, files, source and executable programs or E-mail letters. 

Functions and security features of the "Secure PC" product are the following: 

1. Authorized usage of the PC through smart card authentication 

2. Encryption/decryption of files, programs and other PC resources 

3. Creation and verification of RSA digital signatures 

4. User-friendly interface and dialogues 

5. Extendible with PC boot sequence protection, virus detection and elimination 
and directory protection 

Secure PC or other applications based on usage of smart cards, as described, may be treated 
as the completely secure single user workstation or as the client user workstation in a local 
area network or global network. As such, they can be components of a larger, network 
security systems, described further in this paper. 
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3. Secure LAN based on Extended Kerberos System 

The best comprehensive security system for cJient/server distributed environments should be 
based on the standard MIT Kerberos v 5 system which provides authentication and limited 
authorisation security services for UNIX client and server machines. That system, in order 
to be used outside of the USA, must be extended with cryptographic routines and libraries 
which must replace the original MIT crypto modules. The original MIT version needs also 
some additional security services, mainly access control, GUI based management interlaces 
and some architectural extensions in case of cross-domain usage. 

The structure of the Kerberos system with several registered users and application servers is 
shown at the first of the following two pictures. The second picture shows the extension of 
the standard Kerberos system with the access control, where access rights of users are 
defined during their registration and later checked before issuing tickets. 
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The security system may be used in the following way. After the installation of the system, 
all users, application servers and applications in a local domain must be registered at the 
Kerberos Authentication Server. During registration, secret user and application 
serverscryptographic keys are established, known only by their possessors and the 
Authentication Server. During the initial login of users, the ticket to the Kerberos 
Authentication Server is passed to the user and it can be later used to fetch tickets for other 
application servers. In such a way Kerberos provides single sign-on feature in a local 
domain. After the initial authentication, users may access other application servers and 
applications in the authorised way without explicitly authenticating themselves at these 
servers. Authentication is transparently petform based on the tickets. All users actions may 
be petformed through the standard kerberized applications: rlogin, rep and FTP or through 
user created kerberized applications. In addition, users may protect their resources by use of 
cryptography or verify the correctness of resources and their authentic origin. 

The system consists of three components: software for administrative and authentication 
functions at the Kerberos security server, software for standard security clients at user 
workstations and security modules for any additional security functions. 
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With all the described security extensions, the functions of the complete security system for 
LANs based on the Kerberos system are the following: 

registration and authentication of all users and resources in a single LAN or in 
a distributed system, 

controlled and authorised usage of distributed system resources, application 
servers and individual applications through the access control system, 

encryption/decryption of messages (standard Kerberos feature) and additional 
encryption/decryption of files, programs and documents for extended 
protection at the application level, 

creation and verification of integrity codes for messages (standard Kerberos 
feature) and additionally also for files, programs and documents for extended 
protection at the application level, 

authentic and authorised access and usage of network applications, files and 
programs based on digital signatures and certificates. 

4. Global Certificate Management System 

The main security technology today for authentic and authorised international electronic 
transactions is public key cryptography. In order to make that technology available and 
usable to different types of users and applications, two problems must be effectively 
solved: (a) generation, storage and usage of secret keys, and (b) generation, storage, 
distribution, verification and usage of public keys. The best technology today for protecting 
and using secret keys are smart cards, described in section 2 of this paper, and the best 
solution for the second problem are X.509 certificates and global certification 
infrastructure. 

X.509 certificate is a special data structure which contains user's public key. In addition, the 
certificate contains also unique user's identification and some additional parameters related 
to the validity of the certificate. In order to guarantee the integrity, authenticity and 
originality, each certificate must be issued by the appropriate certification authority. This is 
reflected in the user's certificate through the identity of the authority, together with the 
authority's digital signature of the certificate. 

The authorities who issue certificates must be trusted with respect to their responsibilities, 
functions and secrecy. Therefore, they are called Trusted Third Parties (TTPs). TTPs 
constitute the system of special security servers linked into the international computer 
networks. The main functions of these servers and the main purpose of the TTP system is 
to provide security, confidence, assistance and support for business electronic transactions 
in international networks. In order to declare and supervise security policy, to provide strict 
verification of each certificate and to provide additional functions, TTPs must be organised 
in a hierarchy with the special, so called Policy Certification Authority (PCA) at the top of 
the hierarchy. Internet Privacy Enhanced Mail (PEM) system suggests that all the PCAs are 
further linked to a single top level Internet network certification authority, called Internet 
Policy Registration Authority (IPRA). 
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Each TTP in the certification hierarchy performs four groups of functions: (a) registration 
and authentication of legal entities and individuals, (b) storage and international 
distribution of identification information, (c) certification and certificate management 
functions, and (d) various notary services. These four groups of services are performed 
in the form of various TTP functions and special certification protocols, which are usually 
based on special E-mail letters. 

Registration and authentication of companies and individuals by TTPs should be based on 
usage of international standardised naming schemes, i.e. X.500 attributes. Each TTP stores 
and distributes internationally unique names of individuals and business entities. Most of 
current implementations do not depend on the full X.500 services, they use only a subset of 
X.500 attributes for identities of the registered entities, certificates are handled separately 
from X.500 servers and identities are distributed within certificates. However, all existing 
certification systems may be in the future combined with full X.500 services. 

All certificates functions are organized and performed in the form of a global certificate 
management system. Certificate management system provides certificate management 
functions: generation, signing, storage, distribution, and verification of certificates. These 
functions are implemented as special E-mail letters. Notary services may also be used for 
improved confidence and trust in business electronic transactions. 

In order to establish the TTP function, some organisation must first decide on its internal 
TTP structure. The top level TTP in that structure must be linked to some TIP already 
existing in the hierarchy. After the top level TTP is installed, its certificate is generated and 
sent to the higher level TIP for certification. When returned, that TTP may certify lower 
level TTPs. Finally, at the bottom of the hierarchy, the human users are certified by their 
local TTPs. The following picture shows a global certification management system in the 
form of a hierarchy and some certificate management letters. 
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Certificates of individuals may also be stored in their smart cards. In such a way user 
mobility may be achieved, since people may access and use secure network applications 
from any security enhanced terminal. 

5. Security Enhanced Applications 

Smart cards systems, extended Kerberos and certificate management system may be used as 
general security infrastructure for creation and establishment of various standardized or 
customized security applications. In this section the implementation of two standardized 
security applications, Internet Privacy Enhanced Mail (PEM) and secure ED/FACT, based 
on some components of that infrastructure, are described. 

5.1. Internet Privacy Enhanced Mail (PEM) System 

PEM is secure E-mail system for the Internet network. It provides confidentiality and 
integrity of E-mail letters, together with the sender's and receiver's authenticity. Its 
implementation must be based on public key cryptography, so the system also provides 
non-repudiation of the sender. PEM may be implemented as a complete autonomous secure 
E-mail system or as extension of any other existing E-mail system. 

Besides basic functions of creating and sending, and subsequently receiving and verifying 
the E-mail letters, one important component of the PEM system is the certificate 
management system. It may be implemented as the integral part of the PEM system or 
separately, as described in section 4, when it may support not only PEM, but also other 
security enhanced applications. 

PEM may be used to protect not only E-mail letters, but also various kinds of important 
resources during their transfer through the network. Computer files, programs, business 
reports, industrial documents, and business communication messages may be transferred as 
E-mail letters in a highly protected form. The sender and receiver of protected letters may 
be authenticated and verified. This means that 

the sender may be certain that his/her letter will not be read or changed by 
unauthorised users and that the submission of the letter to the intended receiver 
may be proved to the third party, and 

the receiver may be certain that the content of the received letter is original, that 
the letter has not been read by any unauthorised user and the fact that it was sent 
and confirmed by the indicated sender may be proved to the third party. 

PEM may be useful for all users and companies which need to transfer sensitive materials, 
business documents and files via the E-mail. PEM may efficiently protect E-mail letters from 
several types of potential problems and through its digital signature capabilities, the system 
may be used as the platform for electronic commerce transactions. It must be implemented 
in full compliance with the official PEM standards and user agents may be extended with the 
smart cards for additional efficiency and protection of users' secret keys. 



298 Invited Talk 4 

PEM consists of two subsystems: (a) X.509/PEM certificate management system, and 
(b) PEM user functions. All functions of the certificate management system are described in 
section 4 and the certificate management system is an integral part of the PEM system. 

The full implementation of the P EM system should contain four components: 

a. The complete set of programs and configuration files for implementation of the PEM 
Server functions, which must be installed at mail servers. PEM Server consists of two 
groups of functions: manual actions of the security administrator and automatic 
actions of the PEM Server, together performing all necessary certificate management 
functions. 

b. The set of PEM User Agent programs and configuration files for the PC/Windows as 
user workstation. These programs perform all PEM user functions and in addition 
assist user in performing certificate management functions from user's workstation 
in co-operation with PEM Server at the mail server. 

c. Functionally equivalent set of programs and files for the PEM User Agent as in b., but 
for the Macintosh workstation. 

d. Functionally equivalent set of programs and files for the PEM User Agent as in b., but 
for the UNIX workstation. 

Manual actions of the security administrator and automatic actions of the PEM Server at 
each mail server implement together the functions of the Certificate Authority (CA). 
Certificate Authorities are organised in a hierarchy, each signing certificates of the lower 
level CAs, while the lowest level CAs sign the certificates of users. All programs and files 
used by PEM Server must be installed at each CA mail domain, regardless whether CA 
serves users or just performs certificate management functions in a hierarchy. 

User secure E-mail functions must be implemented on a PC/Windows, Macintosh and UNIX 
workstations. For PC and Macintosh user secret keys may be stored on protected diskettes 
or smart cards, on UNIX machines the secret keys must be kept on a disk, encrypted by 
special user's security password. 

Users may register themselves, generate their own certificates, send them for 
signatures, create and send, also retrieve and verify PEM letters, and retrieve and verify 
partners' certificates. All user PEM functions and user communications with local CAs 
should be implemented as PEM User Agents, communicating with users by friendly menu
driven dialogues and communicating with local servers transparently through mail 
protocols. 

After the registration, when users receive back the full certification path, they may create 
and receive PEM letters from other PEM users. PEM users may also send and receive E
mail letters from users who do not have the PEM system. 

There are three types of PEM letters, shown in the following figure: MIC-CLEAR, MIC
ONLY and ENCRYPTED. MIC-CLEAR is the letter which is in the PEM format, but the 
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text is original, i.e. not filtered. Therefore, this type of the letter may be sent to a user who 
is not using the PEM system. MIC-ONLY is the letter with the Message Integrity Code 
(MIC) and filtered, so it provides message integrity security service. ENCRYPTED is the 
encrypted type of the letter. 

llIC - CLEAR llXC - ONLY and l!NCRYPTICD 

The prerequisites for the initial installation of the PEM system is the Internet mail system 
installed in a domain with a number of user workstations using the mail system over the 

local TCP/IP network. In such environment, the special person should be nominated as the 
PEM system administrator. That person will first install the PEM Server software at the 
mail server and user PEM agents at the local user workstations. The PEM Server together 
with the running mail server will constitute the local Certificate Authority (CA). 

In case of multiple CAs in some large organisation, the system must be initially installed by 
in the "top-down" approach. First, the central, top level customer's CA must be established. 
Its certificate will be sent to the higher level CA for signature and returned after signing. 
The certificate of the higher level CA together with certificates of all CAs up to the top of 
the hierarchy will be passed to the lower level CA together with its signed certificate. After 
that, the next lower level customer's CAs may .be installed. They must again, as the first 
step, generate their certificates and send them to the top level customer's CA for signature. 
They will be signed and returned together with certificates of other CAs above them in the 
hierarchy. In that way, the certificates of CAs propagate downwards through the hierarchy, 
during the process of CAs registration. When the CA's certificate is signed and returned by 
the higher level CA, that CA may further sign the certificates of next lower level CAs. 

Finally, when certificates of the lowest level CAs, i.e. CAs serving users in local 

environments are signed, users may start their own generation of certificates and their 

submission for signature. The lowest level CAs will return to users their own signed 
certificate and certificates of all CAs up to the top of the certification hierarchy (certification 
path). When users receive back the full certification path, they may create and receive the 
PEM letters from other PEM users. PEM users may also send and receive E-mail 
letters from users who do not have the PEM system. 
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However, initially, other then the certification path and his/her own certificate, the user has 
no certificate of any other partner. So, if he/she wants to send an ENCRYPTED type of the 
PEM letter to the partner or if he/she has just received the letter signed by a partner, the 
user in both cases needs partner's certificate (public key). That key must be fetched from 
partners CA. This will be achieved by sending a special certificate request letter to that CA. 
In that way, each user during its usage of the PEM system accumulates certificates of 
his/her partners at the PEM user's workstation. 

Because of the filtering process of PEM letters, PEM may be used for transfer not only of 
simple ASCII letters, but also of any other type of computer resource: images, documents, 
source or executable programs, etc. 

5.2. Secure EDIFACT 

Secure EDI is the product which provides full protection of EDIFACT documents against 
illegal reading or accidental modifications. Documents are protected during transfer 
through communication networks or while stored in local archives. Sender's and receiver's 
authenticity and sender's non-repudiation are also provided by usage of public key 
cryptography. 

Functions and features of the secure EDI system are the following: 

• Authorized usage of EDI system through strong user authentication. 

• Standardized security services for EDIFACT: 

user authentication, 

data integrity, 

data confidentiality, 

digital signature, 

sender's and receiver's authenticity. 

• Security extensions for any ED/FACT platform fully UN/EDIFACT 
compliant. 

• User-friendly transparent operations. 

• Protection of ED IF ACT documents during transfer or in storage. 

The functioning of the secure EDI system is based on usage of public key cryptography and 
X.509 certificates. For confidentiality and integrity of documents secret key cryptography is 
used. For private cryptographic keys, security administrator and users may use smart cards 
or protected diskettes. 

Security transformations of EDIFACT documents are performed after EDI transformations 
and before sending. Subsequently, security verifications are performed immediately after 
receiving the EDIFACT document. The sender of protected EDI messages may specify 
security options in two ways: by typing them on the keyboard for each message or by the 
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predefined Transaction Table. Therefore, "Secure EDI" may be activated manually by users 
for each individual EDI transmission through the dialogue option or transparently, by 
invoking it through extensions of the EDI platform 

0001 u_.1 U....S File-a lac Key 

Secure EDI may be used to enhance with security any EDIFACT platform. It accepts as 
input the files in EDI format and returns protected documents in the same format, so it may 
be transparently linked to the EDI platform. It also functions transparently from the user's 
point of view: only warning and error messages are displayed; otherwise the system is 
"invisible" for users. 

Secure EDI requires one security administrator in each domain. Security administrator 
registers EDI users, generates their certificates and distributes certificates within the 
domain. 

All users must be registered and certified by the security administrator before using the EDI 
system. In that procedure X.509 certificate is issued to each user, signed by the security 
administrator. The certificate of each registered user must be distributed to all other users. 
This is a logical link between the certification system and secure EDI system. 

6. Conclusions and Future Developments 

All the individual components of the described integrated and functional security system 
have been implemented and they are individually already in use. The implementation has 
proved the flexibility and correctness of the global concept. Future developments should be 
oriented towards better integration of individual system components, their portability to 
various operational platforms and interoperability with existing proprietary security systems. 


