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Abstract 
We present a testing tool for synchronous reactive software, an interesting subclass of critical 
real-time software. Its aim is to provide a new means for critical software validation since for
mal verification techniques are often impracticable. For the particular domain of synchronous 
reactive software, we have designed specific testing techniques which are loosely related to 
techniques proposed for sequential programming languages. One of the main characteristics of 
synchronous reactive software is the importance of the environment behavior in the validation 
process. Moreover, software requirements are usually expressed by means of temporal proper
ties. The tool comprises random testing and specification-based testing techniques which have 
been designed to take into account these particularities. A structure-based testing technique 
well adapted to data-flow languages is also described. 
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INTRODUCTION 

With the increased use of software controls in critical real-time systems, the need for rigorous 
methods at each step of the development process has become clear to all companies working 
on trustworthy systems. The aim of such methods is to provide confidence in the critical soft
ware, for instance by ensuring that it will behave in obedience to some properties (typically 
safety properties). 

This paper is concerned with synchronous reactive critical software. A reactive software 
continuously reacts with its environment and must satisfy temporal constraints so that it can 
take into account all the events issued by this environment. The synchrony hypothesis (Ben
veniste and Berry, 1991) for a software requires that every reaction of the software to a set of 
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inputs is theoretically instantaneous. In fact, this requirement is filled by any reactive software 
for which it is possible to prove that its environment is invariant during every reaction. 

An important feature of reactive software is that it is developed under assumptions about 
the possible environment behavior. When such assumptions are formally expressed they can 
be easily integrated in an automated software verification process. 

Special programming languages have been designed for the development of synchronous 
software, such as Esterel (Boussinot and De Simone, 1991) and LUSTRE (Halbwachs 
et aI., 1991a). When a software is implemented in one of these languages it is often possible to 
perform a formal verification of some safety properties by model-checking. This verification 
technique, which can be fully automated, requires the software to be portrayed as a logical 
model and the safety properties to be expressed as logical formulae. Then, if the formulae are 
true in the model, it is assume:d that the safety properties hold in the software. For instance, 
LESAR (Halbwachs et aI., 1992) is a tool dealing with LUSTRE programs allowing automatic 
verification of safety properties. This tool uses LUSTRE as an executable specification lan
guage (for describing the model) as well as a linear temporal logic (Pilaud and 
Halbwachs, 1988) (for expressing the safety properties). 

The main drawback of such formal verification techniques is that they often require prohib
itive memory and time amounts. When they fail (because of lacks of memory and/or time) 
they do not provide any infomlation about the satisfaction of the safety properties. Thus, it is 
clear that new - complementary - verification and validation approaches have to be developed. 

The use of rigorous software testing techniques is the approach proposed here. Testing usu
ally requires less memory and time amounts than formal verification and, hence, it is often the 
only means to perform software validation when formal verification is impracticable. More
over, testing can reveal discrepancies between the model on which formal verification is car
ried out and the real world. 

The tool presented in this paper provides a formal framework for testing synchronous soft
ware. Although it is based on the use of the LUSTRE language, most of the facilities it offers do 
not require the software to be implemented in that specific language. Therefore, the tool, of 
which the principles have been presented in (Ouabdesselam and Parissis, 1994a) and (Ouab
desselam and Parissis, 1994b), can be used for a wide range of synchronous applications. It 
offers three main testing facilities: constrained random testing, specification-based testing and 
structure-based testing. They are respectively presented in sections 2, 3 and 4 while section 5 
describes how the tool should be used. 

2 CONSTRAINED RANDOM TESTING 

Random software testing consists in executing the software with input values which are ran
domly selected from the software input domain. The input domain is usually considered to be 
equal to the cartesian product of the domains of the input variables of the software. 

Such a definition ofthe input domain is not suited to the test of most reactive software since 
it overlooks the environment description. 

Let's consider the following example of a temperature control system developed in (Atlee 
and Gannon, 1993). This system is composed of a heater, an air conditioner, temperature sen
sors and an on/off switch. For the present paper, we introduce a reactive software for control
ling that system. 
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Table 1 SCR Requirements for the Temperature Control Software. 

Current 
Running 

BelowDesired 
TempOK 

AboveDesired 
New Mode 

Mode Temp Temp 

OFF @T f f INACTIVE 

@T t f f HEAT 

@T f f AC 

INACTIVE @F OFF 

@T @F f HEAT 

t f @F @T AC 

HEAT @F OFF 

@F @T f INACTIVE 

AC @F OFF 

f @T @F INACTIVE 

The software has four boolean inputs and four boolean outputs : 
• The input Running is true when the on/off switch of the device is to the 'on' position. 
• The inputs BelowDesiredTemp, TempOk and AboveDesiredTemp are mutually exclusive 

signals issued by temperature sensors; they are true when the current temperature is respec
tively lower, equal or higher than the desired temperature. 

• OFF, INACTNE, HEAT and AC are the four mutually exclusive outputs and correspond to 
the current mode of the system. OFF is true when the system is turned off, INACTNE is 
true when the system is on but neither the heater nor the air conditioner is on, while HEAT 
and AC are true when the heater or the air conditioner, respectively, is on and controlling the 
temperature. 

The software specifications are given in (Atlee and Gannon, 1993) as SCR tabular require
ments (see table 1). Every row in the table 1 is associated with a transition: the left column 
contains the current mode of the system, while the right column contains the new mode com
puted with respect to the current input values given in the central columns of the table. @T 
means that at the instant when the new mode is computed, the associated input value raises 
from false to true. Similarly, @F specifies the point in time when the value becomes false. A 
lower case letter '1' (resp. 'f') means that the associated input value is true (resp. false) at this 
instant and at the instants immediately preceding and following it. For example, the eighth 
row of the table 1 states that when the system is turned on, if its current mode is HEAT and the 
temperature becomes equal to the desired temperature (Le. TempOK becomes true) then the 
new system mode is INACTNE. 

The input values given in bold characters do not belong to the initial specification but are 
computed according to the environment constraints: the first assumption on the environment 
is that (I) exactly one of the three inputs BelowDesiredTemp, TempOK and AboveDesiredTemp 
is true at the same time. The second less obvious assumption on the environment can be 
deduced from the requirements specification: (IT) the temperature cannot raise (resp. fall) 
from a value below (resp. above) the desired temperature to a value above (resp. below) it 
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~ inputs 

~~_om __ G_en_e_rm __ or ____ ~ ________ s_o_~ __ a~_~ ______ ~ 
~ outputs 

Figure 1 Random test data generator. 

without reaching in the meantime the desired temperature. Indeed, no transition is specified in 
table 1 allowing the system to progress directly from the HEAT (resp. AC) mode to the AC 
(resp. HEAl) mode. As shown below, these environment constraints are easily expressed in 
LUSTRE, used as a temporal logic : 
(I) (AboveDesiredTemp or BelowDesiredTemp or TempOK) and 

#(AboveDesiredTemp, BelowDesiredTemp, TempOK) 
(IT) onceJrom_to(TempOK, BelowDesiredTemp, AboveDesiredTemp) and 

onceJrom_to(TempOK, AboveDesiredTemp, BelowDesiredTemp) 

where # is a built-in boolean operator ensuring that no more than one of its arguments is true at 
the same time, while onceJrom_to(A, B, C) is a user-defined in LUSTRE temporal operator 
returning a true value when the event A has occurred at least once between two subsequent 
occurrences of Band C. The definition in standard LUSTRE of such temporal operators can be 
found in (Halbwachs et al., 1992). 

It is easy to conclude that the actual software input domain is much smaller than the carte
sian product of the domains of input variables. The property (I) restricts the valid input values 
for (AboveDesiredTemp, TempOK, BelowDesiredTemp) to (0,0,1), (0,1,0) or 0,0,0). More
over, the property (II) restricts the valid sequences of input values. The random generator the 
construction principles of which are outlined below performs a random generation of test data 
among all those defined by the environment constraints (e.g. (I) and (II)). It is used as a simu
lator of the software environment, as shown in Figure 1. 

The first step of the generator construction consists in compiling the constraints into a finite 
state automaton. This automaton recognizes all input and output value sequences satisfying 
the constraints (in the same way that an automaton recognizes words from a language). 
Thanks to a process used by the LUSTRE compiler (Halbwachs et aI., 1991b) (Bouajjani 
et a!., 1990), the generated automaton is minimal. Moreover, only a symbolic representation 
of the automaton is actually generated in which states are represented by a set of variables, and 
transitions by boolean functions. 

A state corresponds to one or more different values of the state variables. The next value of 
each state variable is computed from the current values of the state, input and output variables 
by means of the associated boolean function. The computation of the next state is based on the 
use of all these boolean functions. 

A boolean function is also associated with the automaton. It is used to check whether the 
environment constraints are satisfied for a given state and a given value of the inputs and out
puts. This boolean function is implemented by a binary decision diagram (Akers, 1978) 
(Bryant, 1986). 

Such a symbolic representation of the automaton needs generally a quite smaller amount of 
memory than the usual representation in which states and transitions are explicitly generated. 
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Figure 2 Binary decision diagram for the environment of the Temperature Control System. 

For instance, the automaton associated with the constraints (I) and (II) of the above exam
ple has five boolean state variables. The binary decision diagram describing the environment 
constraints is given in Figure 2 (where 1 and 0 respectively hold for true and false). Each node 
of the diagram carries a variable and each of its outgoing branches is labelled with the value 
taken by that variable. It must be noted that the variables are ordered. The lower order vari
ables are the state variables. They appear at the top of the diagram; for example in the diagram 
in Figure 2 the state variables are statevarO, ... , statevar4. Next come output variables while 
input variables occur at the bottom of the diagram. In the same example (Figure 2), there are 
no output variables. 

The test data generator uses the above diagram to randomly generate input values for the 
temperature control software. It consists of a loop composed of the following steps: 
1. Locate, in the diagram describing the environment constraints, the subdiagram correspond

ing to the current values of the state and the software output variables. 
2. Generate a random value for the software inputs satisfying the boolean function associated 

with that diagram. 
(The first two steps are carried out in only one pass on the diagram) 

3. Read the new software outputs. 
4. Compute the next state by computing the next value of each state variable. 

In other words, the generator searches in the diagram associated with the constraints a path 
leading to 1. In the example (Figure 2), when statevarO is true, the generator will search a path 
in the subdiagram given in Figure 3. Possible values for the input variables 
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AboveDesiredTemp 

~ 
TempOK TempOK 

.~~ 
BelowDesiredTemp BelowDesiredTemp 0 

~~ ~ 
o 1 1 0 

Figure 3 Subdiagram for statevarO = 1. 

(AboveDesiredTemp, TempOK, BelowDesiredTemp) are (0,0, 1), (0, 1, 0) and (1,0,0). Each of 
these values will be generated with the same probability (1/3 for the example of Figure 3). 

3 SPECIFICATION-BASED TESTING 

The test data generation technique presented in section 2 is not concerned with the problem of 
detecting errors occurred during the actual test operation. In the particular case of critical soft
ware, we're often interested in tracking down errors related to violation of safety properties. 
LUSTRE is a high level programming language which can be interpreted as a temporal logic, 
the most usual and natural means for specifying safety properties. In the example of the tem
perature control software, some safety properties supplied by the authors are : 
1. OFF:::} -Running 
2. 1NACT1VE:::} (Running & TempOK) 
3. HEAT:::} (Running & BelowDesiredTemp) 
4. AC:::} (Running & AboveDesiredTemp) 
5. (Running & BelowDesiredTemp):::} (HEATIO(HEAT)) 
6. (Running & AboveDesiredTemp):::} (ACIO(AC)) 

where 0 is the 'next state' operator: OrA) means that A will occur at the next system state. 

The translation in LUSTRE of the first four properties is straightforward: 
1. not OFF or not Running 
2. not 1NACT1VE or (Running and TempOK) 
3. not HEAT or (Running and BelowDesiredTemp) 
4. not AC or (Running and BelowDesiredTemp) 

On the contrary, the translation of the last two properties is more difficult because they use the 
'next state' temporal operator. Indeed, in LUSTRE only references to the past values of an 
expression are possible by means of the pre operator, denoting the value of the expression at 
the previous system state. However, since only two successive system states are involved in 
the property, it is possible to translate the properties to equivalent LUSTRE expressions: 
5. not pre (Running and BelowDesiredTemp) or (pre HEAT or HEAT) 
6. not pre (Running and AboveDesiredTemp) or (pre AC or AC) 
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node TempControlOracle( 

returns( 
let 

Running. 
BelowDesiredTemp. 
TempOK. 
AboveDesiredTemp : bool 
OFF, 
INACTIVE. 
HEAT, 
AC:bool 
PropertiesOK: bool); 

-- ON/OFF switch position 
-- current temp. < desired temp. 
-- current temp. = desired temp. 
-- current temp. > desired temp. 
-- offmode 
-- stand-by mode 
-- heating mode 
-- air conditioning mode) 

PropertiesOK = (not OFF or not Running) and 

tel; 

(not INACTIVE or (Running and TempOK)) and 
(not HEAT or (Running and BelowDesiredTemp)) and 
(not AC or (Running and BelowDesiredTemp)) and 
(not pre (Running and BelowDesiredTemp) or (pre HEAT or HEAT)) and 
(not pre (Running and AboveDesiredTemp) or (pre AC or A C)) 

Figure 4 Test oracle for the temperature control system. 
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Once the safety properties have been specified, a test oracle can be automatically constructed 
in a straightforward manner as a LUSTRE program of which the unique output is the conjunc
tion of the above safety properties (see Figure 4). A violation of the safety properties (i.e. an 
error) is detected when this output takes a false value during the software execution. 

However, the actual aim of the specification-based testing is to analyze these properties and 
to automatically generate relevant input values (that is, input values which are more appropri
ate for tracking down errors related to the violation of safety properties). 

In order to illustrate the definition of relevant input values, let's consider the simple prop
erty not A or B (meaning A ~ B), where A is a software input and B is a software output, stat
ing that the output B must be true every time that the input A is true. One can easily notice that 
input values setting A to false cannot detect a violation of the property, since in that case not A 
or B will be true for any B. In other words, only input values for which A is true are relevant 
with respect to that property. Let R be the predicate characterizing the relevant input values; 
R(not A or B) = A. 

A similar, more complex but automated, analysis can be carried out on every LUSTRE bool
ean expression E. This is in particular true for all the user-defined in Lustre temporal operators 
(e.g. onceJrom_to used in section 2). It results in a new LUSTRE boolean expression R(E) 
which will be true only when the values of the input variables are relevant with respect to the 
property E. 

It is then possible to automatically generate relevant input values with respect to a property 
E. The generation process is similar to the one used in section 2 for constrained random test
ing. Indeed, the latter consists in building a generator of input values according to a set of 
environment invariant properties, while the former builds a generator according to the expres
sion R(E) characterizing the relevant input values for the property E. 

Another use of the above definition of relevant input values is the assessment of the ade
quacy of the input values used for testing the software. Indeed, it is very easy to write a Lus
TRE program counting the number of input values for which the formula characterizing the 
relevant ones has been true. At the end of the testing process, the ratio between the relevant 
and the total input values could be a useful measure of the quality of the testing process. 
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4 STRUCTURAL TESTING OF LUSTRE PROGRAMS 

The approaches presented in sections 2 and 3 are black-box testing techniques and should be 
used for the detection of design errors resulting in a violation of the specifications (which are 
safety properties in the case of the technique of the section 3). On the contrary, implementa
tion errors are usually tracked down by means of structural testing techniques. We consider 
that specifying functional features with LUSTRE is a kind of programming activity resulting in 
programs which are not exempt from errors. Hence, it is natural to adapt structure-based tech
niques to the particular case of LUSTRE programs. 

Control graphs are the most common representations for programs written in sequential 
programming languages. Every node of the control graph consists of a sequence of successi ve 
instructions without branch statements; the latter are associated with arcs. Such a graph is a 
suitable representation of the control flow of the program. Structure-based testing consists in 
defining coverage criteria on the above graph. For instance, instruction coverage consists in 
running the program until all the nodes of the control graph has been executed, while branch 
coverage requires all the arcs of the graph to be executed (see for example (Ntafos, 1988)). 

Due to the data-flow nature of the language, LUSTRE programs are represented by an oper
ator net instead of a control graph. Indeed, a LUSTRE program (also called node) is an unor
dered set of equations defining the data flow of the program as invariant relations between 
inputs and outputs. Therefore, an operator net is a more natural representation of the program 
structure. We believe that defining structure-based criteria on such a net, by analogy with 
those defined on a control graph, could be useful for detecting implementation errors in Lus
TRE programs. 

The formal definition of such structure-based criteria can be found in (Ouabdesselam and 
Parissis, 1 994b ). 

Let's consider the LUSTRE program with its associated operator net given in Figure 5. 

node Edge(X: bool) returns(EDGE: bool); 
let 

EDGE = X -> (X and not pre(X)); 
tel 

~.~--x-+----I~GE 

Figure 5 A node example and its operator net. 

The operator -> (the "followed-by" operator) allows to set a variable to an initial value: 
EDGE = X -> (X and not pre (X)) means that the output variable EDGE takes at the initial 
state (the first execution step) the value of the inputX. At every other state, EDGE takes a true 
value every time that the value of X raises from false to true (when X is true and pre X is false). 

A path is defined as a finite sequence of successive arcs from the net. Its first arc is a net 
input and its last arc is a net output. For example, three paths are defined on the net of the node 
Edge: P1 = (X, EDGE), P2 == (X, a1' a2, aj, EDGE) and Pj = (X, a3, EDGE) where 
a1 = pre(X), a2 = not a1 and aj = a2 and X. A path predicate at instant t associated with a 
path p, noted PP(p, t), is the condition for the last arc to be computed at instant t using the path 
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p. In other words, it is the condition for the path P to be traversed by the data-flow when its 
last arc is traversed at instant t. Path predicates for the node Edge are : 
PP(Pl> t) = PP((X, EDGE), t) = init, 
PP(P2' t) = PP«X, ab a2, a3, EDGE), t) = X and not init 
PP(P3' t) = PP«X, a3, EDGE), t) = not pre(X) and not init where init = true -> false 

Structure-based test data selection criteria can be defined on such a net. For instance the 
operator coverage is satisfied by a test data set if at least an output arc of each operator 
belongs to one of the resulting traversed paths (i.e the operator has been activated and its 
results has been used for computing the output of the path). Similarly, arc coverage is satisfied 
if every arc of the operator net belongs at least to one resulting traversed path. Path coverage 
is generally impossible to satisfy since the number of paths may be infinite. However, the 
number of paths is finite for a fixed length of the test data sequences. Note that paths are 
defined in such a manner that errolls occurring during program execution will be propagated to 
the output values, even several executions cycles after their effective occurrence. 

Once structural test data selection criteria has been defined, we suggest a method for com
puting test data in order to satisfy these criteria. This computation performs a symbolic evalu
ation of the associated path predicates. 

The method is based on previous work made on formal verification of LUSTRE programs. A 
verification tool, LESAR (Halbwachs et al., 1992), has been developed, allowing to automati
cally prove that a property always holds on a LUSTRE program. An interesting feature of 
LESAR is that it provides a counter-example for properties which do not hold (i.e. an input 
sequence leading the program to a state violating the property). The method comprises three 
steps: 
1. Computing a finite set of paths which must be executed in order to satisfy the criterion. Let 

(p;) i=l ... n be these paths. 
2. Computing the path predicates (PP(Pi' t;));=l ... n associated with the above paths where ti 

has a fixed value for every path. 
3. Attempting to prove with LESAR that not PP(Pi' ti) for i=l ... n always hold. In case of suc

cess, the path Pi is infeasible at instant ti (another path or another instant must be chosen). 
Otherwise LESAR provides an input sequence which can be executed to cover the path Pi. 
The length of the generated input sequences will be minimal, since LESAR will search the 
shortest counter-example. It is however possible to generate longer input sequences. For 
this, consider the following LUSTRE equations: Xl = true; and for every n > l, 
Xn = false -> Xn-l and pre(Xn-l). In other words a variable Xn denotes a sequence of 
boolean values of which the n-l first terms are equal to false while all the other terms are 
equal to true. Attempting to prove with LESAR that not (PP(Pi' tp) and Xtp) always hold, 
where tP is the length of the required test data sequence, will result, if the path Pi is not 
infeasible, in an input sequence of which the length will be at least equal to tt Indeed, 
thanks to the definition of Xn, every property not (P and Xn) will always be true during the 
first n-l execution cycles. Hence, the counter-example provided by LESAR, if any, will be a 
sequence longer than n-l. 

It must be noted that the verification tool LESAR is used here in a quite different manner than 
for its original purpose which is formal verification. Indeed, when a formal verification is per
formed, the entire automaton (i.e. all possible states) must be explored in order to prove that 
properties hold at every state. On the contrary, the operation of test data generation consists in 
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searching a counter-example of the negation of the path predicate. This is usually a very short 
operation (unless, of course, the path predicate is infeasible). Thus, there is no contradiction in 
the use of a formal verification tool for testing purposes. 

5 USING THE TOOL 

The testing tool includes all the testing facilities described in the previous sections. In this sec
tion we present the parameters that the user should specify for each kind of testing. We also 
suggest a methodology for performing test in a progressive way. 

Random testing requires the user to fix at least two parameters: the environment specifica
tion as a LUSTRE boolean expression and the software to test (executable form). Other 
optional parameters are the number and the length of the generated input sequences. 

Specification-based testing also requires two parameters: the specification of the safety 
properties as LUSTRE boolean expressions and the software to test. The length and the number 
of the generated sequences can also be specified. 

Finally, structure-based testing requires the user to specify the implementation in LUSTRE 

of the software to test. An executable version of the software is also required. Three mutually 
exclusive coverage types are available: operator, arc and path coverage. The required cover
age rate can be selected (the default value is 100%). If path coverage is selected, the maximum 
length of the paths to cover can be specified. 

For any of the three kinds of testing a test oracle can be specified. Moreover, it is possible 
to combine the environment specification (for example the one used for random testing) with 
the specification-based testing or the structure-based testing. When an environment specifica
tion is provided for this techniques, the generated test data will also satisfy this specification. 

At the end of any of the above testing operations the test results are stored in a file. They 
are composed of structured sequences of the input and output values produced during the test 
operation. For each input and output value the result of the oracle Cif any) is also stored. The 
user can browse these results by listing the entire result file, by selecting specific sequence 
numbers or by listing sequences for which the oracle (if any) has taken a given value. 

The user can choose one or more of the testing facilities in any order. However, we suggest 
the following methodology : 

First, the test oracle and the environment specification must be written out. 
Then, constrained random t,~sting should be performed in order to get confidence in the test 

oracle and the environment specification. Indeed, errors detected during this stage are often 
caused by a bad specification of the environment constraints or by an erroneous oracle. Ran
dom testing should continue until the user is confident enough in the correctness of environ
ment and test oracle specification. 

When no more errors are discovered by random testing, specification-based testing should 
be performed in order to detect discrepancies between the software behavior and the specifica
tion of the safety properties. The LUSTRE expression of the safety properties of the software 
must be written (unless they have already been expressed for the test oracle). The environment 
constraints and test oracle developed for random testing are also used during specification
based testing. 

Finally, structure-based testing can be performed if an implementation in LUSTRE of the 
software is available. Structure-based testing is useful to track down implementation errors, 
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not necessarily related to safety properties, since is it is based on a more precise specification 
of the software intended behavior (the LUSTRE program). 

Note that the environment constraints can be omitted if the user is interested in the software 
behavior in cases when the environment does not respond correctly. 

6 CONCLUSION AND FURTHER WORK 

We have presented in this paper a testing tool dealing with synchronous reactive software. It 
provides a new formal framework for critical software validation, complementary to the cur
rent formal verification techniques which are often impracticable. 

Several testing techniques have been proposed in the literature, generally for sequential 
programming languages (see for example (Ntafos, 1988) (Dauchy and Marre, 1991)). Just a 
few works have been conducted in the particular domain of reactive software; they are more 
concerned with a testing methodology than testing techniques per se (Richardson, 1992). The 
techniques we have designed are specific in the sense that they deal with synchronous reactive 
software. Indeed, for such software the environment behavior is extremely important. More
over, software requirements are usually expressed by means of temporal properties. Thus, spe
cific random testing and specification-based testing techniques have been devised to cope with 
these particularities. Equally specific is the structure-based testing technique which is adapted 
to data-flow languages. 

It should be noted that the last of the three proposed techniques requires the software to be 
implemented in LUSTRE. On the contrary, constrained random testing and specification-based 
testing can be applied to reactive software implemented in any programming language. 
Indeed, although they both use LUSTRE for the description of the environment or for the 
expression of the safety properties, they do not require this particular programming language 
to be used for the software implementation. 

The extension of the proposed techniques to software with numerical inputs and outputs is 
the main challenge for future work. Although many reactive software handle boolean signals, 
such an extension would allow to enlarge the application field of the tool. 

Another interesting extension of the tool that we're currently studying is the introduction of 
reliability estimation features. This will allow to measure the software failure probability 
which is the main attribute of critical software qUality. 

Finally, more theoretical work is needed for comparing testing with formal verification 
according to the required memory and time amount and the resulting software quality. 
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