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ABSTRACT 

CPA is a formalism for specifying the behavior of digital systems. 
It describes the input/output behavior, independent of the internal 
structure and operation of the system. The primary use for CPA is 
formal verification of digital designs, in which the behavior of a 
design is checked for consistency against the CPA specification. 
This paper describes a u d i t ,  a system we are developing that for- 
mally verifies a digital design against a CPA specification. The 
design is represented as a state machine with multi-bit data registers 
that can be tested and changed on the state transitions. Whereas 
many verification programs that work at this level expand the data 
part of the machine into individual states, a u d i t  treats the registers 
as symbolic entities and uses symbolic simulation and first-order 
predicate calculus to reason about their effect on the behavior of the 
machine. Yet unlike other symbolic simulation programs, a u d i t  
can automatically analyze the behavior of simple loops and can rea- 
son about sequences of inputs and outputs. 

1. INTRODUCTION 

1.1 Formal Verification with A u d i t  

CPA is a formalism for specifying and reasoning about the behavior of a digital sys- 
tem at the register-transfer and finite state machine (FSM) level. CPA uses an abstract, 
nonprocedural style of specification. It describes the input/output behavior of a sys- 
tem using the sequences of input and output events at its ports. It is therefore 
independent of the internal structure and operation of the system. This makes it a 
good medium for formal specification and verification, because it gives a view of the 
system that is orthogonal to that of the implementation. Conceptual errors in the 
implementation are less likely to be duplicated in the specification and are therefore 
more likely to be exposed. 

This paper describes a program called audit that we are developing to check a 



104 

digital system design against a CPA specification to determine whether the properties 
given in the specification hold for the design. The design is represented as an 
extended finite state machine (EFSM), that is, a state machine with multi-bit registers 
added to it, where the conditional transitions can depend on the values of the registers, 
and the transitions can do arithmetic on the registers. Thus the machine has both a 
data state, which is the value of the registers, and a control state; these work together 
to determine the behavior of the machine. Any verification procedure for EFSMs must 
take this into account. Most verification systems expand the data registers and merge 
them into the control so that each distinct set of values for the data registers is 
represented as a separate control state. A u d i t ,  however, treats the elements of the 
data part as separate entities and reasons symbolically about their values and their 
effect on the control. Yet unlike previous verification programs that dealt with a sym- 
bolic data state, a u d i t  can automatically analyze many types of loops, and it can 
reason about sequences of inputs and outputs, not just a simple mapping from initial 
inputs to final outputs. 

1.2 Relation to Previous Work 

CPA is similar to temporal logic 1, 2 in that both can express relations between pro- 
gressive states of a system. Both are therefore good for expressing reachability and 
other liveness properties. However, temporal logic is not as effective for expressing 
functional relations or timing constraints, and it is only with great difficulty, if at all, 
that temporal logic can express the relations between indexed members of a sequence. 
Nevertheless, we learned a great deal from the work on model checking by Clarke et 
al. 2 

Symbolic simulation was one early technique used in the formal verification of 
hardware.3; 4 Those early systems, and later ones, worked on acyclic program or state 
graphs, and they found the mappings from initial inputs to final outputs. They did not 
deal with sequences of inputs and outputs. Hunt 5 and others have used a form of 
symbolic simulation and the Boyer-Moore theorem prover, with its ability to do 
inductive proofs, to verify recursive or iterative hardware descriptions, but with a 
good deal of intervention and coaxing by the user. 

Recently most work in the automated verification of sequential hardware has involved 
the comparison of finite state machines 6 or o-regular languages. 7 These techniques 
have proved powerful because they operate in the Boolean domain, where the rela- 
tions are simple and well-defined and the problems are decidable. The problem is that 
when a machine has a significant data part, all its data states must be translated into 
separate control states of the finite state machine being analyzed. If there is one regis- 
ter with n bits, that register has 2 n states. When that register is included with a 
machine M, the number of states in the combined machine is the number of states in 
M times 2 n. Several brilliant techniques have been used to slow this explosive 
growth in the number of states, including the implicit enumeration of the states in a 
state graph 8 and the use of ordered binary decision diagrams 9 to represent the implicit 
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states. 10 But these do not eliminate the problem. Keeping the data state separate, as 
a u d i t  does, requires a more complex form of analysis; but the size of the problem is 
independent of the size of the registers. 

The HOL system 11 provides a general environment for hardware verification. 
Because all signals can be described as functions, it can certainly describe sequences 
and express timing and other constraints. However, HOL is too general a formalism to 
allow automated proofs, although sequences of steps in a proof can be automated. 

There has been limited progress in automating the analysis of loops. On the software 
side, Wegbreit has suggested some rules for synthesizing inductive assertions, 12 but 
they are not very robust and are difficult to automate. For hardware, where many 
loops tend to be simple, often involving little more than counting, Devadas, Keutzer 
and Krishnakumar have developed a method using symbolic analysis of the data state 
to do a reachability analysis of simple loops where the variables are only set to a con- 
stant or incremented. 13 Yannakakis and Lee have proposed a method for performing a 
reachability analysis of efsm's whose variables undergo separable affine transforma- 
tions. 14 A separable affine transformation is one in which each variable v is assigned 
a value of the form a*v+b ,  where a and b are constants. The analysis can be 
extended to the case where v is assigned a value a*u+b,  where u and v are mutually 
dependent, but not dependent on any other variables. In either case the analysis 
involves solving a linear programming problem of tractable size. 

Those systems that analyze efsm's by reducing them to fsm's and generating the 
entire state space, or the reachable part of it, generally handle loops by "executing" 
the transitions in them repeatedly as long as they keep leading to new states. In this 
way they eventually generate all states reachable by any number of iterations. 15 

The algorithm we have developed for Audit handles loops of a more general class of 
loops than either Keutzer, Devadas and Krishnakumar or Yannakakis and Lee. It 
treats the data state symbolically and only goes through the loop once, so it is not 
dependent on the size of the variables. And it gives a complete characterization of the 
behavior, not just the set of reachable states, so it can be used to analyze or verify a 
broader class of properties than most efsm verification systems. 

1.3 Outline 

In the following section we will give a brief overview of CPA, the formalism we use 
to specify the properties of a system that need to be verified. Then we will describe 
the basic verification algorithm and explain how it works. Next we will show how 
A u d i t  analyzes loops. This will be followed by two simple examples to illustrate 
how the system works. Finally, we will describe the current status of the system, and 
note what we have learned from it so far. 
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2. CPA 

CPA developed from a study of several behavioral specifications that were used in 
system design. 16 These specifications, we found, focused on input/output behavior, 
not on the internal structure or operation of the system being specified. Therefore 
they described behavior by input/output events, that is, the reception and transmission 
of values and signals through the system's input and output connections. A system 
specification generally consisted of a set of properties that determined what sequences 
of events were required or allowed for the system to operate correctly. 

In analyzing these specifications, we identified four different types of properties: 
�9 Precedence Relations. These relations specify the order in which inputs and out- 

puts must occur. They are typically shown by timing diagrams. For example, part 
of the specification of a bus interface might be that when it receives a Ready sig- 
nal, it must place the data on the Data bus and set the Acknowledge signal. 

�9 Functional Relations. These relations show how the values input and output by 
the system are related. They show the computations performed by the system. 

�9 Execution Constraints. Execution constraints are bounds (both upper and lower) 
on the number of times certain events can occur and on the delay between events. 
Maximum and minimum timing constraints fall in this category. 

�9 History. Precedence relations, functional relations and execution constraints 
often involved whole sequences of events, not just individual events. For exam- 
ple, the parity bit of a transmitter might depend on the values of the last seven bits 
sent. 

CPA is a formalism for behavioral specification that integrates all four classes of pro- 
perties mentioned above. It is based on events and precedence relations, so require- 
ments on the ordering of events are easy to express. It supports constraints on events, 
which allows the description of functional and timing relationships. Finally, in CPA 
events are indexed, which gives a straightforward way of describing event sequences 
and therefore history. 

CPA has several other characteristics that we found to be important for developing 
specifications. It gives an abstract view of behavior, so that it is possible to specify 
the system without determining its internal design. It allows partial specification and 
incremental development of specifications, because a system is described by indivi- 
dual properties. It is conceptually simple, based on just a few primitives. And it sup- 
ports hierarchical descriptions, so behavior can be described at several different lev- 
els, with well-defined relations between those levels. 

2.1 CPA's Model of Behavior 

CPA models a system as one or more processes, where each process is described at the 
extended state machine level. This means that each process interacts with its environ- 
ment, including other processes, through a series of discrete events, each representing 
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the transmission or reception of some digitally coded information. Thus the model 
does not describe the electrical properties of systems, but it does include real-time 
behavior. 

Each process in a CPA description has a set of ports defined for it, where each port is 
either an input or an output and has a specific type. The type gives the bit width of 
the port, or equivalently the range of values it can take. For example, a process 
named sender with two ports, an eight-bit output port data and a one-bit input port 
ack, would be declared in CPA as: 

process sender(out data<7:0>, in ack<0>){ } 
A process interacts with the external environment and other processes by reading and 
writing values through its ports. All behavior is described through these reads and 
writes. Regarding internal structure and operations, each process is a black box. 

A process has control of its reads as well as its writes. In other words, a process reads 
an input when it decides to, not necessarily when the input appears. A system 
specification, however, will usually contain constraints that determine how quickly a 
process must respond to externally supplied inputs. 

The act of reading or writing a value on a port is called an event. A fully determined 
event has three components: 

The port N where the event occurs 
The value V read or written 
The time T when the event occurs 

An event E can therefore be written as a triple <N, V, T>. For any such event E, we 
use selectors .n, .v, and .t to identify the individual components. In other words, if E 
= <No,  Vo, To >, E.n = No, the port name for E, E.v = V o, the value for E, and E.t = 
To, the time of E. 

2.2 Specification in CPA 

Within this model, specifying the behavior of a system means determining the accept- 
able sequences of input and output events. We do this in CPA by writing a series of 
expressions called event expressions. Each event expression has three parts: 

�9 A Condition: a logical formula giving the conditions under which this expression 
applies; 

�9 A Precedence Relation: a required ordering between two or more events; 
�9 An Assertion: a logical formula specifying constraints on the sequence numbers, 

values, and times of the events named in the precedence relation. 
It is from these three components that the formalism gets its name. 

In our implementation of CPA, the syntax of an elementary event expression is 
when C {O1 - - >  O2} where A; 

C and A are the condition and assertion, respectively. Both are formulas in first-order 
predicate calculus over events, their values, and their times. They are written using 
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the following keyboard-friendly logic notation: !x. P(x) means that there exists some 
x such that P(x) holds; @x Q(x). P(x) means that P(x) holds for all x such that Q(x) is 
true; && stands for AND; I I for OR; - for NOT; and ~ for IMPLIES. 

O1 - - >  O2 is the precedence relation�9 It says that whenever an event of type | 
occurs, it must be followed by an event of type 02.  |  and O2 are called eventsche- 
mas. In event schemas, events are identified primarily by the ports on which they 
occur. Thus, for example "sender::data" stands for an event that outputs a value on 
the data port of process sender. An event name can be qualified by adding a con- 
straint on the value read or written by that event�9 "Sender::data(.v != 0)," for exam- 
ple, stands for an event that writes a nonzero value on port data, while 
"sender::ack(.v == 1)" stands for an event that reads a 1 on port ack. 

A particular event E matches an event schema N(P) if E.n == N and P(E.v) is true. 
For example, any event of the form <sender::ack, 1, T> matches the schema 
"sender::ack(.v == 1)," while an event of the form <sender::ack, 0, T> does not. 
Neither does an event of the form <sender::data, V, T>, of  course. If  the constraint P 
is missing, it is taken to be true, i.e., all values satisfy it. 

The reason for having the constraint as part of the event schema rather than in the 
condition or assertion is that it affects the way events are counted. For example if u is 
an output variable in process P, the event schema "P:u( .v==l)"  refers only to events 
that output a 1 on u. Other events affecting u are ignored�9 This is significant when 
events are indexed, as explained below. 

Indexing further distinguishes among the events that match a given event schema. 
The time component of events defines a natural ordering on them: 

E1 < E2 if and only if E1 .t < E 2.t 
Using this order, any set of events {El} can be organized into a sequence El ,  Ez, 

�9 �9 � 9  where Ej < Ej + I for all j such that Ej and Ej + 1 are in the sequence. Then any 
event in a set is identified by its index--that is, its position--in the sequence derived 
by ordering the set in time. In our notation we put the index in square brackets. 
Sender::data[5], for example, is the fifth output from port data of process sender; and 
sender::ack[j](.v == 1) represents the jth time a 1 is read on port ack. Because we are 
interested in infinite, repetitive sequences of events, where absolute indices are not 
usually significant, we will often use relative indexing of events, Putting a + or - 
before an index expression means that index is relative to a reference event X. In an 
event expression "when C {O1 - - >  O2} where A;" ,  the event matching O1 is the 
reference event. All relative indices anywhere in C, A, and O2 implicitly reference it. 
For example, in the event expression 

when (sender::ack[-1].v == 0) {sender::ack(.v == 1) - - >  sender::data[+l]} 
where (sender::data[+l].v == x); 

sender::data[+l] is the first output at the data port following the input of 1 at the ack 
port. Sender::ack[-1].v == 0 refers to the last time ack was read before reading a 1 on 
it. Therefore, the previous event expression can be translated as follows: 
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If  the last time sender checked ack, it saw a 0 and now it sees a 1, 
then its next output on data must be x. 

If  the reference event O1 is referred to in C or A and it does not have an absolute 
index, it is referenced as O 1 [0]. 

For brevity we will sometimes omit the process part of a port name when it is clearly 
understood. Thus, the assertion in the previous example could also be written 
data[+l].v == x. 

For synchronous processes, we also allow time to be expressed in clock cycles. E.c 
stands for the cycle in which the event E occurs. We could, for example, state the 
constraint that each Output on B occur on the cycle following the corresponding input 
on A as B[i].c - A[i].c == 1. 

The conditions in event expressions are useful for specifying conditional actions. For 
example, a circuit M that reads from input port S and writes a one to port A0 if S is 
zero and a one to port A1 if S is one can be specified by 

process M(in S, out A0, out A1) 
{ 

when S[0].v == 0 {S = ~  A0[+I]} where A0[+l].v == 1; 
when S[0].v == 1 {S = ~  AI[+I]}  where Al[+l ] .v  == 1; 

} 

More complex conditions can also be expressed. Consider, for example, an interface 
circuit B, which transfers data from its input Din to its output Dour. After each out- 
put, it waits for an acknowledgement on line Ack from the receiver before it sends the 
next output. If the acknowledgement is not received within a certain time, say 200 
clock cycles, B raises a Timeout flag. The specification for this behavior is: 

process B(in Din, out Dout, in Ack, out Timeout) 
{ 
outeq_in:  

when TRUE {Din = ~  Dout[+l]} where Dout[+l].v == Din[0].v; 
check ack: 

when TRUE {Dout = ~  Ack[+l] } 
where Ack[+l].c - Dout[0].c <= 10; 

next_output: 

when (Ack[0].c - Dout[-1].c < 200) {Ack(.v == 1) = ~ Dout[+l] }; 
check_again: 

when TRUE {Ack(.v == 0) = ~  Ack[+l] } 
where Ack[+l ].c - Ack[0].c <= 10; 

not_nextoutput: 
when Ack[+l](.v == 1).c - Dout[0].c >= 200 { 

Dout = ~  Timeout[+l](.v == 1) 
} where Timeout[+ 1 ].c - Dout[0].c == 200; 

} 
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The first three lines describe a normal transfer. Line o u t e q  in states that the value of 
the output is always the last value read at the input. Line check_ack requires that after 
every output, the system check the Ack line. This should be done within 10 clock 
cycles. If a 1 is seen on Ack within 200 cycles of the last output, according to line 
nextoutput,  the system proceeds with the next output. Line check_again states that 
whenever a 0 is seen on Ack, the system should check again within 10 cycles. 
Finally, line not_next_output gives the alternative behavior if the conditions in line 
next_output are not met. If an acknowledge is not read within 200 clock cycles of the 
last output, the T i m e o u t  flag is raised. This is constrained to take place exactly 200 
cycles after the last output. 

Din 

Ack(.v == 1).c - Dout.c 

/ >200 

Dout 

Ack.v == 1 && 
k(.v == 1).c - Dout.c 

Ack 

Ack.v == 0 

Figure 1. Event Graph for a CPA Specification 

Each event expression can be visualized as an arc in an event graph, 17 where each 
node in the graph is an input/output event, and each arc is a path the system can take 
from one event to the next. Arcs can be labeled by the conditions under which they 
can be traversed (C) and constraints on how they are traversed and what their effects 
are (A). Figure 1 shows how the specification fragment for the timeout example 
given previously can be interpreted as an event graph. The paths in the graph are 
annotated with the conditions under which they are taken, but the assertions are not 
shown. 
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2.3 Semantics 

We have developed a formal semantics for CPA, defining an event expression by the 
sequences of events that satisfy it. 18, 19 Informally the definition is as follows. An 
event expression "when C {O1 - - >  02} where A;"  is satisfied by a machine M if 
the behavior of M is such that whenever an event matching O 1 occurs and C is true, it 
must be followed by an event matching 02  and A must be true of these events. 

3. AUDIT 

3.1 Overview 

The inputs to audit are a CPA specification and an EFSM machine description. The 
CPA specification consists of a process definition and a set of event expressions 
describing the behavior required of the process. The EFSM description is similar to a 
FSM description, consisting of a set of inputs, a set of outputs, a set of (control) states 
and a set of transitions. An EFSM may also have a set of registers, meaning internal 
memory elements, defined for it. The inputs, outputs and registers of an EFSM may 
have sizes larger than one bit. Each transition is defined by its initial state, its final 
state, the condition under which the transition is taken, and the actions executed when 
the transition is taken. The condition is a predicate on the inputs and the registers. 
The action may include assignments to registers and to outputs, where the value 
assigned may be the result of  an arithmetic or logical expression. An example of an 
EFSM transition is 

$2 --> $3 when c > 0 {c = c + 1; Y = 1} 
where c is a register and Y is an output port. This describes a transition from state $2 
to state $3 that is enabled when the value of the register c is greater than 0. When the 
transition is taken, c is incremented and a one is output on Y. 

To verify a CPA description on an EFSM, we must show that each event expression is 
satisfied by the machine. Given the semantic definition of CPA, the basic procedure 
for verifying an event expression "when C {O1 - - >  02} where A;"  on a machine 
M begins by matching the reference event | 1, i.e., finding all the transitions where it 
may occur. Then for each such transition, it must determine the state of the machine 
at that point, including what is known about the values of the variables. After adding 
the condition C to the state, it must search forward along each execution path to find a 
transition matching the target event and check whether the assertion A holds at that 
point. 

3.2 Symbolic Simulation 

The procedure must take into account the data state of the machine, meaning the 
values of the registers, and how this affects the machine's execution. Furthermore, 
because CPA can describe sequences of events, the procedure must keep track of 
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sequences of inputs and outputs that occur when the machine is executing. It does 
this with a technique called symbolic simulation. Symbolic simulation "executes" a 
machine description, not by keeping track, of the values of registers and outputs for a 
specific set of inputs, but by keeping track of what is known about the register values 
and outputs for all valid inputs. To do that it maintains a symbolic "state," which is 
a predicate describing what is true about the register and output values; and as it 
"executes" each transition, it changes the state to reflect both the condition assumed 
by the transition and the actions taken on it. 

A u d i t ' s  symbolic state, called the path state, represents what is known about the 
data state of the system and its past execution after a certain series of transitions, 
called a path, have been executed. Thus a path state is associated not only with a con- 
trol state, but also with the transitions executed in reaching that state. 

A path state has three elements. The first is the set of conditions known to hold at that 
point in the execution. This is a set of first-order formulas on previous input events 
and the initial values of registers. For example, at some point in the computation, it 
might be known that the first value read on input port B was 1 because a transition 
tested for that. In that case the condition part of the path-state would include the con- 
dition B[1] == 1. 

The second element in a path state is a list giving the symbolic value of each relevant 
register in the machine and of certain other important quantities. This is kept as a set 
of name:value pairs called bindings. For example, if register c was known to be 0, the 
pair c:0 would be in the binding list, while if register v was known to be one more 
than the second element input at port Y, the binding v:Y[2]+l would be in the list. 
The information held in the bindings could be included in the conditions, but because 
it is used in a special way, it is kept separate. 

The final element in a path state is a list of input and output events that occurred in 
reaching that state. This is needed because the assertion in the event expression to be 
verified usually includes references to past events. If there are timing constraints to 
be verified, the entry for an event includes an assertion about the time when the event 
occurred. For an output event, there is also information about the value output. When 
an input or output statement is encountered during the search of a path, the entry for 
the I/O event is constructed using information from the binding list, which keeps track 
of event indices and time, as well as the values of variables. Suppose, for example, 
that a transition includes the action "Z  = a" ,  where Z is an output port and a is known 
to have the value 1. Suppose too that Z has been referenced once before on this path. 
Then Z[2].v == 1 will be added to the event list. Furthermore, if timing information 
is needed and the elapsed time on this path is 6 clock cycles, then Z[2].c == 6 would 
also be added. 

When the path state at the initial state S1 of a transition S1---)$2 is known, the transi- 
tion can be "executed." This means transforming the path state as required by the 
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transition, and posting the result at $2. If there is a condition on the transition, that 
condition is added to the condition list of the path state. If a register v is assigned a 
new value in the action part of the transition, the entry for v in the binding list is 
updated with the new value. If there is an output in the action list, an entry for that 
output is added to the event list. An entry in the event list is also added for any input 
referenced in the condition or action parts of the transition. Whenever a register is 
referenced in either the condition or action part, its value is found from the binding 
list and substituted for the variable. 

To find the path state for the path from control state SO to control state Sn, the pro- 
cedure starts with a path state containing the initial conditions at SO, and pushes the 
path state through each transition on the path until Sn is reached. To explore all paths 
from SO, it starts with the path state at SO, but when a state is reached that has more 
than one outgoing transition, a copy of the path state is made for each transition and 
pushed through that transition. When different paths reconverge at a control state, the 
path states from those paths are joined together in a list of path states called a state 
vector. 

3.3 The Basic Algorithm 

Figure 2 outlines the basic verification algorithm used in a u d i t .  The procedure 
starts by finding all transitions t:S1---)S2 that match El.  It maintains a state vector SV 
of the path states that hold at $2 including C from the event expression. It searches 
the paths from $2 using a depth-first algorithm, which is illustrated in Figure 3. It 
finds all transitions t':SI'---)S2' that match E2 and composes a new path state vector 
SV'. A verification is successful if the path is reachable, the transition t' exists, and 
the path state in SV' implies the assertion in the event expression. 

3.4 Further Considerations 

The verification algorithm, as presented thus far, has been highly oversimplified. 
There are other issues that must be dealt with to do the verification automatically. We 
mention some of the most important ones here. 

3.4.1 Matching event schemas. It is not always obvious when an event encountered in 
a transition of an EFSM matches the event schema in a CPA description. Both the 
index and the condition can cause problems. For example, consider the event schema 
A(.v < 1)[+1], where A is an output port. The candidate transitions for a match are 
those that output to port A, of course. The + 1 shows the first matching event after the 
reference event. However, the condition .v < 1 means that a transition that writes to A 
is a match the schema only if it outputs a value less than one. The symbolic simula- 
tion may provide enough information to decide if the condition is true, but not neces- 
sarily. The value output might depend on values input previously, which are not 
determined by the machine being analyzed. If the analysis cannot determine whether 
the condition is satisfied or not, it must do the next analysis twice, once assuming the 
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verify(EE, M) 
/* EE is an event expression C {El 

M is an EFSM */ 
{ 

- - >  E2} A 

good = TRUE; 
for all transitions t:S 1---~$2 such that an event matching E1 occurs in t { 

find SV, the list of path states that hold at $2; 
add C to each path state in SV; 
for all paths starting at $2 { 

if the path is not reachable (its condition is false) 
continue; 

find a transition t':S 1'---)$2' such that an event 
matching E2 occurs on t'; 

if no such transition exists { 
report a failure on this path; 
good = FALSE; 

} 
find SV', the set of path states at $2'; 
for each path state PS' in SV'; 

if !(PS'---) A) { 
report a failure on this path; 
good = FALSE; 

} 
} 

} 
} 
if (good) 

report EE is verified on M; 

Figure 2. Audit's Verification Algorithm 

condition is satisfied, and again assuming it is not. 

3.4.2 Locality. For an EFSM of realistic size, there are many paths; and the data 
transformations performed by the full machine can be complex. Nevertheless, most 
of the properties described by individual event expressions cover only a part of the 
total state transition graph. The key to keeping the analysis tractable, therefore, is to 
search only that part of the graph that is required for verifying the event expression at 
hand. A u d i t  tries to do this in several ways. First, in initializing the path states 
before starting the search from the reference event, it decides what variable values and 
past events will be needed and looks back in the state transition graph only far enough 
to pick up what it needs. Second, in compiling its event lists, it only looks at events 
that are mentioned in the event expression. Finally, as seen above, the search forward 
from the reference event stops as soon as the target event is found. 



115 

dfs(EE, Si, SV) 
/*EE is the event expression C {El - - >  E2} A 

Si is a control state of the machine M 
SV is the list of path-states that hold at Si */ 

if Si has no out txansitions or Si is marked as visited { 
report a failure on this path; 
return FALSE; 

} 
mark Si as visited; 
good = TRUE; 
for all transitions t' :Si~Sj  out of Si { 

SV' = SV with each path state transformed by "executing" t'; 
if there is an event in t' that matches E2 { 

for all path states PS' in SV' 
if !(PS'---)A) { 

good = FALSE; 
report a failure on this path; 

} 

} 
} 
return good; 

} else { 
result = dfs(EE, Sj, SV'); 
good = good && result; 

Figure 3. Depth-First Search Through the State Transitions Graph 

3.4.3 Arithmetic reasoning. To know what paths are executable and to determine 
whether the path state for a certain path implies the assertion in an event expression, 
a u d i t  must be able to reason about arithmetic expressions and about sequences. It 
does this in two ways. First, it has its own simplifier for on-the-fly reduction and 
simplification. This is modeled on the original program verifier of King, 20 as refined 
by Sarkar and De Sarkar, 21 with some features added to handle operators and expres- 
sions peculiar to a u d i t .  This internal simplifier can handle most arithmetic and log- 
ical reductions, including the associativel commutative and distributive laws, 
constant-folding, inverses, logical and arithmetic identities, and so on. This allows 
a u d i t  to reduce and combine parts of the path states as it goes. Second, for more 
complicated problems, a u d i t  translates the facts it knows and the assertions to be 
proved into the proper form and sends them to Otter, a general-purpose resolution- 
based automated reasoning program. 22 Otter is needed, for example, for the renaming 
of quantified variables and functions, for the reduction of complicated logical expres- 
sions, and for the substitution of one arithmetic or logical identity into another. 
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4. LOOP  ANALYSIS IN AUDIT 

Symbolic simulation works well on acyclic paths, but runs into trouble when there are 
loops. It is straightforward to find the effect of executing a loop once. The problem is 
in finding a general characterization of the effect of executing the loop an arbitrary 
number of times. If the number of iterations were known to be some specific constant 
k, the loop could be executed symbolically k times. But usually k is not specified or 
is data dependent, so symbolic simulation by itself does not work. There has to be a 
way of generalizing its results. 

Most symbolic simulation systems have avoided the problem by requiring the user to 
break all loops in the machine description and to specify and verify the behavior of 
each one separately. Typically this is done by having the user supply a logical for- 
mula L called a loop invariant or inductive assertion, such that (1) if I holds at the 
beginning of the loop, I still holds after the loop has been executed once; (2) I is 
implied by the initial conditions of the loop; and (3) I implies the desired exit condi- 
tions of the loop. If an I can be found such that (1)-(3) can be proved to hold, that is 
enough to guarantee that, given the initial conditions, the desired exit conditions will 
hold no matter how often the loop is executed, because I holds for any number of 
iterations. 

A u d i t ,  on the other hand, does loop analysis automatically for a class of loops that 
includes the kind that are most often encountered in hardware. It does this by symbol- 
ically executing the loop once, collecting all the conditions, variable values, and 
events, simplifying wherever possible, and generalizing these for k iterations, using a 
general solution for the recurrence equation describing the loop. 

4.1 Problem Statement 

Let M be an efsm with states { S 1, S 2 . . . . .  S p }. Suppose M contains a loop L with an 
initial state S L, called the head of L. L consists of one or more paths 
SL---)Si, ---~Si2 ---) " �9 �9 ---)Sik_, ---)SL, where each Sij ---)Sij+, is a transition in M, as are 

SL--)Sq and Sik_, ---)S L. Any cyclic path that contains SL must be considered part of 

L. If there are any nested loops contained in L, it is assumed that they have already 
been reduced using this procedure. 

Let V = v l ,  ve,  " " ,  Vn be the registers in M. Then by symbolic simulation we 
can find the transformations on the registers V performed by one pass through the loop 
L. We use fj to denote the transformation on vj. Thus we can write 

V] = f j (v  i - l )  f o r j  = 1 to n (1) 

where v] is the value of vj after the ith iteration of L and V ~- 1 is the vector of values 
for the registers V at the beginning of the ith iteration, fj can depend on the data input 
on the ith iteration as well as the initial values of the registers. If there are several 
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paths in L, fj could be conditional. The problem is to find a generalization of fj, fj, 
such that, 

Vj n = fj (m, T ~ for j = 1 to n (2) 

_ 0  . 
where v is the initial values of the registers in V before L is executed and v] n is the 
value of vj after m iterations of L. 

In general, this problem is unsolvable. Under certain restrictions, however, we can 
find a closed solution. 

4.2 Semi-separable Affine Transformations 

Define the following order on the registers in V: 
vj <v k iff fk (V) is independent of vj 

In other words, the computation of the new value of Vk does not depend on the value 
of vj. Then the registers in V are semi-separable if and only if there is a total order of 
the registers in V under the < relation. That means that we can put all the registers in 
in order, 

V i ,  <--Vi 2 -<  �9 . . _ < V i .  

such that vi. is independent of all the other variables, vi._, is independent of all but 

vi. and itself, and so on. 

The significance of the semi-separable property is that if the fj exist, finding them 
reduces to the problem of finding solutions to the recurrence equations 

vi f j ( i ,  V ~ i-1 --- , vj ) f o r j  = 1 t o n  (3) 

The equation for v i is already in this form. Once we solve it, we can substitute 
^ 0 a 
fi. (i, u ) into equation (1) forj  = in_ 1 , reducing it to the form of (3). The solution of 

this equation could then be substituted into the equation for j = in_ 2, and so on, until 
the equations for all the registers have been solved. Note that the function fj can 
depend on the iteration number as well as the initial values of the variables. The 
dependence on the iteration can come both from the use of values of other variables 
and from the input data read on that iteration. 

To find a solution to equation (3), we further restrict the form of the fj to what we call 
generalized affine transformations, fj is a generalized affine transformation if equa- 
tion (3) has the form 

v] = g( i )*v]  -1 + h(i)  (4) 

where * and + are two associative, commutative binary operations such that * is dis- 
tributive over +. Normally, for arithmetic operations, * would stand for multiplication 
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and + for addition, but they could also stand for logical AND and OR respectively. 
g(i) and h(i) may depend on the iteration, but do not depend on vj or any of th_e other 
registers in V. They may also depend on the initial values of the registers, v , but, 
because those are already known, symbolically at least, before the loop analysis, they 
can be treated as constants. Therefore we do not write the dependence explicitly. The 
dependence of g and h on the iteration, along with the ability to describe transforma- 
tions on sequences of inputs and outputs, are what make this method more general 
than that of Yannakakis and Lee. 

The recurrence equation (4) has the following solution: 

m m [[ __ll~.m+lg(k)] ] vj n = v~ + ~ *h(i) 
i=l i=l k 

(5) 

where I - Ia i  = a l*a2* " "  and ~ a i  = a l + a 2 +  " '"  

Theorem. Equation (5) is the solution to the recurrence in equation (4). 
Proof  The proof is by induction on m. 
Base Case: m = 1. With m = 1, the first product and the sum in (5) contain one term 
each, for i = 1. The second product runs from 2 to 1; in other words it is empty, and is 
treated as the identity. Thus (5) reduces to v] = g(1)*v ~ + h(1), which is just (4) 
with i = 1. 
Induction step. Assume (5) holds for m. Then 

vj n+l = g ( m + l ) * v j  n + h ( m + l )  

= g ( m + l ) *  v ~  g ( i )  + * h ( i )  
"= i=l k 

+ h(m+ 1) 

= v ~  + g ( m + l ) *  ~ f i  g(k) *h(i) 
i=l i=l k=i+l 

+ h(m+ 1) 

mlr 1] = v~ 1-I g(i) + • g(k) *h(i) 
i=l i=l [k=i+l 

+ h(m+ 1) 
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m + '  ~ 1 ] 
= v0*Hi=l g ( i ) +  i=l ~ [[k--[Ii+lg(k)] *h(i) 

In the next to last step, the g(m+l) distributes over the sum. The last step is valid 

[m+l 1 because when i=m+l, the product has no terms, so 1-[ g(k) *h(i) is just h(m+l). 
k=i+l 

This completes the proof of the theorem. 

4.3 Special Cases 

The solution (5) is very complex and not likely to be useful for proving anything in its 
full form. Its advantage is that it is a general, closed-form solution that can be derived 
automatically; and many cases that do arise in practice can be derived from it. Table 

g(i) h(i) fj (m,v ~ 

0 k k 
1 k v 9 + m*k 
k 0 v! * k m in 
1 h(i) v ~ + • h (i) 

i=l in 
g(i) 0 v~ * I-[ g(i) 

i=l 

Table 1. Special Cases of the General Solution 

1 shows a number of these cases. 

Audit can handle loops with counters, with simple arithmetic, such as addition and 
constant multiplication, and with combinations of these operations. It can also handle 
loops that read or write sequences of values and that combine or store them in various 
ways. If a loop does not have the proper form for a u d i t '  s analysis, it is necessary to 
decompose the verification procedure by writing more detailed CPA specifications for 
parts of the loop that have the requisite form. 

4.4 The Analysis Procedure 

To analyze the paths originating at a given node in the state transition graph of an 
efsm, audit first does a depth-first search from that node to identify all loops on those 
paths. Then it analyzes the loops, starting with the innermost ones. For each loop it 
gives the relevant registers symbolic initial values and goes through the loop once, 
using symbolic simulation to find the transformation applied to each register, along 
with the conditions that must be satisfied to stay in the loop and the input/output 
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events executed in the loop. Then, if the register transformations are of the form 
required in equation (4), they are generalized as in equation (5). The conditions and 
input/output events are also generalized. For example, if the condition from one itera- 
tion is X[i0] <k, where X is an input port and i is incremented by one in the loop, the 
condition would generalize to: @ i i 0 <i < i 0 + m. X[i] < k. 

When a symbolic simulation reaches the head of a loop that has been analyzed, the 
generalized register transformations, conditions, and input/output events are added as 
if they had occurred on a single transition, and the simulation continues along all 
paths leaving the loop. 

5. EXAMPLES 

( ~ )  condition/action 

/s=s+v;c=c-1 ~ / c > 0 / v = X  

Figure 4. Efsm to Sum Inputs 

Figure 4 shows an efsm that sums a set of inputs read at input port X. The number of 
inputs is read at input port Y, and the sum is written at output port Z. c and s are 
registers, with c used as a counter and s as the accumulator for the sum. The register 
v is simply used to hold the value input at X. A CPA event expression that describes 
the intended behavior is 

when TRUE {Y --> Z[+I]} 
where Z[+l].v == (apply + with i (i >= 1 && i <= Y[0].v) {X[i].v}); 

Y[O] 
where (apply + with i (i >= 1 && i <= Y[0].v) {X[i].v}) means ~ X[i]. After 

i=l  
analyzing the path from S 1, where Y is read, to $4, where Z is written, including the 
loop, audit gives the input/output relation 

Y[I] 
Z[l]== ~ X[i] 

i=l  

With some index translation, done automatically by audit, this satisfies the 
specification. 
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!start ~ ( ~ )  condition/action 

s t a r t / c = 0 ; s = 0 ; ~ ,  

v !=0/c=c+ 1 ;s=s+ 1 <  v==0/c=c+ 1; 

Figure 5. Efsm to Count ls 

The efsm in figure 5 idles until it sees a 1 on the start input, then counts the number of 
nonzero values in the next 8 inputs at X, putting the count out on the Z output. When 
asked to analyze the behavior from the occurrence of 1 at the start input to the output 

8 

at Z, audit finds the input/output condition Z[1] == ~ (X[i] ==0?0 :1  ), where b?x:y 
i = l  

is an expression that means " i f  b then x else y" .  In other words, the output at Z is 
the count of cases where X[i] !=0. This conforms to the specified behavior. 

Each of these machines took a few milliseconds to analyze. The time was completely 
independent of the sizes of the registers. 

5.1 Current Status and Future Work 

At this writing, most of the coding for a u d i t  has been completed. The one piece 
missing is the part that translates from a u d i t ' s  internal representations of facts to a 
form usable by Otter. So far we have been doing that by hand. Once we finish that, 
we need to do more testing of Otter to see what its limits are for solving the problems 
given it by a u d i t  and what facts and guidance it needs to do an efficient job. We 
also need to make the code for efsm analysis more robust and more general so that it 
can handle larger and more realistic examples. 

When the initial version of a u d i  U is completed, we need to expand it to handle many 
of the more complex features of CPA, including parallel events, hierarchical events, 
and so on. We also need to explore the problem of efficiency, testing a u d i t  on some 
substantial examples to probe its limits and the factors to which it is most sensitive. 
We can certainly improve its efficiency by doing more to exploit the locality of event 
expressions, by finding parts of the analysis that can be shared, and by finding more 
efficient representations. 

Finally, we want to develop a method for verifying one CPA description against 
another. This would allow a hierarchical verification methodology, which would be 
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very important for the verification of large systems. 

We have shown that CPA, abstract and rich as it is, can be used as a basis for 
verification. We have also shown how the symbolic treatment of the data state and 
symbolic loop analysis can be used to avoid the state explosion problem. This comes 
at the cost of a more complex form of analysis, which results in decision problems 
that are semi-decidable. We need to do more experimentation to understand fully the 
implications of this approach. 
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