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Abstract. Differential cryptanalysis is a well-known attack on iterated
ciphers whose success is determined by the probability of predicting se-
quences of differences from one round of the cipher to the next. The
notion of difference is typically defined with respect to the group opera-
tion(s) used to combine the subkey in the round function F . For a given
round operation π of F , such as an S-box, let DP⊗(π) denote the prob-
ability of the most likely non-trivial difference for π when differences are
defined with respect to ⊗. In this paper we investigate how the distri-
bution of DP⊗(π) varies as the group operation ⊗ is varied when π is
a uniformly selected permutation. We prove that DP⊗(π) is maximised
with high probability when differences are defined with respect to XOR.

1 Introduction

Differential cryptanalysis (DC) is a well-known chosen-plaintext attack based on
predicting how certain changes or differences in the plaintext propagate through
a cipher. DC was well publicized by Biham and Shamir [3] as a tool for the crypt-
analysis of DES-like ciphers. Biham and Shamir defined the difference ∆(X, X∗)
between two n-bit blocks X, X∗ by ∆(X, X∗) = X ⊕ X∗ where ⊕ denotes the
bit-wise exclusive-OR (XOR) operation. To extend the application of DC to
other ciphers Lai, Massey and Murphy [14] adapted the definition of differences
to ∆(X, X∗) = X⊗ (X∗)−1, where ⊗ is an Abelian group operation and (X∗)−1

is the group inverse of X∗. The choice of difference used to analyse a cipher is
usually selected so that the subkey Z is cancelled by the difference operator:

∆(X, X∗) = ∆((X ⊗ Z), (X∗ ⊗ Z)) = X ⊗ (X∗)−1. (1)

Consequently, the choice of operation used to define differences is typically de-
fined by the group operations(s) used to combine the key into the cipher. Com-
monly used group operations include XOR (Zn

2,⊕), modular addition (Z2n, + ),
and modular multiplication (Z∗

2n+1,�), where (2n + 1) is prime. In general the
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n 4 5 6 7 8

av. max. + 0.2771 0.1617 0.0919 0.0515 0.0284

av. max. � 0.2764 - - - 0.0283

av. max. ⊕ 0.4186 0.2487 0.1426 0.0806 0.0443

Table 1. The average maximum probability for differential approximations
to randomly selected bijections π : Zn

2 → Z
n
2 defined for the operations

⊗ ∈ { + ,⊕,�}, where 4 ≤ n ≤ 8. Note that differences for � are only de-
fined for n when 2n + 1 is prime.

inputs x1, x2 to � in a cipher will be elements of Zn
2 rather than Z∗

2n+1, and when
evaluating x1 � x2 we first map xi to 2n if xi is zero; also x1 � x2 is mapped to
zero if it is equal to 2n.

The purpose of this paper is to examine how the probability of differential
approximations for permutations π vary as the group operation ⊗ used to define
differences is varied. The study of permutations can be justified on two grounds.
First, many blocks ciphers make use of permutations: in some cases these permu-
tations are ‘small’, often referred to as S-boxes if implemented as tables, such as
in SAFER K-64 [17], TWOFISH [21], CRYPTON [16], E2 [12] and Rijndael [5]
(all use 8-bit permutations), while other ciphers use larger permutations such as
IDEA [13] (subkey multiplication is equivalent to a 16-bit permutation look-up)
and DFC [7] (64-bit permutation). The second reason to study permutations is
that a block cipher implements a permutation π for any fixed key, and the ci-
pher itself then represents a family of permutations. By studying the properties
of permutations we can examine how, for example, permutations generated by
an iterative block structure differ from truly random permutations.

Our research was initially motivated by the results presented in Table 1,
which shows the average maximum differential approximation to several thou-
sand n-bit permutations, 4 ≤ n ≤ 8, with respect to the group operations ⊕, +
and �. In all cases DP⊗(π) was maximised for XOR differences. For example,
the column for n = 8 indicates that the best approximation for 8-bit mappings
with respect to ⊗ ∈ {�, + } will have a probability between 7/256 and 8/256,
while the corresponding probability for XOR differences was between 10/256
and 12/256. Experiments also showed that XOR differences yielded higher prob-
ability differentials for the S-boxes of DES than differences with respect to + .
While this phenomenon is quite likely to be known by some researchers1, this is
the first paper which analyses it mathematically.

We first present our main results and then discuss their implications. We
will consider all abelian groups of order 2n, and to this end, let (Zn

2,⊗) be an
abelian group of order 2n with identity element I. For α, β ∈ Zn

2 \ {I} and an
n-bit permutation π we define

1 For example, this observation was stated by M. Dichtl during a seminar presented
at Isaac Newton Institute, 1996.
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n 8 16 32 64 128 256 512 1024

Bn 4.6 7.2 11.7 20.8 34.3 60.4 108.1 195.6

2 · dBne 10 16 24 42 70 122 218 392

Table 2. The values of Bn = lnN2/ ln lnN2, N = (2n − 1) for several n.

DP⊗(π, α, β) =
1
2n

·
∑

X,X∗
∆(X,X∗)=α

[ ∆(π(X), π(X∗)) = β} ]

where [·] is a predicate that evaluates to 0 or 1. Thus DP⊗(π, α, β) is the
probability that an input difference of α leads to an output difference of β
in π when differences defined with respect to ⊗. Further, we define DP⊗(π) =
maxα,β 6=I DP⊗(π, α, β) to be the highest probability difference in π with respect
to ⊗. One of the main results of this paper is to prove that asymptotically, for
uniformly selected π,

Pr
(

n ln 2
2n−1 lnn

≤ DP⊗(π) <
n

2n−1

)
∼ 1, ⊗ = ⊕, (2)

Pr
(

DP⊗(π) <
n ln 2

2n−1 lnn

)
∼ 1, ⊗ ∈ { + ,�}. (3)

Equivalently, the fraction of n-bit permutations that do not satisfy the bounds of
(2) and (3) tends to 0 and n increases. Our results concentrate on a comparison
between ⊗ = ⊕ and ⊗ ∈ { + ,�}, since the latter two group operations are the
most pertinent to cryptography. The (n ln 2)/(2n−1 lnn) term in (2) and (3) is
derived as an asymptotic estimate of 2Bn/2n where Bn = lnN2/ ln(lnN2)) and
N = 2n − 1 is the number of non-trivial differences. For smaller n, 2Bn can be
used in (2) and (3), and some relevant values of Bn are given in Table 2. For 8-bit
permutations the critical value is B8 = 10, meaning that XOR approximations
are likely2 to occur with probability at least 10/256 while approximations based
on ⊗ ∈ { + ,�} with probability less than 10/256. The general conclusion is
that it is very likely that selecting a permutation π at random will yield higher
probability XOR difference approximations than differences defined with respect
to the groups + and �. 3

The bounds of (2) and (3) indicate that with high probability the best DC
XOR approximation to a 64-bit permutation lies in the interval [2−58.6, 2−57],
2 We note that the authors of TWOFISH were able to find 8-bit permutations with

best XOR difference approximation of at most 10/256 in ‘a few tens of hours’
[21, p.24]. These permutations were composed to form the basis of the S-boxes
for TWOFISH, where for a majority of the keys the best XOR approximation has
probability 12/256.

3 We note that it is always possible to pick a ‘cooked’ permutation π for which XOR
differences have lower probability than ⊗ ∈ { + ,�} differences, such as π(x) = x⊕c
for some group element c. We simply assert that this event is unlikely to happen if
π is selected randomly or in some unbiased manner.
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while for a 128-bit permutation the interval is [2−121.9, 2−120]. Thus if we assume
that 48-round DES acts as random 64-bit permutation, the best XOR approx-
imation will occur with much higher probability than suggested by extending
the 2-round iterative characteristic used for the DC of 16-round DES. While we
acknowledge that it may be computationally infeasible to find such a high prob-
ability characteristic, the bounds of (2) and (3) strongly suggest that far more
probable DC approximations are available than indicated by the round-by-round
approximation approach based on characteristics.

We are hesitant to apply our results in general to existing ciphers, say by
changing ⊕ operations to + operations and claiming improved security against
DC. This is certainly not the case for DES [4]. We believe that to fully take
advantage of our results would require the design of a new cipher, and this is not
the subject of this paper. We hope that our present results will form the basis for
further research into the most appropriate group operation(s) to be used in the
design and analysis of block ciphers against DC. We note however that Adams
[1] has already used our results to suggest the security of the CAST-256 algo-
rithm. We also note that in general the designer cannot force the cryptanalyst
to use differences defined with respect to a given group operation ⊗. A case in
point is a DC of RC5 [11] where the natural choice of difference was based on
+ , but differences with respect to ⊕ were used regardless. On the other hand,
XOR differences give high probability approximations to the two S-boxes used
in SAFER K-64, but the use of other non-XOR operations such as the Pseudo
Hadamard Transform appears to have successfully thwarted on DC based on
XOR differences alone.

It remains now to prove (2) and (3). As a first step we determine that
the distribution of DP⊗(π, α, β), asymptotically follows the Poisson distribution
Pr (X = t) = e−µ ·µt/t!, for t ≥ 0. When both group elements α, β have order 2,
the Poisson parameter is µ = 1/2, while it is µ = 1 for any other pair of elements
with orders both distinct from 2. Note that all elements of (Zn

2 − {0},⊕) have
order 2, while almost all elements of (Zn

2 − {I},⊗), ⊗ 6= ⊕, have order greater
than 2, which will be shown to cause the higher XOR approximations. Also sim-
ilar comments apply if α is a difference with respect to ⊗1, and β is a difference
with respect to ⊗2, Such differences have been called a quasi-differentials [18],
and naturally arise in the DC of SAFER [17] which uses both ⊕ and + to mask
the inputs and outputs to its S-boxes.

The upper bound in (2) is from [19], while given Yk =
∑

α,β Pr(DP⊗(π, α, β)=
k), the upper bound in (3) can be proven directly from Pr(DP⊗(π) ≤ t) ≤
(1 −∑k≥t E[Yk]) when Yk = o(22n). The lower bound in (2) is harder to prove.
Note that Yk defined above is the expected number of entries in the difference
table of size k. Our approach is to find a value of k for which E[Yk] ≥ n and
Var[Yk] ∼ n, from which it follows via Chebychev’s inequality that an entry
of size k exists with probability tending to 1 with n. As it turns out, k = Bn

satisfies these conditions. Even though we work with expectations we note that
that bounds in (2) and (3) are not expectations or for the average case.
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The paper is set out as follows. In §2 we introduce notation and reduce the
problem of enumerating 2n ·DP⊗(π, α, β) to a counting problem on graphs. This
counting problem is combined with the inclusion-exclusion principle to obtain the
distribution of probabilities for a differential approximation. The distribution of
values for individual entries are shown to be asymptotically Poisson in §2. In §3
the bound given in (2) and (3) are proven. Our conclusions are presented in §4
and several proofs are delegated to the appendix in §5.

2 An Equivalent Graph Theory Problem

We let Π(n) denote the set of n-bit permutations, and write π ∈R Π(n) to
denote a uniformly selected n-bit permutation. The problem of determining the
distribution of DP⊗(π) can be considered as an enumeration problem: count the
number of edge-preserving mappings between two appropriately defined directed
graphs, given below. Recall that the set of n-bit blocks is denoted Zn

2 and can
represented by the set {0, 1, . . . , 2n − 1}.
Definition 1. For a group (Zn

2,⊗) of order 2n and a non-trivial (non-identity)
difference α ∈ Zn

2 there is an associated directed graph Dα = (V, Eα), |V | = 2n,
where each vertex v ∈ V has a unique label l(v) ∈ Zn

2. Then any group element
X is uniquely associated with the vertex u ∈ V such that l(u) = X . The directed
edge set of Dα is defined as Eα = {(u, v) | l(u) ⊗ (l(v))−1 = α}, meaning that
(u, v) is an edge when X = l(u) and v = l(X∗) and ∆(X, X∗) = α. We call Dα

the difference graph of α with respect to ⊗. 2

As a result of the group property, every vertex of Dα and Dβ has indegree
and outdegree one. Consequently, the arcs of Dα and Dβ form cycles. Further,
Dα consists of 2n

ord α labeled disjoint cycles of length ord α, which follows from
Lagrange’s Theorem since the cycles correspond to cosets. Let Dα = (V, Eα) and
Dβ = (V, Eβ) be the difference directed graphs representing any two differences
α, β ∈ Zn

2. For a permutation π ∈ Π(n) we define

d⊗,π(Dα, Dβ)=# {(u, v) ∈ Eα | (u∗, v∗) ∈ Eβ , l(u∗)=π(l(u)), l(v∗)=π(l(v))} .

Thus 2n · DP⊗(π, α, β) = d⊗,π(Dα, Dβ), and this value depends on the number
of edges mapped between the two distance graphs.

Example 2. Consider (Z3
2, +), the group of addition modulo 8. The directed graphs

D1, D2 representing the differences ∆(X, X∗) = 1 and ∆(X, X∗) = 2 are shown
in Figure 1. Notice that the arcs of D1 and D2 form cycles of length 8 and 4
respectively, as ord 1 = 8 and ord 2 = 4 with respect to +. Let π ∈ Π(3) be
the permutation (3, 0, 7, 1, 2, 5, 4, 6) where π(0) = 3, π(1) = 0, π(2) = 7 and so
on. Then the only arcs of D1 mapped by π to arcs of D2 are the arcs labeled by
(3, 2) and (7, 6) of D1 which are mapped to the arcs labeled by (1, 7) and (6, 4)
respectively of D2. Consequently DP+(π, 1, 2) = d+,π(D1, D2) = 2. 2
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Fig. 1. The directed graphs D1 and D2 representing the two differences
∆(X, X∗) = 1 and ∆(X, X∗) = 2 using the 3-bit + operation to define the
differences.

Theorem 3. For any Abelian group G and elements α, β,∈ G, the probability
Pr(2n · DP⊗(π, α, β) = t) only depends on t, ord G = #G, a = ord α and
b = ord β. For a = 2r, b = 2s, 1 ≤ r ≤ n, 1 ≤ s ≤ n, and 0 ≤ t ≤ 2n, define

pt(#G, a, b) def= Pr
(
2n · DP⊗(π, α, β) = t | π ∈R Π(n)

)
. (4)

Our main goal is to show that pt(#G, a, b) asymptotically follows the Poisson
distribution. To show this we need to consider the the distribution of (element)
orders in (Zn

2 ,⊗). In the group (Zn
2,⊕), all the nonzero elements have order 2,

and the resulting directed graphs Dα consist of 2n−1 cycles of length 2. However,
in the group (Zn

2, +) there are 2a−1 elements of order 2a, 1 ≤ a ≤ n, and the
identity (0) has order one. For 2n + 1 prime, the groups (Zn

2,�) and (Zn
2, +) are

isomorphic, and thus have the same distribution of orders.

Corollary 4. Let ⊗ ∈ {+ ,�}. Then there are 22a−2 pairs of group elements
α, β for which ord α = ord β = 2a, 1 ≤ a ≤ n, and 2a+b−2 pairs for which
{ord α, ord β} = {2a, 2b}, 1 ≤ a < b ≤ n.

To bound the value of DP⊗(π), we need only determine pt(2n, a, b) for a = 2r,
b = 2s, 1 ≤ r ≤ n, 1 ≤ s ≤ n, and 0 ≤ t ≤ 2n, and apply Corollary 4. We
now cast determining pt(2n, a, b) to an enumeration problem in terms of the
inclusion-exclusion principle (IEP) (see for example Hall [9]).

Let α and β be elements of (Zn
2 ,⊗), and let Dα = (V, Eα) and Dβ = (V, Eβ)

be their respective (difference) graphs. For each edge uv ∈ Eα define Auv as
Auv =

{
π ∈ Π(n) | (π(u), π(v)) ∈ Eβ

}
, which is the set of permutations π that

preserve the edge uv of Dα in Dβ. Then, by the inclusion-exclusion principle,
the number of permutations π that preserve exactly t edges from Dα in Dβ is

Pt =
j−t∑
i=0

(−1)i

(
t + i

i

)
St+i, Sk =

∑
Y⊆Eα
|Y|=k

∣∣∣∣∣ ⋂
uv∈Y

Auv

∣∣∣∣∣ , (5)

and it follows that pt(2n, a, b) = Pt/(2n!). In the case of XOR differences (⊗ = ⊕)
it is known [19] that

P2t ∼
(

2n−1

t

)2

· 2t · t! · (2n−1 − t)!
e1/2

. (6)
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In this case we can immediately prove that p2t(2n, 2, 2) is asymptotically Poisson
distributed.

Lemma 5. If t ∈ o(2n/2) as n → ∞, then

p2t(2n, 2, 2) =
e−

1
2

2t · t! · (1 + O((t + 1)2/2n)).

Proof. From [20] we have that

p2t(2n, 2, 2) =
1

2n!
·
(

2n−1

t

)2

· 2t · t! · Φ(2n−1 − t) (7)

where Φ(2n−1 − t) = (2n − 2t)! · e−1/2 · (1 + O(1/(2n − 2t))). If t ∈ o(
√

2n) then
it can be shown that(

2n−1

t

)
=

(2n−1)t

t!
· (1 + O(t2/2n−1)) =

(2n)t

2t · t! · (1 + O(t2/2n)),

⇒
(

2n−1

t

)2

=
(

(2n)t

2t · t!
)2

· (1 + O(t2/2n−1)),

as (1 + O(t2/2n))2 = 1 + 2 · O(t2/2n) + O(t4/22n) = 1 + O(t2/2n). Substituting
these approximations into (7) yields the theorem. 2

In this case determining an exact expression for Pt is assisted by the fact
that ord α = ord β = 2, and the sets Auv are ‘independent’ in the sense that uv
is the only edge incident on u and v. For a general group operation ⊗ 6= ⊕, most
groups elements α will have ord α > 2, and hence induce a difference graph for
which there exist sets Au1v1 , Au2,v2 and v1 = u2. Dependence between the Auv

sets considerably complicates the expressions for Pt. The following expression for
pt(2n, 2, 4) taken from [10], which also gives an involved formula for pt(2n, 4, 4).

Lemma 6. For n ≥ 2, and 0 ≤ t ≤ 2n−1,

pt(2n, 2, 4) =
1
2n

·
2n−1−t∑

i=0

(−1)k

(
t + i

i

)
St+i,

where for 0 ≤ k ≤ 2n−1,

Sk =


min(k,2n−2)∑

i=dk/2e

(
2n−2

i

)
·
(

i

k − i

)
· 23i


 ·

(
2n−1

k

)
· k! · (2n − 2k)!. (8)

For general a, b > 4 the expression for Sk = S
(n)
k (a, b) becomes increasing difficult

to determine exactly, and we therefore consider an asymptotic approximation.
We denote π(Y) = {(u∗, v∗) | l(u∗) = π(l(u)), l(v∗) = π(l(v)), (u, v) ∈ Y},
so that we can represent ∩uv∈YAuv = {π | π(Y) ⊆ Eβ}. Observe that Sk is
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defined in terms of preserved edges , but it may be further decomposed into
terms of preserved vertices . Observe that a set of k edges is incident on at least
k vertices (a cycle) and at most 2k vertices (disjoint edges). Let p(Y) be the
number of vertices which are incident to the edges of Y, where k ≤ p(Y) ≤ 2k.
For k ≤ j ≤ 2k, define

φ(k, j) =
∑

Y⊆Eα,

|Y|=k, p(Y)=j

|{π | π(Y) ⊆ Eβ}| ,

such that Sk can be expressed as Sk =
∑2k

j=k φ(k, j). As it turns out, Sk ∼
φ(k, 2k), meaning that Sk is dominated by the term mapping disjoint edges Dα

to edges to disjoint edges in Dβ. In [10] it was proven that for k = o(2n/2),
φ(k, 2k) = N !

k! · (1 + o(1)), which leads to the next theorem.

Theorem 7. Suppose that n ≥ 0, a = 2r, b = 2s, 1 ≤ r ≤ n and 2 ≤ s ≤ n.
Then Sk = 2n!

k! · (1 + O
(
k2/2n

))
for k ∈ o(2n/2) as n → ∞.

The proof of Theorem 7 is involved and lengthy, and the reader is referred to [10]
for details. It still remains to derive an expression for general pt(2n, a, b) from
Pt and St. Our results are based on the following adaptation of a theorem by
Bender [2].

Theorem 8. Suppose there is a function A(n) and a value λ ≥ 0, such that

Sk = A(n) · λk

k!
· (1 + O(f(k)/g(n))),

and f(k) ∈ o(g(n)) for 0 ≤ k ≤ l(n), where l(n) goes to infinity with n. Let
j = l(n) − t and define f∗(t) =

∑j−1
i=0 f(t + i) · λi/i!. If m(n) is a function such

that l(n) − m(n) goes to infinity with n, then for each t, 0 ≤ t ≤ m(n),

Pt = A(n) · e−λ · λt

t!
· (1 + O(f∗(t)/g(n))) . (9)

By applying this theorem we are able to show that pt(2n, a, b) is asymptotically
Poisson.

Corollary 9. Provided a > 2 or b > 2, and t ∈ o(2n/2/2),

pt(2n, a, b) =
e−1

t!
· (1 + O((t + 1)2/2n)).

Proof. Theorem 7 proves that Sk = 2n!/k! · (1 + O(k2/2n)) for k = o(2n/2).
Theorem 8 can now be applied with A(n) = 2n!, λ = 1, l(n) = o(2n/2), f(k) =
k2, g(n) = 2n, f∗(t) = O((t + 1)2) and m(n) = o(2n/2). 2

The main result of this section can now be stated, which we call the asymp-
totic Poisson approximation (PA) to DP⊗(π, α, β).
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Theorem 10. Let (Zn
2,⊗) be an Abelian group of order 2n and α, β ∈ Zn

2 be
non-trivial differences. If π ∈R Π(n) and t = o(2n/2)

Pr
(
DP⊗(π, α, β) = t

2n−1

) ∼ e−
1
2 · ( 1

2

)t
/t! if ord α = ord β = 2,

Pr
(
DP⊗(π, α, β) = t

2n

) ∼ e−1/t! otherwise.

Let E[X ], Var[X ] = E[X2] − (E[X ])2 and σ[X ] =
√

Var[X ] denote the
expectation, variance and standard deviation of the random variable X . It is
known that if the distribution of values for X is Poisson, then Var[X ] = E[X ] =
µ. Then, for example, a little algebraic manipulation reveals that the distribution
of values for DP⊗(π, α, β) has E[DP⊗(π, α, β)] ∼ 1/2n and σ[DP⊗(π, α, β)] ∼
η/2n, where η =

√
2 if ord α = ord β = 2 and η = 1 otherwise. This indicates that

the probabilities for a differential approximation ∆X = α → ∆π(X) = β where
ord α = ord β = 2 are distributed

√
2 times as far from 1/2n as the probabilities

for other differential approximations. Consequently, differential approximations
for which ord α = ord β = 2 are more likely to have higher probabilities.

3 Bounding the Maximum Difference Table Entry

In this section we use the PA to obtain bounds on DP⊗(π) that hold asymp-
totically with probability one. The distribution of differences with respect to
⊕ is approximated using a Poisson distribution with µ = 1

2 , as all non-trivial
elements have order two. The distribution of differences for ⊗ ∈ { + ,�} is
approximated using a Poisson distribution with µ = 1, as there is only one pair
(α, β) with ord α = ord β = 2. We determine the expectation and variance of
θt(⊗, π), defined to be

θt(⊗, π) =
1

(2n − 1)2
∑
α6=I

∑
β 6=I

[2n · DP⊗(α, β) = t] (10)

which is the fraction input/output differences that map exactly t pairs, 0 ≤ t ≤
2n.

Corollary 11. For π ∈R Π2n , E[θ2t(⊕, π)] ∼ e−
1
2 · ( 1

2

)t
/t! and E[θt(⊗, π)] ∼

e−1/t! uniformly for t = o(2n/2) where ⊗ ∈ { + ,�}.
This information is sufficient for obtaining upper bounds on DP⊗(π) for ⊗ ∈
{⊕, + ,�}. However, to obtain our lower bound on the maximum entry in
differences tables with respect to ⊕, the variance of θ2t(⊕, π) is required. We
have not attempted to determine the variance in θt(⊗, π) for ⊗ ∈ { + ,�} as
the counting problem is very complex, and this variance is not required for the
results of this paper. See [10] for a proof of the next lemma.

Lemma 12. For π ∈R Π2n and t = o(2n/2)

Var[θ2t(⊕, π)] ∼ 1
(2n − 1)2

· e− 1
2 ·
(

1
2

)t

/t! ·
(

1 − e−
1
2 ·
(

1
2

)t

/t!

)
.
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For nontrivial α, β define Ψ
(t)
α,β, 0 ≤ t ≤ 2n−1, where Ψ

(t)
α,β =1 if 2n·DP⊕(π, α, β)=

2t and Ψ
(t)
α,β = 0 otherwise. It follows that Ψ (t) =

∑
α,β 6=I Ψ

(t)
α,β = (2n − 1)2 ·

θ2t(⊕, π). Note that E[Ψ (t)] = (2n − 1)2 · E [θ2t(⊕, π)] ∼ (2n − 1)2 · e− 1
2 · 1

2

t
/t!

for t = o(2n/2). Similarly,

Var
[
Ψ (t)

]
= (2n − 1)4 ·Var[θ2t(T⊕,π)] (11)

∼ (2n − 1)2 · e−
1
2

2t · t! ·
(

1 − e−
1
2

2t · t!

)
(12)

∼ E[Ψ (t)] ·
(

1 − e−
1
2

2t · t!

)
(13)

drawing on the result of Lemma 12. Define Bn as Bn = lnN2/ ln lnN2, where
N = (2n − 1), and observe that the Poisson approximation (Corollary 10) holds
for 0 ≤ t ≤ 2Bn since 2Bn = o(2n/2). The next two lemmas are proved using
the previous variance calculations in the Appendix.

Lemma 13. If π ∈R Π(n), then Pr
(
Bn/2n−1 ≤ DP⊕(π) < n/2n−1

) ∼ 1.

Lemma 14. If π ∈R Π(n) , then Pr
(
DP⊗(π) < Bn/2n−1

) ∼ 1, where ⊗ ∈
{ + ,�}.
Asymptotically Bn tends to (2n ln 2)/ lnn, which when applied to the previous
two lemmas, determines the bounds given in (2) and (3). Statements concerning
the best differential approximation of a randomly selected permutation can now
be made. For example, the probability of the best approximation with respect to
XOR differences is in the range [2−58.6, 2−57] for a random 64-bit permutation
and in the range [2−121.9, 2−120] for a random 128-bit approximation. The values
2−58.6 and 2−121.9 are also upper bounds on the probability of approximations
with respect to ⊗ 6= ⊕ for random 64-bit and 128-bit permutations respectively.
Further bounds on the maximum entry can be obtained for difference tables with
respect to other group operations, and these bounds will rely primarily on the
fraction of entries in the difference table for which both elements have order 2.

Finally, Lemma 13 and Lemma 14 combine to confirm our initial observation
that in general XOR differences yield higher probability approximations than
differences with respect to modular addition and modular multiplication.

Corollary 15. If π ∈R Π(n), then Pr (DP⊕(π)>DP⊗(π))∼1, for ⊗ ∈ { + ,�}.

4 Conclusion

We have shown that with high probability, XOR differences yield better differ-
ential approximations than differences with respect ⊗ ∈ { + ,�}. Furthermore,
we determined asymptotic approximations to the difference distribution of three
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group operations ⊗ ∈ {⊕, + ,�}, and bound the probability of the most likely
difference. Further bounds on the maximum entry can be obtained for difference
tables with respect to other group operations, and these bounds will rely pri-
marily on the fraction of entries in the difference table for which both elements
have order 2. The Poisson approximation (Corollary 10) can also be applied to
quasi-differentials and the maximum probability can be similarly bounded.

We have concentrated on the three groups defined by ⊕, + and �, but the
other groups can be considered using the same analysis. The Poisson approxi-
mation of DP⊗(α, β) holds for all group elements with order at least 2. On the
other hand, the bounds on DP⊗(π) depend on the distribution of group ele-
ments. Bounding DP⊗(π) for a given group (G,⊗) requires knowledge of how
element orders are distributed within G. Our results in this paper are based on
all non-identity elements of (Zn

2,⊕) having order 2, and the element orders of
(Z2n +) and (Z∗

2n+1,�) being determined as in Corollary 4.
The distribution of entries in difference tables has previously been predicted

using a “balls-in-bins” model [15], summarized as follows. In modeling differences
tables with respect to XOR, we let the “balls” represent the unordered pairs of
difference α and let the “bins” represent the possible non-trivial output differ-
ences. If the 2n−1 input pairs of input difference α (the “balls”) can be allocated
randomly and independently to any of the (2n − 1) “bins”, then the resulting
distribution approaches a Poisson distribution with parameter µ = 2n−1

2n−1 ∼ 1
2 . In

modeling differences tables with respect to ⊗ 6= ⊕, we let the “balls” represent
the ordered pairs of difference α and let the “bins” represent the possible non-
trivial output differences. If the input pairs of input difference α (the “balls”)
can be allocated randomly and independently to any of the (2n − 1) “bins”,
then the resulting distribution approaches a Poisson distribution with parame-
ter µ = 2n

2n−1 ∼ 1. Our results add validity to the “balls-in-bins” approach for
predicting DP⊗(π).
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5 Appendix

Lemma 13 If π ∈R Π(n) , then Pr
(
Bn/2n−1DP⊕(π) < n/2n−1

) ∼ 1, where
⊗ ∈ { + ,�}.

Proof. O’Connor [19] proved that Pr
(
DP⊕(π) ≥ n/2n−1

)
= o(1). Denote Ψ =

Ψ (Bn), and observe that Var[Ψ ] ∼ E[Ψ ] as Bn increases with n. Chebychev’s
inequality (see for example [6]) is applied to show that

Pr(DP⊕(π) < 2Bn) ≤ Pr(Ψ = 0) ≤ Pr (|Ψ − E[Ψ ]| ≥ E[Ψ ]) ≤ Var[Ψ ]
(E[Ψ ])2
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which is asymptotic to 1
E[Ψ ] . The expected number of entries 2Bn in the differ-

ences tables with respect to ⊕ is equal to

E[Ψ ] = (2n − 1)2 ·E[θ2Bn(⊕, π)] ∼ N2 · e−
1
2

2Bn · Bn!

By applying Stirling’s formula for n! (see, for example [8, page 213]),

Bn! ∼
(

Bn

e

)Bn

·
√

2πBn =
(lnN2)ln N2/ ln lnN2

(e · ln lnN2)Bn
·
√

2πBn,

where (ln N2)ln N2/ ln ln N2
= (eln ln N2

)ln N2/ ln ln N2
= eln N2

= N2. Conse-
quently,

Pr(DP⊕(π) < 2Bn) ≤ 1
E[Ψ ]

(14)

∼ 1
N2

· 2Bn

e−
1
2
· N2 · √2πBn

(e · ln lnN2)Bn
(15)

= e
1
2 ·

√
2πBn

((e/2) · ln lnN2)Bn
= o(1), (16)

as
√

2πBn = o
(
((e/2) · ln lnN2)Bn

)
. Therefore, the probability that the maxi-

mum entry is either less than 2Bn or greater than or equal to 2n is o(1), and
the lemma is proved. 2

Lemma 14 If π ∈R Π(n) , then Pr
(
DP⊗(π) < Bn/2n−1

) ∼ 1, where ⊗ ∈
{ + ,�}.

Proof. Assume ⊗ 6= ⊕. Let Ω(t) = (2n − 1)2 · θt(⊗π) denote the number of
entries t in the differences table with respect to ⊗, and in particular denote
Ω = Ω(2Bn). Recall that E[Ω] = (2n − 1)2 ·E[θ2Bn(⊗, π)] ∼ N2 · e−1/(2Bn)!.
By applying Stirling’s formula for n!,

(2Bn)! ∼
(

2Bn

e

)2Bn

·
√

2π · (2Bn) =
(

2 lnN2

e · ln lnN2

)2Bn

· 2
√

πBn (17)

=
(lnN2)2 ln N2/ ln ln N2

((e/2) · ln lnN2)2Bn
· 2
√

πBn, (18)
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where (lnN2)2 ln N2/ ln ln N2
= (eln ln N2

)2 ln N2/ ln ln N2
= e2 lnN2

= N2. Thus

E[Ω] ∼ N2 · e−1

N4
· ((e/2) · ln lnN2

)2 lnN2/ ln ln N2

· 1
2
√

πBn

=
e−1

2
√

πBn

·

((e/2) · ln lnN2

)2/ ln ln N2

(N2)1/ ln N2


ln N2

=
e−1

2
√

πBn

·



(
(e/2) · ln lnN2

)2/ ln ln N2

e︸ ︷︷ ︸
y(N)




ln N2

,

and we can show that y(N) ≤ 1. Therefore,

E[Ω] ∼ e−1

2
√

πBn

· y(N)ln N2
= o(1)

as Bn increases with n. Now, for 2Bn = o(2n/2), E[Ω(t)] ≤ E[Ω]/(2Bn)t−2Bn .
(The value of E[Ω(t)] is insignificant for t 6= o(2n/2)). Therefore, the expected
number of entries greater than or equal to 2Bn in a difference table with respect
to ⊗ is ∑

t≥2Bn

E[Ω(t)] ≤
∑

t≥2Bn

1
(2Bn)t−2Bn

·E[Ω] (19)

= E[Ω] ·
∑
i≥0

1
(2Bn)i

(20)

=
E[Ω]

1 − 1/(2Bn)
(21)

∼ E[Ω] = o(1). (22)

Note that the probability that DP⊗(π) ≥ Bn/2n−1 is less than the expected
number of entries of size t ≥ 2Bn. Therefore, Pr(DP⊗(π) ≥ Bn/2n−1) = o(1) as
n → ∞. 2
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