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Abstract 
Schnorr’s preprocessing algorithms [6, 7) are designed to speed up  the ‘random’ expo- 
nentiation often performed by the prover/signer in identification and signature schemes. 

In this paper, an attack on these preprocessing algorithms is presented. For the 
proposed parameters, the attack requires about 231 steps, and 700 identifications or 
signatures to retrieve the secret key. Here the underlying scheme may be Schnorr, 
Brickell-McCurley, ElGamal or DSS. 

1 Introduction 
At Crypto’89, a discrete log based identification protocol and a related signature scheme 
especially suited for use on smart cards were proposed by C. Schnorr [ S ] .  One optional 
feature of both was the possibility of using a preprocessing algorithm that substan- 
tially speeds up the prover’s calculations. However, use of the proposed preprocessing 
algorithm enables an attack that retrieves the prover’s secret key [5]. 

An improved preprocessing algorithm, resistant to this attack, was proposed in [7]. 
In this paper, the attack is adapted to the new preprocessing algorithm. This new 
attack still is applicable to the old preprocessing, and is substantially faster than the 
old attack from [5]. 

The preprocessing algorithms can be used in any protocol where a random power of a 
fixed base is to be computed. The proposed attack can be adapted to any such protocol 
that satisfies a (rather mild) assumption. Specifically, it is shown to be applicable to 
Brickell-McCurley, ElGainal and DSS signatures [I, 2, 31. 

2 Description of the Algoritlim 
2.1 

We briefly describe Schnorr’s identification protocol and the related signature scheme. 
For details, see (71. 

The following parameters are public: a large prime p, a prime q that divides p - 1, a 
primitive qth root of unity a E Z, and a security parameter t .  In [7], it is proposed to 
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take p and q in the order of 512 bits and 140 bits respectively, and t = 72. Each user 
A has a secret key SA E &* and a corresponding public key V A  = a - ' A  mod p .  
T h e  identification protocol. A prover A that wants to prove her identity to verifier 
B first picks a random number r- E &* and sends the initial commitment I* = a" mod 
p to B. Then B returns a random challenge e E {O,.  . . ,2' - I}, to A. Next, A sends 
y = r* + SA . e mod q to 8. Finally, B checks A's proof of identity by verifying if 
I. = apv> mod p. 

Below, the index A is dropped, as no confusion is possible. Furthermore, all calcu- 
lations are performed modulo q,  except where indicated otherwise. 
T h e  s ignature  scheme. The identification protocol is extended to a signature scheme 
by replacing the challenge from the verifier by a &Lit hash value e = h(s',m) of the 
initial commitment z* and the message m to be signed. The signature consists of this 
hash value and of y as in the identification protocol. 

In the sequel, a pair (y, e) is called a signature, even if it is constructed in the course 
of an instance of the identification protocol. 

2.2 The preprocessing algorithm 
The purpose of the preprocessing algorithm is the reduction of the computational effort 
of the prover/signer, which is determined by the random exponentiation a'* mod P. 
The preprocessing simulates this random exponentiation by a pseudorandom one that 
requires a few multiplications only. This is achieved by taking, instead of a random r*, 
a linear combination of several independently and randomly chosen numbers ri E &* 
for which z; = a'' mod p is precomputed. 

For this purpose, each user initially stores a collection of k such pairs (rilzi), 0 I 
i < k. Here k is a security parameter; the proposed value (6, 71 is k = 8. Then, for 
each signature, the pair (r*, z') is chosen as a combination of the currently stored pairs 
( P i ,  zi), while the stored collection is 'rejuvenated' by replacing one of these pairs by a 
similar combination. 

We denote this as follows. At time u, u 2 k, the pair ( rv , zv )  replaces ( r v - k l z v - k ) ;  

both the pair (r*, I*) used in the initial commitment and the signature (y, e) receive 
an index u. The preprocessing algorithm from [7] is as follows. 
Initialization. Load k pairs (ri,z;) as above, 0 5 i < k; set u := k; 
1. Pick a random permutation (ay(0),. . . ,a,(k - 1)) of (0,. ..,I; - 1); 

av(k)  := 0; av(k + 1) := k - 1; 
(av ( - )  determines the order of use of the stored pairs.) 

2. r; := PW-k + 2rv-, mod q; r ,  := Ci"l',' 2irey(,)+u-k mod q; 

z v  := ni,o k t 1  (xew( i )+v -k )  mod P; 
2' 

5; := zv-k * Zv-l  2 mod'p; 

I<eep (ri, ~ i ) ,  u - k + 1 5 5 u stored; (i.e., replace (rv-k, 2 U - k )  with (r,,zv)) 

(The preprocessing from (G] differs in the form of a,() only.) This preprocessing 

3. Keep (rr, zt) ready for the next signature; 

4. u := u + 1; goto 1 for the next signature. 

requires 2k + 2 multiplications modulo p and a storage of k pairs (r;,ii) (71. 
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3 A New Attack 
3.1 Dependencies between s igna tures  
This section generalizes the attack from [5] to the new preprocessing. Assume that p, q, 
a, t and some number of successive signatures are available to the enemy. The following 
equations hold: 

r .  , = r v-k + 2rv-1 ,  Y = k, k + 1, . . a  (1) 
k + l  , 

j = O  
rv = C2Jr.Y(j)+u-k, 

y, = r; + se,, 

u = k, k + 1, . . . 

u = k, k + 1, . . . 
From (1) and (3) it follows that rj-l = ;(yj - sej  - r+) for all j 2 k. Repeated 
substitution using this equality yields the linking equation: 

(yj+l (b- i )+ i  - sej+r(k-i)+i). (4) 
1=1 

Given the (yi, ei)-pairs that occur in the corresponding linking equation (4), any equa- 
tion of the same form as (2) can be rewritten to a linear equation in ro, . . . , rk-a and 
s. For details we refer to the final paper [4]. 

So, given n different equations of the same form as (2), say for the sequential numbers 
ij, io < il < < in-ll and given the signatures (y;,e;) with sequential numbers 
io < i 5 i,-1 + 1, a set of equations of the following form can be derived: 

Here the E: and Y: are known linear combinations of the ei’s respectively yi’s, and M 
is an n x (k - 1) matrix with entries depending on the ij and ail(.) only, see 141. 

In the old preprocessing it is possible that only two ai(l)’s are nonzero. The corre- 
sponding row of M then has a support of weight 2. In the attack described in [5],  three 
rows with the same support of weight 2 are collected. Then ( 5 )  reduces to a system 
of three equations in three unknowns, which can be solved with high probability. For 
details, see [5]. 

That attack will not work here, as it  is guaranteed by the choice of the ai(l)’s that 
all rows of M have a support of weight k - 1. This implies that the attack will require 
a k x (k - 1) matrix A f .  The work factor then increases to about (k!)& steps, as there 
are that many different possible Af-matrices. This is infeasible for the proposed k = 8. 

The attack presented here will collect two identical rows of hi. Given that, the 
entries of M cancel out by subtraction of the two rows io and il of ( 5 ) .  This yields 
s( E:o - E;,) = y: -y: , which provides s if  E:o # E:, , which happens with overwhelming 
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probability. Two  rows of M are identical if and only if io il (mod k - 1) and if the 
corresponding permutations aio(.) and a;, (.) are identical, see [4]. 

Thus, if one possesses the signatures (yi,e,) for io < i 5 i, + 1 and if io il 
(mod k - I) ,  one has a candidate to determine the secret key s. 

Given a candidate, one can just assume that the related a i ( . )  are equal. Then for 
each of the k! possible values of these permutations, one obtains an estimate 3 for 3. The 
correctness of an estimate is verified by checking whether a-' equals the public key u. 
This modular exponentiation determines the workload per estimate. After checking all 
k! estimates for a candidate, one either has obtained s (this happens with probability 
l / k ! ) ,  or the certainty that the permutations are unequal. This whole process is called 
the checking of the candidate. The result of this checking will be either s or "failure". 

3.2 A n  a t t ack  
Suppose the enemy possesses a number of consecutive signatures. Each pair of signa- 
tures with the same index modulo k - 1 provides a candidate. An attack could proceed 
by checking all those candidates in some order. (An example is given in [4].) 

3.3 

The number of checks a-' A v that determines the workload is k! per candidate, 
and must we check k! candidates, as the probability of success per candidate is l/k!. 
Therefore, the expected number of steps of the attack is ( k ! ) z .  For k = 8 this is 
approximately 231. 

The number of required signatures is d m  (by the birthday paradox; the 
factor k - 1 in the root stems from the fact that we have k - 1 simultaneous birthday 
attacks, one for each index modulo k- 1. For details, see [4]). For k = 8, this is amounts 
to 665 consecutive signatures. 

The Complexity of t h e  At tack  

3.4 Generalization 
Othe r  preprocessing algorithms. The attack will work for any preprocessing where 
Equations (1) and (3) hold, using - ,/-' signatures and with complexity 
NZ steps, if the analogue of Equation (2) allows iV possibilities. For example, the 
preprocessing from [6] with the proposed parameters has N = 212, so the number of 
required signatures is about 212; the complexity is 2". (Compare this to the 2000 
signatures and workload of 238 from [5].) 
Relaxing t h e  assumptions. The requirement that one collects consecutive signa- 
tures by the same user can be dropped. This goes at the expense of increasing the 
number of required signatures to k! sets of k consecutive ones; the workload remains 
the same. 
Adapt ion  t o  other s igna ture  schemes. The preprocessing can be applied in any 
situation where random powers of fised bases are to be computed, This will occur 
in most discrete log based identification protocols and signature schemes. In general, 
Equation (3) will in then be different. However, if it is linear in r -  (i.e., its coefficient 
is known), it  is possible to adapt the attack. This will almost always hold, as r* will 



439 

appear in an exponent in a verification equation; for ElGamal [2], DSS [3] and Brickell- 
McCurley [l] signatures this is the case. The workload is essentially the same in all 
three cases. 

4 Coiiclusioiis 
The idea of preprocessing the computation of a random power of a fixed base is in- 
teresting, as it reduces the effort to only a few mdtiplications. Especially for smart 
cards this is worth while. One must take care, however, that not too much informa- 
tion leaks: the replacement of a ‘true random number’ by a pseudorandom number 
always provides side information. The preprocessing algorithm as proposed in [7] is not 
sufficiently secure, as the attack described above shows. 

The attack does not seem to depend very heavily on the underlying signature scheme, 
as it only requires a linear equation in the random exponent. A Schnorr, Brickell- 
McCurley, ElGamal or DSS signature provides such an equation, as it must hold for a 
successful verification. 
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