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An identity-based non-interactive public key distribution system was pre- 
sented by these authors at Eurocrypt '91 [2]. It is based on the observation that 
for an appropriate choice of m, computing discrete logarithms in ZL is feasible 
if and only if the factorization of m is known. This observation allows one to set 
up an exponential key distribution system in which a user's (say Alice's) public 
key is equal to her identity I A .  A trusted authority who knows the factorization 
of m is required for computing (during registration) Alice's secret key SA as 
the discrete logarithm of IA to some base g, where g is an element of Z L  with 
maximal order. 

Because in some applications the users' identities (e.g. their email address) 
can be assumed known to other users, the public keys of the above scheme 
need not be transmitted. Moreover, the public keys are self-authenticated and 
require no further authenticatiori by certificates. One can therefore build a 
non-interactive public-key cryptosystem having, for example, applications for 
electronic mail where only a one-way, non-interactive communication takes place 
when messages are sent. When a user Bob (knowing I A )  wants to send a message 
to Alice, he computes the ciphcr key 

K a s  = I A ' ~  

and encrypts the message using this key and a conventional cryptosystem. When 
receiving the cryptogram, Alice computes the same cipher key according to 
KAB = IB'" and deciphers the message using this key. 
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One problem with the described approach is that the group ZL is not cyclic 
and hence there exists no base g to which evwy element has a discrete logarithm. 
One solution to this problem is to transmit a small offset which, when added 
to the identity, results in an element of Z& having a discrete logarithm to a 
public base. However, this solution requires interaction: the sender of a message 
must receive (either from the receiver or from a trusted server) the offset before 
encrypting a message. 

A different solution was proposed in [2] where it was observed that every 
square modulo rn has a discrete logarithm to a base g with maximal order in 
Z&. It was therefore siiggested that the square modulo m of a user’s identity, 
IA’, rather than the identity IA itself be used as her public key, allowing to 
retain the non-interactive feature. Unfortunately, this solution is insecure [l] 
because a square root modulo m of the squared identity IA’ can be obtained 
when given the secret key SA = 1Ogg(IA’) by computing gSA12 (note that SA is 
even). If for at least one of the prime factors p of rn, 

while for at least some other prime factor q of rn, 

logg I A  (mod 9) 2 (9 - 1 ) / 2 ~  

then the obtained square root of l~~ is different from IA and -IA and thus 
allows one to find a non-trivial factor of m. This condition is satisfied by a 
fraction 1 - 2-‘+l 2 1/2 of all identities, where r is the number of distinct (odd) 
prime factors of rn. 

The purpose of this note is to point out the described weakness and to sug- 
gest a simple remedy. The trusted authority chooses once and for all a secret 
multiplier t randomly from Z:(,,,,. Instead of issuing the discrete logarithms 
of squared identities as users’ secret keys, the trusted authority conceals these 
logarithms by multiplying them with t before issuing them to users. Hence 

SA E t . l o g , ( I L l ~ ~ )  (mod cp(m)). 

This modification of the secret key generation requires no change of the com- 
munication phase because the mutual cipher key computed by both users is 
according to the above described formulas 

where v E t-‘ (mod cp(rn)). 

An alternative solution presented in [a] to the problem of achieving the non- 
interactive feature is based on the observation that, if m is the product of two 
odd primes, rn = pp, then the (efficiently computable) Jacobi symbol ( z / m )  of 
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an integer 2 is equal to 1 if and only if I has a discrete logarithm modulo m 
(to a base that is primitive both in G F ( p )  and GF(q)) .  If p 3 (mod 8) and 
q z 7 (mod 8) then ( 2 / m )  = -1 and Alice's modified identity can therefore be 
defined as 

IA if ( I A / ~ )  = 1 
21A if ( I A / ~ )  = -1 

1; = { 
I i  is obtained easily from IA even without knowledge of the trapdoor and is 
guaranteed to have a discrete logarithm. However, this solution only works for 
the special case where rn has only two prime factors. Note that for this choice 
computing discrete logarithms modulo p and q is feasiblc only when p - 1 and 
q - 1 are chosen to have only moderate prime factors [2]. 

When rn - p l  - - . p r  is the product of T > 2 prime factors (in which case 
general primes of appropriate size can be used), the following solution, which 
appears to be less attractive than the use of the secret multiplier t described 
above and is only briefly sketched, could alternatively be used. The trusted 
authority also publishes numbers C2,. . . , C,, where C, is a quadratic nonresidue 
modulo pi  but a quadratic residue modulo all the other prime factors of m. 
When Bob sends a message to Alice, he uses the secret key KAB = I A ' ~  and 
also sends Cp, i = 2, . . . , r ,  to Alice. Alice knows for which primes her identity 
is a quadratic residue (non-residue), i.e., which of the Cj she must multiply her 
identity with to obtain an element with a discrete logarithm, which she obtained 
as her secret key. She can compute the cipher key K A ~  by multiplying I? by 
an appropriate subset of the received CisB. 
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