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ABSTRACT 

The distribution of cr>-ptographic keys has always been a major problem 

in applications with many users. Solutions were found for closed user 
groups and small open systems. These are, however, not efficient for large 
networks. We propose an identity-based approach to that problem which 

is simple and applicable to networks of arbitrary size. With the solution 

proposed, the user group can, furthermore, be extended at will. Each 
new user needs only to visit a key authentication center (KAC) once and 
is from then on able to exchange authenticated keys with each other user 

of the network. Vv:e expect this type of approach, which was originally 

conceived for authentication and signatures, to play an increasing role in 

the solution of all types of key distribution problems. 

I. INTRODUCTIOPi 

The transmission of data at medium to high rate requires the use of sym- 
metric encryption algorithms. The key distribution problem implied in 

this mode is frequently solved by using the Diffie-Hellman key-eschange 

algorithm [I] or some of its variants. A major concern in large networks 
is then the authentica.tion of the public keys used in the algorithm. A 
local storage of this list requires a large storage capacity and is, in addi- 
tion, inflexible x-ith respect to network extensions. A centralised storage, 
on the other side. implies a communication complexity comparable to 
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the communication complexity of classical key distribution protocols and 
therefore ruins the advantage of the scheme. The same situation occurs 
with the El-Gamal signature protocol [2]. 

Rivest, Shamir and Adleman [3] have indicated a solution to the prob- 
lem of authenticating public keys: A key authentication center (KXC) 
signs the public key of each user and thereby guarantees its authenticity. 
The implementation of this solution for the authentication of the public 
keys used in the  Diffie-Hellman scheme is typically not very practical. 
Fiat [4] has proposed an interesting approach to identification and sig- 
natures. In this approach the user of some communication facility only 
needs t o  know the “name” of his communication partner and the public 
key of the KAC. Such schemes are correspondingly called identity-based. 

We adapt this approach for the construction of an identity-based key- 
exchange scheme (section 111). In this protocol the two parties construct 
keys which agree if they are both legitimate and do both conform to  the 
protocol. The  actual authentication is established when the decryption 
of the message sent by the other party is meaningful. It is obvious that  
such a protocol cannot be zero-knowledge in the sense of Goldwasser, 
Micali and Rackoff [5 ]  or Feige, Fiat and Shamir [6], since no simulator 
can construct the key in polynomial time if the encryption scheme is 
reasonable. Nevertheless, the  protocol has some kind of zero-knowledge 
property, which will be discussed elsewhere. In section I11 we shall make 
some further remarks. 

In the following: we assume that p is prime and we use the definition 
2, := { 0 , 1 , .  . . ?rn- l}  and GF*(p) := the multzplicatzve group of G F ( p ) .  
Finally, t ER Z,-1 means t is chosen at random from Z,-1. 

11. IDENTITY-BASED PROTOCOLS 

Identity-based protocols were mainly considered for authentication and 
signature. Examples are given by Fiat and Shamir [7],  Beth [8] and Guil- 
lou and Quisquater 191. Identity-based protocols run in three phases: 
a set-up phase, a preauthentication phase and an authentication phase. 
The first two phases involve a key authentication center (KAC),  which is 
trusted by all parties. The  essence of the protocol can be summarised as 
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follows: The set-up phase is used by the KAC to lay down all the system 
parameters. In the preauthentication phase all those who wish t o  join 
the network visit the K-4C and identify themselves. Let Alice be such 
a user, then after verification of her identity the KXC forwards her the 
signature of her name and the system parameters. The central property 
of identity-based protocols is that after completion of this preauthentica- 
tion phase illice i s  able to authenticate herself (authentication phase) t o  
any  other user without further communication with the KAC and without 
uncovering the secret signature of her name. I4-e would like to use such 
a protocol in order to authenticate the public keg’ r 5  used in the Diffie- 
Hellman scheme. The  El-Gamal signature scheme [ 2 ]  is, as we shall see, 
very well adapted to solve this and other authentication problems. The 
steps read as follows: 

Set- up: 
The KAC chooses a one-way function $, a finite field GF(p) in which it is 
difficult to compute discrete logarithms, a primitive element a E GF“(p)  
and a t  random some number x E Z,-1 which is not divisible by the 
largest prime factor of p - 1. The number z is the KAC’s private key. It 
is used to  compute the public key y = a”. 

Preauthentication: 
Alice visits the KAC and identifies herself. If the KXC accepts her, it 
provides her with f, GF(p), cy and y. Furthermore, it  computes the El- 
Gamal signature (T,s) of I D  = f(description of Alice), gives i t  to Alice 
and keeps it secret otherwise. The “description of Alice,” D ,  may- include 
Alice’s name, birthday, physical description or whatever is suitable for the 
application intended. The  one-way function f is used in order to  increase 
the redundancy of D if the inherent redundancy is either too small or 
difficult to use. (-A certain amount of redundancy is needed in order to 
avoid E,l-Gamal’s attack 5 121, ie., in order to  avoid the generation of 
valid triples ( I D :  r :  s).) The computation of the signature (r, s) runs as 
follows [2]: the K-kC chooses at random k E Z,-1. with gcd(k,p- 1) = 1: 
computes r := aK,  and solves the equation I D  = x r - k s  mod ( p -  1) for s. 

We note that no k should be used repeatedly, since this would uncover the 
secret key 2. 51-e also note that ,  due to  the assumption gcd(k,p - 1j = 1, 
the element r is primitive. 
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Authentication: 
The verification equation for the signature reads: 

and can be rewritten in the  form 

This equation leads to the following reinterpretation of the El-Gamal 
scheme: It is a scheme for the computation of the discrete logarithm s to 
a primitive basis r of an expression that only depends  on publ ic ly  known 
quantities and O R  the base r to which the logarathm i s  taken. 

We note tha t  making r public does not compromise the secret key s, 
since determining a pair ( T ,  s)  which signs the message I D  is a t  least as 
difficult if r is prescribed as it is when T can be chosen freely. The  base T 

does also not need t o  be authenticated since the determination of a pair 
( T ,  s) is precisely breaking a n  instance of the El-Gamal signature scheme. 

If Alice now wishes to  authenticate herself, she uses the Chaum. Ev- 
ertse, van de Graaf protocol [lo] in order to ”prove” in zero-knowledge 
that she knows s. This is Beth’s identity-based zero-knowledge proof of 
identity [8]. 

In section I11 we shall consider a corresponding protocol for key-ex- 
change. Here, we conclude by noting that the reinterpretation of equation 
(2) also leads to  an identity-based El-Gamal signature scheme. If Alice 
wishes to sign a message m E Z p - l ,  she chooses K. E Z,-1 with gcd(r;,p- 
1) = 1, determines p = T &  and computes Q by solving the equation 
f ( m )  = sp + KG mod ( p  - 1). The signature ( p , g )  then satisfies the 
verification equation: 

In particular, -4Lce can act as a KAC for another user David: if she 
chooses m = ID’ = IDDacid, p = T , a = s‘. In this way whole hierarchies 
of KAC’s can be constructed, Proving the security of this scheme seems 
to be outside the scope of todays methods. It is closely related to  the 
security of the Ei-Gamal scheme itself. 

I 



33 

111. AUTHENTICATED KEY EXCHANGE 

In section I1 we have seen how to authenticate a number T' for which the 
KAC can compute the discrete logarithm s to the base r .  It is natural  
t o  use this scheme t o  authenticate the public keys in the Diffie-Hellman 
scheme. There is, however, one additional step to do: The basis T and T' 

of any two parties must be different, since else two of them could coalesce 
and, by sharing their secret keys s and s', determine the KAC's secret 
key. The Diffie-Hellman algorithm must, therefore, be adapted t o  ac- 
commodate different basis for the parties. Incidentally, this adaption has 
the advantage to  generate a different key at each session. The resulting 
protocol reads 

Alice 
S t e p  0: 

Y E G F * ( P )  

s E zp-l 
T E GF*(p) 

S t e p  1: 

P- 

D', T' 

ID' = f ( D )  
r / S '  ._ ,ID' -T' Y .- 

S t e p  3: 
I S  z = u  

Z = ( T  I I S ' ) t  

I 5 = 2 2  

U 
b 

t - 
U' 

Bob 

I D  = f(0) 
r s  := ,ID --r Y 
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As stated in the introduction, this protocol cannot be zero-knowledge 
in the traditional sense. Let us, however, make two remarks to show that 
the protocol does not disclose much information on Alice's secret s and 
correspondingly on Bob's secret s'. Alice only sends two quantities to 
Bob. These are T and u: 

- sending T gives no useful information to Bob or any other party. The  
reason is as follows: Bob or the other party can either break the El- 
Gamal scheme in which case they do not need to receive T ,  or they 
cannot break tha t  scheme. In the latter case, they can, however, not 
determine s, since this would precisely mean to break an instance of 
the El-Gamal scheme with a prescribed T. (We note that not even the 
KAC is able to  determine an  s associated with an T of which it does 
not know the discrete logarithm.) 

- u is uncorrelated to  s. 

In order to discuss the soundness, we assume that Clair wants to  
impersonate Alice. Then she has t o  determine ( without knowing s. She 

t' can certainly determine t l .  Her problem is to compute 2 = rtIs from T 

and T' = aIDy-' .  We expect this to be of a comparable difficulty as 
breaking the Diffie-Hellman scheme. Due to the lack of further results on 
the El-Gamd and the Diffie-Hellman scheme this can, however, not yet 
be proved. 

Let us finally consider the following slight modification of the steps 2 
and 3 of the protocol: 

u', v' 

Z = ( T )  s t' 
2 I = u  s' 
- w' 

= 2 d Z  
2 = v  
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This modification restores a property of the Diffie-Hellman scheme, 
which we could call perfect  forward secrecy: If Alice and Bob are not 
impersonated, when the protocol is run, finding the key ( is as difficult 
as breaking the Diffie-Hellrnan scheme for every third party. We note 
that even the KXC could be the third party. This has the important 
consequence tha t  if by accident the KAC’s secret key becomes known, 
the confidentiality of past message would not be compromised. Only the 
authenticity in the future would be lost. 

IV. RELATED WORK 

Bauspiefi and Knobloch [ll] have obtained a key-exchange scheme very 
similar to the identity-based protocol of section 111. In their protocol Alice 
and Bob first run  Beth’s zero-knowledge identification scheme once in 
each direction. Alice and Bob then use the commitments of the respective 
verifiers in these protocols (which are authenticated if the protocols end 
successfully) as inputs to  two Diffie-Hellman key-exchanges. They thus 
end up with two keys, one authenticated by Bob and the other one by 
Alice, which they could then suitably combine. Their protocol has the 
property of perfect forward secrecy from the beginning but is somewhat 
more involved than  ours. The  great advantage of the approach chosen by 
Bauspiefi and Knobloch is, however, that  the soundness of their protocol 
only depends on the security of the El-Gamal and of the Diffie-Hellrnan 
schemes, taken separately. 

At the conference, we learned about a result of Okamoto and Tanaka, 
which has appeared in the mean time [12]. Okamoto and Tanaka trans- 
form the Diffie-Hellman key-exchange scheme into an identity-based one 
by using the RSX-scheme [3] as a trap-door function for the computation 
of the discrete logarithm of the ID-number. Their scheme uses only one 
data-exchange and is very attractive, due to its low communication com- 
plexity. It is, however, not perfectly forward secure. The introduction of 
that property would require to leave the ring Z, ( n  = p . q )  with some 
part of the protocol. Lnfortunately, the security of the protocol seems 
also difficult to assess. 
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V. CONCLUSION 

The authenticated key-exchange algorithm described in section 111 is sim- 
ple and only needs few data exchanges. The security level only depends 
on the length of the words exchanged and not on the number of exchanges. 
The operations involved in the protocol are identical to those involved in 
a Diffie-Hellman key-exchange. The security could not be assessed within 
the current terminology, bu t  some arguments were given why the scheme 
should be secure. We would thus expect that  this type of protocols, in- 
cluding those of Okamoto and Tanaka [12], and Bauspiea and Knobloch 
[ll], will play an increasing role for the security in large data systems. 
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