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Abstract 

We present an analysis of some known Cartesian authentication codes and their 
modification into authentication codes with secrecy, with transmission rate R = 
r/n, where n = 2,3,. . . , and 1 < r 5 n - 1 using (n - r)(r + 1) q-ary key digits. 
l?or this purpose we use a grouping technique. 

Essentially the same key grouping technique is used for the construction of 
codes that withstand spoofing attacks of order L _> 2. The information rate of this 
scheme is also r/n, and it requires (L f r)(n - r) q-ary key digits. Moreover these 
codes allow that previously transmitted source states can be reused. 

I.B. Damgard (Ed.): Advances in Cryptology - EUROCRYPT ‘90, LNCS 473, pp. 306-312, 1991. 
0 Springer-Verlag Berlin Heidelberg 1991 
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1 Introduction 

Authentication codes are codes which allow two trusting parties to communicate infor- 
mation to each other in the presence of an opponent who might submit false messages 
and/or substitute legally transmitted messages by false ones that will misinform the 
receiver. One of the first constructions of such codes were the codes given by Gilbert, 
MacWilliams and Sloane 111. Their constructions stem from the projective spaces over 
finite fields. 

In this paper we address two different problems. The first problem is the construction 
of authentication codes which also achieve perfect secrecy. That is, given an observed 
transmitted message, the opponent obtains no information about the source state that 
was transmitted by the legal sender. Recently various authors have presented some con- 
structions most of them stemming from combinatorial designs [2,3]. The other problem 
is the construction of codes for multiple authentication. The latter type of codes have 
to withstand the so-called spoofing attacks of order L 2 2. Most researchers inves- 
tigated this problem under the ad-hoc assumption that previously transmitted source 
states were excluded from subsequent transmissions. For a discussion of the origin of 
this assumption and its effects we refer to [4]. In this paper we extend the concept of 
spoofing attack [5] so that it allows the transmitter to repeat previously used source 
states. 

In [l] a modification of the code is presented allowing a simpler logic circuitry than 
for the orginal code. In Section 2, we analyse this construction in more detail and 
introduce a grouping technique of the encoding rules. This grouping is then used in the 
code constructions given in the subsequent sections. 

In Section 3 we use the grouping technique to obtain codes that achieve perfect secrecy 
and in Section 4 we discuss how to use it to obtain codes for multiple authentication. 

Finally, Section 5 contains a description of a generalization of the construction allowing 
a tradeoff between the security requirements and the desire to achieve high information 
rates. 

2 The Modified GMS Scheme and a Grouping Tech- 
nique 

Let q be a prime power. Gilbert, MacWilliams and Sloane [I] constructed an authen- 
tication code from the projective plane PG(2, FP) over the field F, with q elements as 
follows. Fix a line C in PG(2,Fq).  The points on l are regarded as the source states, 
the points not lying on k' are regarded as the encoding rules and the lines different from 
C are regarded as the messages. Given a source state s and an encoding rule e, there is 
a unique line passing through s and e, which will be called m, i.e., m = $(s, e). The 
source state s will now be encoded into the message m by the encoding rule e. This is 
an authentication code with q + 1 source states, q2 encoding rules and q2 + q messages. 
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The probabilities of successful1 impersonation and substitution attack of this code are 

PI = Ps = -. 

This scheme will be referred to as the GMS scheme and the corresponding code is a 
so-called Cartesian code because each message conveys the transmitted source state. For 
p = 2, the GMS scheme can be represented by the following encoding table: 

1 

q 

eo 

el 

ez 

0 1 2  

0 1  2 

0 1 2 

e 3 0 1 2  

Table 1: The GMS Scheme derived from PG(2, F,) 

where 0, 1, 2 are the 3 source states, being all points of a given line l ,  eo,  el, e 2 ,  e3 are 
the encoding rules, being the 4 other points, and a,  b, c ,  d ,  e, f are the messages, being 
the lines different from 4. 
In Section V of reference [l] the authors also gave a modification of their scheme. For 
this modified scheme one chooses in addition to the line t also a fixed point P on 1. The 
source stakes (they are 4 in number) are then all the points on i? different from P ,  the 
encoding rules are all the points not on ! and the messages are all the lines not passing 
through P. We obtain a code with q source states, qz encoding rules and q2 messages. 
This scheme will be referred to as the Modified GMS scheme. For this code we also 
have PI = Ps = l / q .  In Table 2 we illustrate the modification with the case p = 2. 

Table 2: The Modified GMS scheme derived from PG(2,Fz). 
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For this example, we observe that the four encoding rules can be grouped into two 
groups, {eo, e3}  and {el, ez},  such that each message contains exactly one encoding rule 
from each group [4]. This kind of grouping holds in the general case. The groups are 
the lines through P. 

Theorem 1: In the Modified GMS scheme, if we group the q2 encoding rules into q 
groups, such that each group consists of the q rules lying on a line through P ,  then 
each message contains exactly one encoding rule from each group. 

Proof: This follows from the property of the projective plane that any two lines meet 
in exactly one point. 0 

3 Authentication codes with perfect secrecy 

We continue with the example of the foregoing section: 

Cartesian 

a b c d  

0 1  

0 1 

0 1  

0 1  

P 

P 

P 

P 

Perfect Secrecy 

a b c d  

0 1  

1 0 

1 0  

0 1  

P 

P 

P 

P 

Table 3:The Construction of a code with perfect secrecy from the Modified GMS scheme 
derived from PG(2, F2). 

Above we interchanged 0 and 1 in the rows of the second group of encoding rules {el ,  ez}. 
In the new code, each message contains two source states, one 0 and one 1. Thus perfect 
secrecy is achieved. This is the well-known “simplest” example of an authentication code 
with secrecy, see (71. 

For the general case, we label the source states of the Modified GMS scheme with 
0,1,. . . ,q - 1 and the groups of encoding rules also with 0,1,. . . , q - 1. We change 
the encoding table of the Modified GMS scheme according to the following procedure. 
Replace source state s lying in the row of the encoding rule e and the column of the 
message rn in the encoding table, where e belongs to the group i, by s - i( mod q). That 
is, m will be used to transmit the source state s - i(mod q )  under the encoding rule e. 
We can prove the following: 

Theorem 2: Each message in the new authentication code contains each of the q 
source states 0,1,. . . , q - 1 exactly once, thus we have perfect secrecy for this code. 
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Proof: In the encoding table of the original Modified GMS construction, each column, 
i.e., each message, contains one source state q times. Theorem 1 guarantees that these 

0 

Finally we note that the information rate of this code is 1/2, i.e., the same as the rate 
for the Modified GhIS scheme. The key information required to specify the encoding 
rule used is two q-ary digits (considering the case that the encoding rules are selected 
according to a uniform probability distribution). 

are replaced by q different source states. 

4 Authentication codes withstanding spoofing at- 
tacks of order L > 2 

The previous geometrical scheme (with reduced source state set and with grouping of 
keys) can also be turned into a code that can be used L consecutive times, having 
probability of deception l / q  at each use. The infomation rate of this scheme is also 
1/2, and it requires 2 + ( L  - I) q-ary key digits. But we can no longer guarantee the 
source state to be secret from the second use on. 

At the first time slot, the scheme of the previous paragraph (with or without secrecy) 
is used, consuming the first 2 q-ary key digits. At any of the next L - 1 time slots, the 
group label of the key used at the previous slot is incremented by one (modulo q ) ,  and 
1 extra q-ary key digit is used to determine the key inside this new group to be used for 
this time slot, using the same geometrical scheme as at the first time slot. The number 
of key digits required per transmission is asymptotically optimal ( L  --+ oo), i.e., one 
q-uy digit per transmission. These codes have a probability l / q  of deception at  every 
transmission. 

Group i - 1 Group i Group i + 1 

Figure 1: Illustration of the paths of possible encoding rules 

5 Generalizations 

The modification technique of Gilbert, MacWiIliams and Sloane and our grouping tech- 
nique can be applied to several generalizations of the GMS scheme. For instance, we 
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can use some authentication codes given by Beutelspacher [6]. We shall present a new 
generalization below, to which both the modification technique and the grouping tech- 
nique can be applied. It will give us a generalization of the two dimensional schemes of 
the previous sections to the n-dimensional projective space. 

Fix an r-flat L of the n-dimensional projective space PG(n,F,), where 1 _< r 5 n - 1. 
The source states are all the t-flats, 0 5 t < T ,  contained in L. Encoding rules are all 
( n  - T - 1)-flats which have empty intersection with L. The messages are the (n - r +t)- 
flats intersecting L in a t-flat. The message corresponding to source state s and encoding 
rule e is the unique (n - 1)-flat containing s and e. For this code we have: 

T + 1  
[ t i  11, 

The number of source states: 

The number of encoding rules: q(n-r)(rtl) 

The number of messages: 

The probability of impersonation: 

The probability of substitution: 

The information rate: 

PI = q-(n-r)(r-t) 

Ps = q-("-') 

2 - (for large q) .  

Substitution is done with the highest probability of success by replacing the legal mes- 
sage by a message having an as large as possible intersection with the legal one, i.e., an 
(n  - r + t - 1)-flat. For r = n - 1 and t = n - 2, this is the generalization given in [I]. 
Now take t = T - 1. The modification of the code is carried out as follows. Fix a point 
P on L. Source states are all (r  - 1)-flats of 13 not containing P. Encoding rules are 
the same as above and the messages are the ( n  - 1)-flats which do not contain P. For 
the modified code we have: 

The number of source states: 

The number of encoding rules: 

qr 

q(n-r)(r+') 

The number of messages: qn 

The probability of impersonation: PI = - 1 
q"-' 

The probability of substitution: 

The information rate: 

Ps = PI 
r 
n' 
- 

The grouping of the encoding rules is done as follows. Consider all possible ( n  - r)-flats 
through P ,  intersecting L only in P. The encoding rules are grouped such that encoding 
rules lying in a common (n - r)-flat of the above type belong to the same group. This 
results in the partitioning of the q("-r)(r+l) encoding rules into q("-')' groups of q"-' 
encoding rules such that each message contains exactly one encoding rule from each 
group. Thus from this modified code we can construct an authentication code with 

')A Gaussian binomial coefficient def [ q r + * - i )  ( p 7 - t + ' - i ~  
,7'+'-1) (g-1) 

~ = 
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perfect secrecy as well as an authentication code withstanding spoofing attacks of order 
L 2 2 as before. But in the case of codes for multiple authentication we have to  spend 
additional ( n  - r) q-ary digits per additional use of the code. That is ( L  + r ) (n  - r )  
q-ary key digits in total. Hence, the asymptotic number of key digits per transmission 
is n - r. 
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