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Abstract. The block cipher GOST was proposed in former Soviet Union
in 1989. In this paper we present the first result of differential cryptanal-
ysis of GOST with reduced number of rounds. By introducing the idea
of using a set of differential characteristics, which is a partitioning type,
we can reduce the influence of the key value upon the probability as well
as get high differential probability. Using 251 chosen plaintexts the key of
13-round GOST can be obtained. Next this differential cryptanalysis is
expanded with combining related-key attack. Using 256 chosen plaintexts
the key of 21 rounds of GOST can be obtained.

1 Introduction

The block cipher GOST was proposed in former Soviet Union in 1989[1]. GOST
is an acronym for “Gosudarstvennyi Standard”, or Government Standard.

In this paper we present the first result of differential cryptanalysis of GOST
with reduced number of rounds. Next the analysis is expanded with combining
related-key attack.

GOST has key addition modulo 232 in each round function. So orthodox
differential cryptanalysis using one characteristic is not useful. The reason is
that the probability of differential characteristic varies with not only the value of
input-output difference but the value of the sub-key, frequently become zero. To
overcome this we introduce the idea of using a set of differential characteristics.
This is similar to truncated differential attack[2,3,4] in predicting only parts of
all output bit value. But it is slightly different in the sense that this attack uses
a set of differentials of S-boxes and applies this to round function, which is a
partitioning type, and construct a new type of 2-round iterative characteristic.
By this characteristic we can reduce the influence of the key value upon the
probability as well as get high differential probability. On average using 251

chosen plaintexts the key of 13-round GOST can be obtained. In the case of keys
which make the probability the highest, 17 rounds of GOST can be attacked.

This differential cryptanalysis is expanded with combining related-key attack[5].
John Kelsey et al applied related-key attack to GOST[6]. But no concrete char-
acteristics was revealed in [6]. In this paper we show the concrete characteristics.
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Fig. 1. GOST round function

On average using 256 chosen plaintexts the key of 21-round GOST can be ob-
tained.

These attacks are also applicable, even if the S-boxes are randomly generated.
This paper is organized as follows. Section 2 briefly reviews algorithm of

GOST. In Section 3 we describe a differential cryptanalysis of GOST using one
differential characteristic. In Section 4 we describe a differential cryptanalysis
of GOST using a set of differential characteristics. In Section 5 we discuss the
differential cryptanalysis with combining related-key attack. In Section 6 we
discuss the differential cryptanalysis in the case of random S-boxes. We conclude
in Section 7.

2 Description of GOST

The block cipher GOST is based on the framework of the Feistel cipher. GOST
has 32 rounds, 64-bit blocksize, and 256-bit keysize. The F -function consists of
operations specified as follows(see also Figure 1).

+ : Addition modulo 232

S-boxes : 8 different 4 × 4-bit S-boxes S1, S2, ··, S8

<<< 11 : 11-bit left rotation

The S-boxes are not specified in the standard. In this paper we use a set of
S-boxes used in an application for the Central Bank of the Russian Federation
(tables of S-boxes are given in page 333 of [7], see also Appendix A.).

Key-schedule is simple. The 256-bit master-key is divided to eight 32-bit
blocks : k1, k2, ··, k8. Each round uses the subkey as shown in Table below.

Round 1 2 3 4 5 6 7 8 9 10 ∼ 15 16 17 18 ∼ 23 24 25 26 27 28 29 30 31 32
key k1 k2 k3 k4 k5 k6 k7 k8 k1 k2 ∼ k7 k8 k1 k2 ∼ k7 k8 k8 k7 k6 k5 k4 k3 k2 k1
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Fig. 2. One of the best 3-round iterative characteristic

3 An Attack Using One Differential Characteristic

GOST has key addition modulo 232 in each round. In such a cipher the differ-
ential probability varies with not only the value of input-output difference but
the value of the sub-key, and frequently become zero(see also Appendix B). Fig-
ure 2 shows one of the best 3-round iterative characteristic in case of S-boxes
used in an application for the Central Bank of the Russian Federation[7]1. This
characteristic has the probability described below in one round.

0 ≤ Prob{05001008x → 05001008x} ≤ 1.5 × 2−7 (1)

Where X → Y means that an inputxor X result in an outputxor Y. Average
probability over all key values is 1.3 × 2−11 in one round. 8-round characteristic
has probability 2−53. So using 2-Round attack 10-round GOST is expected to
be attacked using 256 chosen plaintexts. But more than half of sub-key space
makes the differential probability of each S-box to be zero(See also Appendix
B). In 8-round characteristic the chance for the probability to be nonzero is only
2 × 10−5. Consequently attack using one differential characteristic is not useful
for GOST.

4 Cryptanalysis of GOST Using a Set
of Differential Characteristics

To overcome the dependence of differential probability on the key, we introduce
the idea of using a set of differential characteristics. This is slightly different
from truncated differentials in the sense that this attack use a set of differentials
of S-boxes and apply this to round function, which is a partitioning type, and
construct a new type of 2-round iterative characteristics. By this characteristics
we can considerably reduce the influence of the key value as well as get higher
differential probability than described in Section 3.
1 A 3-round iterative characteristic which has 2 active S-boxes in each round is im-

possible
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4.1 A Set of Differential Characteristics

We use a set of differential characteristics as shown in Figure 3. The differences
of plaintext pairs are (00000�00x ‖ 00000000x). � means nonzero 4-bit difference
whose MSB(most significant bit) is zero.

This set of differential characteristics are possible when LSB(least significant
bit) of output difference of each active S-box is zero. The number of active S-
boxes increases one by one with the number of rounds, and saturates with 4
after round 8.

At first we estimate the probability of differentials of each S-box. That is
Prob{nonzero difference whose MSB is 0 → nonzero difference whose LSB is 0}.
The probability varies from 0.30 to 0.75 depending on S-box number and the
key values(see Appendix C for details). Let pSi be average probability of Si for
all key values. The average probability of each round is the products of pSi of
active S-boxes. For example the average probability of round 8,10, and so on is
pS1 × pS3 × pS5 × pS7 = .43 × .37 × .37 × .47.
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4.2 An Attack on GOST

To recover the last round sub-key, we use the characteristics as shown in Figure 3.
At first we have to fix all 32 bits of input difference to (n − 1)-th F -function to
zero. To realize this a cancellation has to happen at an xor operation after the
(n-2)-th F -function. If each value of � is randomly distributed form 1 to 7, the
probability of getting zero difference is (17 )4. We estimate the probability pn of
this characteristics for n-round GOST. The probability is shown as follows when
n is even2.

pn = p
n
2 −1
S3

× p
n
2 −2
S6

× p
n
2 −2
S1

× p
n
2 −3
S4

× p
n
2 −3
S7

×p
n
2 −4
S2

× p
n
2 −4
S5

× p
n
2 −5
S8

×
(

1
7

)4

. (2)

S/N-ratio is defined as follows[8].

S/N =
2k × p

α × β
.

k = number of key bits we are looking for
p = probability of characteristics
α = average count of keys per analyzed pair
β = ratio of analyzed pairs to all pairs

In this 2-Round attack each value is described as follows3.

k = 32, α = 1, β = 2−20

Consequently we get

S/N = pn × 252. (3)

Table 1 shows the estimated values of p, S/N , and the number of chosen plain-
texts needed. If we choose a structure of 23 plaintexts which differ only at 3 bits
of PL(� in Figure 3), one structure proposes 28 pairs of plaintexts. For example
245 plaintexts propose about 247 pairs. In the case of the keys which make the
probability of differential characteristics the highest, p17 equals 1.6 × 2−49 and
17-round GOST can be attacked.

5 A Related-Key Attack

A related-key attack were first described in [5]. John Kelsey et al. proposed
related-key attack of GOST[6]. But no concrete characteristics was revealed. In

2 When n is odd the probability is shown in a similar way
3 20 bits of CR are fixed to zero, so β = 2−20. All bits of CL ⊕ Fn(CR) are fixed to

zero, so α = 1
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Table 1. Estimates of pairs needed for differential attack

Rounds Prob. S/N Chosen Plaintexts
12 1.2 × 2−44 28 245

13 1.7 × 2−50 7 251

14 1.5 × 2−55 0.4 impossible

Table 2. Estimates of pairs needed for related-key attack

Rounds Prob. S/N Chosen Plaintexts
20 1.8 × 2−47 1.8 × 25 249

21 1.3 × 2−52 1.3 256

22 1.1 × 2−57 2−5 impossible

this section the differential cryptanalysis mentioned in Section 4.2 is expanded
with combining related-key attack, and the concrete characteristics are shown.
Two unknown related keys K and K∗ are used for attack. The relationship
between two keys are described as follows.

K = (k1, k2, ··, k8)
K∗ = (k1 ⊕ 80000000x, k2, ··, k8)

Using plaintext P = (PL, PR) for key K and P ∗ = (PL ⊕ 00000700x, PR) for
key K∗, we can bypass the first 8 rounds for free with probability 1

4
4. Figure 4

shows the differential characteristics using related-key attack.
In round 9 output difference is 00000�00x with probability 3

4 . After round
10 the differential characteristics are the same as described in Section 4.2. Con-
sequently the probability of the differential characteristics of n-round GOST is
1
4 × 3

4 × pn−8. Where pn−8 is calculated from equation (2).
Table 2 shows the estimated values of p, S/N, and the number of chosen

plaintexts needed for attack.

6 In the Case of Random S-Boxes

The S-boxes are not specified in GOST. In this section we discuss the attack
in the case of random S-boxes. We have generated 100,000 of random S-boxes,
and obtained the Prob{nonzero difference whose MSB is 0 → nonzero difference
whose LSB is 0}. Table 3 shows the probability, corresponding ratio of the num-
ber of S-boxes, and the number of rounds we can attack. On average 12 rounds
of GOST can be attacked with a set of differential characteristics.

Next we consider the case of the analysis with combining related-key attack.
The best characteristic in round 1 to bypass the first 8 rounds for free varies from
4 (k1 ⊕ 80000000x) + PR = k1 + (PR ⊕ 80000000x). So this probability is equal to

Prob{8x → ex}. For all values of k1 this probability of S8 is 1
4
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Fig. 4. The differential characteristics with related key

Table 3. Estimates in the case of random S-boxes

Prob 0.34≤ 0.38≤ 0.42≤ 0.47≤ 0.50≤ 0.54≤ 0.625
Ratio(%) 62 27 8 2.3 0.5 0.4

Rounds (differential) 12 13 14 15 16 17 ∼ 20 20
Rounds (related-key) 19 20 21 22 23 24 ∼ 26 27

the S-box construction. But we can always find the characteristic which has the
probability larger than 1

8 . So we use this probability for every S-boxes here. On
average 19 rounds of GOST can be attacked with combining related-key attack.

The maximum probability of all random S-boxes5 is 0.625. In this case 20
rounds of GOST can be attacked using a set of differential characteristics, and
27 rounds of GOST can be attacked with combining related-key attack.

Consequently this set of differential characteristics is useful even if S-boxes
are randomly generated.

7 Conclusion

In this paper we described the first result of an attack on GOST with reduced
number of rounds using a set of differential characteristics, which is a partitioning
5 The S-box which has the maximum probability is

{9,7,5,1,11,15,3,13,0,4,12,10,14,8,2,6}
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type. In the case of S-boxes used in an application for the Central Bank of the
Russian Federation, on average using 251 chosen plaintexts the key of 13-round
GOST can be obtained. In the case of the keys which make the probability of
differential characteristics the highest, 17-round GOST can be attacked. The
analysis is also expanded with combining related-key attack. Using 256 chosen
plaintexts the key of 21-round GOST can be obtained.

We also show this attack is applicable, even if the S-boxes are randomly gen-
erated. On average 12 rounds of GOST can be attacked with a set of differential
characteristics, and 19 rounds of GOST can be attacked with combining related-
key attack. In the case of the weakest S-box 20 rounds of GOST can be attacked
with a set of differential characteristics, and 27 rounds of GOST can be attacked
with combining related-key attack.

Appendix A: S-Boxes

A set of S-boxes used in an application for the Central Bank of the Russian
Federation are given in page 333 of [7].

S8 = {1,15,13,0,5,7,10,4,9,2,3,14,6,11,8,12}
S7 = {13,11,4,1,3,15,5,9,0,10,14,7,6,8,2,12}
S6 = {4,11,10,0,7,2,1,13,3,6,8,5,9,12,15,14}
S5 = {6,12,7,1,5,15,13,8,4,10,9,14,0,3,11,2}
S4 = {7,13,10,1,0,8,9,15,14,4,6,12,11,2,5,3}
S3 = {5,8,1,13,10,3,4,2,14,15,12,7,6,0,9,11}
S2 = {14,11,4,12,6,13,15,10,2,3,8,1,0,7,5,9}
S1 = {4,10,9,2,13,8,0,14,6,11,1,12,7,15,5,3}

Appendix B: An Example of Dependence
of Differential Probability on the Key

The table below shows the Prob{8x → 2x} of S1, Prob{1x → ax} of S4,
Prob{5x → 1x} of S7 used in an application for the Central Bank of the Russian
Federation. The key values in the table are 4 bits of the round-key whose bit
positions are corresponding to each S-box. We don’t count the case in which
differential carry bit occurs to the fourth position, because carry bit doesn’t
hold the input difference of upper S-box to be zero. This table shows that the
probability becomes zero for more than half of the key space.

key 0 1 2 3 4 5 6 7 8 9 a b c d e f
S7 0 .13 0 .25 0 .13 0 0 0 .13 0 .25 0 .13 0 0
S4 .38 0 .38 0 .38 0 .38 0 .38 0 .38 0 .38 0 .38 0
S1 .13 0 0 0 0 0 0 0 0 .13 .13 .13 .13 .13 .13 .13
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Appendix C: Differential Distribution Table of Each S-Box

This table shows Prob{nonzero difference whose MSB is 0 → nonzero difference
whose LSB is 0} of each S-box used in an application for the Central Bank of
the Russian Federation. We don’t count the case in which differential carry bit
to the fourth position occurs, because carry bit doesn’t hold the input difference
of upper S-box to be zero.

key 0 1 2 3 4 5 6 7 8 9 a b c d e f average pSi

S8 .46 .46 .43 .43 .43 .46 .46 .46 .46 .46 .43 .43 .43 .46 .46 .46 .45
S7 .75 .55 .43 .36 .39 .38 .43 .55 .75 .55 .43 .36 .39 .38 .43 .55 .47
S6 .43 .39 .32 .30 .32 .32 .36 .39 .43 .39 .32 .30 .32 .32 .36 .39 .35
S5 .46 .39 .36 .32 32 .32 .36 .43 .46 .39 .36 .32 32 .32 .36 .43 .37
S4 .46 .38 .36 .32 .39 .32 .36 .39 .46 .38 .36 .32 .39 .32 .36 .39 .37
S3 .43 .39 .32 .32 .32 .32 .43 .39 .43 .39 .32 .32 .32 .32 .43 .39 .37
S2 .46 .43 .36 .36 .32 .38 .36 .38 .46 .43 .36 .36 .32 .38 .36 .38 .38
S1 .57 .55 .43 .36 .39 .36 .36 .43 .57 .55 .43 .36 .39 .36 .36 .43 .43
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