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Abstract1. Backup real-time channels is a technique to provide uninterrupted 
service in the presence of router failures during real-time transmissions. This 
technique adds the notion of availability to the concept of QoS (Quality of 
Service), usually expressed in terms of guaranteed throughput and maximum 
delays only. Availability comes at the cost of increasing the required resource 
(bandwidth, buffers) reservations, due to the needs of a backup channel.  
However, this extra resources reservation is potentially wasted, since fault rates 
are very low. This paper proposes a systematic method for estimating and 
optimizing resource reservations. This approach is based on inaccurate failure 
detection in order to reduce latency is proposed. The cost of inaccurate failure 
detection is that the backup channel will be activated and utilized unnecessarily 
upon detection of “false failures”. However, the paper shows, through 
simulations and using MPEG transmission traces, that the percentage of false 
failures is almost negligible.  

1. Introduction 

QoS is a key issue for using computer networks for multimedia transmissions. 
Although there is not a clear and standardized approach of how this requirement will 
be provided, it seems that it will be based on establishing a set of contractual clauses 
between the client and the provider of the service in order to guarantee some 
performance requirements. The actual proposals for guaranteeing QoS mainly rely on 
network resource reservation schemes.  

QoS requirements usually include parameters like throughput, maximum delays or 
jitter. However some critical real-time applications, like scientific and medical 
monitoring, demand not only transmission performance and predictability, but also 
availability: maintaining the QoS service in spite of router or link failures. 
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The availability requirement can be dealt with through the use of redundant 
channels. Redundancy can be managed using two extreme approaches. In the Multiple 
Copy Approach [1] all redundant channels are simultaneously active, while in the 
Backup Channels Approach [2] a backup is only activated upon failure detection. The 
backup approach is, in principle, more efficient, since it does not waste bandwidth in 
the absence of failures, but this paper shows that its performance strongly relies on the 
failure detection latency and channel setup time. Backup channels have the drawback 
of keeping some bandwidth reserved without being used. This resource waste can be 
improved by using the technique by Shin [3] based on reserving spare resources. 
However, two important issues concerning resource reservation remain unsolved: 
how to estimate the bandwidth reservation for the primary and backup channels and 
how does failure latency affects these estimations. 

The resource reservation for a given workload on a real-time channel can be 
estimated from its real-time requirements by properly defining that workload under 
the flow model of a particular resource reservation protocol. In this sense, it is worth 
noting that every protocol defines its own different flow model. This way, the IETF 
standard proposal for resource reservation, known as RSVP (Reservation Protocol) 
[4,5], defines a flow for a guaranteed service [6] based on the token bucket scheme 
while other proposals, like the Tenet Suite [7] or ATM [8] use different flow models.  

On the other hand, the real-time requirements for a particular workload under the 
backup channels scheme is determined by the failure detection scheme. This is due to 
the following observation: the longer is the failure latency time, the more demanding 
the delay requirements of the backup channel are, in order to maintain the desired 
QoS. According to this, the paper introduces a scheme for fault detection whose goal 
is to reduce failure latency (and, thus, resource reservations). The proposed technique 
reduces failure latency by “suspecting” a failure before it occurs. This yields 
unnecessary activations of the backup channel when a failure is not finally confirmed. 
This technique can be considered a trade off between failure detection latency and the 
utilization of the backup channel. The demand of resources of this technique is 
compared to previously proposed schemes under the RSVP protocol using MPEG 
workloads. The percentage of “unnecessary activations” of the backup channel is 
evaluated using a simulator. Results show that this rate is negligible. 

The mechanisms for establishing disjoint paths, failure detection, recovery and 
reporting and channel reconfiguration are beyond the scope of this paper and there 
exist well-known solutions that can be easily introduced to the proposed scheme. 
However, in section 6, a simple way to implement this protocol is sketched.  

2. Failure Detection Scheme 

There are several schemes to provide fault-tolerance for real-time channels [1,3] in 
multi-hop networks with several alternative routes between the sender and receiver: 
• Multiple active channels: several redundant real-time channels are setup through 

different routes; packets are sent simultaneously through all channels. The scheme 
works as long as the receiver gets at least one of the replicated packets. This is a 
costly technique but it provides uninterrupted service in spite of failed routers. 
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• Backup channels: there is a primary channel and a backup channel but this 
channel is only setup upon a failure of the primary channel. This technique saves 
unnecessary bandwidth utilization but has the drawback of requiring failure 
detection and the delay introduced for setting up the backup channel. Besides, it 
may occur that there exist no enough resources when trying to setup the backup 
channel. 
Reserving resources in advance for the backup channel can solve some drawbacks 

of the second approach: that would improve the setup time and avoid the lack of 
enough resources. A key aspect of the backup channel approach is failure detection. 
Proposals for failure detection rely on behavior-based techniques for detecting 
communication failures. More precisely, heartbeats (“I am alive” messages) are used 
to detect failures of neighbor nodes, or in an end-to-end fashion. An important 
problem pointed out by Shin [11] is failure detection latencies, especially in the end-
to-end detection technique. This latency can be a serious obstacle for applying this 
technique, since it makes the delay requirements of the backup channel very 
demanding in order to keep the service uninterrupted, and that causes the 
corresponding resource reservations to be sometimes unacceptable.  

The scheme for failure detection proposed in this paper is aimed to achieve an 
efficient channel resource reservation. It is based on “suspecting” a failure when the 
packet delay through the primary channel is close to the maximum guaranteed delay. 
Whenever a failure is suspected, the backup channel is activated. This yields 
unnecessary backup channels activations due to inaccurate failure detection (false 
failures), but it has the advantage that the delay requirements of the backup channel 
are not so restrictive. That allows reducing the required bandwidth for the backup 
channel. In summary, the proposed trade-off is to allow inaccurate failure detection in 
order to minimize latency optimizing, thus, resource reservations. The only situation 
where the inaccuracy of the failure detector could be considered non-acceptable 
would be when the sender has periods of relatively long inactivity. This would imply 
either to inject heartbeats or to modify the traffic to ensure that the connection is not 
used for some (relatively) long time. In practice, it has been proved that using MPEG 
video there are not periods of inactivity, due to the MPEG encoding scheme. 

Let df  be the failure detection time. It is assumed that df  is that it is strictly less than 
the maximum delay of the primary channel, denoted as dA. The problem consists in 
how to choose df  in order to trade-off failure detection latency and resource 
reservation. The maximum delay experienced by the first packet retransmitted 
through the backup channel upon a failure, denoted as dtotal, can be expressed as 
dtotal=dA+ds+dB where dA and dB are the maximum delays of the primary and the backup 
channel respectively and ds is the setup time for the backup channel. If dtotal has to be 
less than the maximum allowed delay for the real-time transmission, then dA and dB 
will have to be more demanding. The more demanding is the maximum delay for a 
channel, the more resource reservation is required. 

According to the above proposed technique, the idea is to choose a failure 
detection threshold df  such that df <dA in order to allow a larger dB. When a packet 
delay exceeds df  then the backup channel would be activated, although the primary 
channel would not be discarded, since it could be due to a “false failure”. Using df  as 
a failure detection threshold, dtotal can be now expressed as dtotal=max(dA,df+ds+dB). 
This way, the upper bound for dA could be dtotal,, while dB  could be chosen as dtotal-df-ds. 
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The fact that df, is always less than dA implies an important reduction in resource 
reservation for the backup channel. In addition, resources reserved in routers for the 
backup channel could be available for non-prioritary packets, so this technique would 
not imply resource wasting. The only situations where resources are wasted are upon 
detection of  “false failures”.  

3. A Method for Optimal Network Resource Reservations 

The goal of this section is to introduce a method for obtaining optimal resource 
reservations for a given workload in an accurate way, so admission control algorithms 
do not over-estimate the resources required by a connection.  

The end-to-end delay bound is a function of the reserved bandwidth in the links 
and it is usually calculated using a model for the traffic and a network model. The 
IETF specification for a guaranteed Service[6] uses the token bucket (b, r, p) traffic 
model where the number of bits that the source transmits is less than b +pt, for any 
interval of time t. The maximum end-to-end queuing delay bound can be calculated 
using these equations: 
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where Ctot, Dtot are the parameters defining the network, p,r,b,M are the traffic flow 
parameters, R is the bandwidth reservation in the network and Qdelay the end-to-end 
delay. Note that equation (2) does not depend on the flow parameters, since the 
reserved bandwidth R is greater than the peak rate p, so there are no packets queued 
from this flow. For instance, with a WFQ (Weighted Fair Queueing) scheduling 
algorithm Ci and Di can be calculated as follows: Di is equal to the MTU (Maximum 
Transmission Unit) of the link divided by the link bandwidth Bi, with the condition 
that M must be smaller than the minimal MTU of the path. The value Ci is assumed M 
in order to consider packet fragmentation. The buffer size needed in the nodes is 
b+Csum+Dsumr where Csum y Dsum are the sum of all the previous Ci y Di parameters.  

A simpler equation that not depends on the peak rate to obtain the end-to-end delay 
is the one based in the Parekh’s work [16] that is usually used for nodes with WFQ 
schedulers (some other schedulers use this equation too: Virtual Clock, WF2Q, FFQ, 
SPFQ). If the source traffic is constraint by a leaky bucket (σ,ρ) flow then the 
maximum end-to-end delay is: 
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where Li is the maximum packet size for session i,  Lmaxj is the maximum packet size 
in node j, Cj the bandwidth of the link j and n the number of nodes. This equation is 
equivalent to (1) when the peak rate p is infinite (b and r parameters are equivalent to 
σ,ρ, Li = M and Lmaxj = MTUj). The buffer size in the j node is σ+jLi. It is important 
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to remind that the network minimal latency must be added to the described equations 
(1)(2)(3) in order to obtain the complete delay. This latency is a fixed value and 
depends mainly on the physical transmission, which is usually  negligible compared 
to the network delay. 

Shortly, for calculating the reservation of networks resources it is necessary: (1) a 
network model, to obtain the Ctot, Dtot, M parameters already determined, and (2) the 
calculation of the flow parameters (b,r,p) or (σ,ρ). Of these parameters, the peak rate 
is obtained directly. The problem is how to calculate the σ and ρ parameters to 
optimise network resources, that is, to minimise the value of R in equations (1)(2) and 
(3). To find the optimal bandwidth reservation, a costly and not bounded iterative 
method on traffic traces can be used. However, a much more convenient and fast 
method based on the concept of empirical envelope  is introduced in [12]. 

Workload
traffic

QoS 
Requirements

Empirical
envelope

Flow
parameters

Optimal
resource

reservationNetwork
characterization

Envelope
points

 

Fig. 1: Process for obtaining optimal reservation 

The concept of the empirical envelope was introduced in [7,9] by the Tenet group. 
The empirical envelope E(t) gives a time invariant bound of the traffic. Function A(t) 
is defined as the number of bits transmitted in a given time t. This function can be 
used to characterise the traffic, but it is time dependent, i.e, its value depends on the 
origin for measuring the time interval t. So E(t) is defined as the most accurate 
constraint function that bounds input traffic and is time independent. Using the 
empirical E(t), a set of points are calculated, the envelope points, that give a 
condensed description of the traffic flow. The number of points obtained have been 
proved to be very low (always less than 100 points for 30000 frames of MPEG 
videos). Using these points the optimal bandwidth reservation of the nodes can be 
obtained in a fast and bounded way.  

In short, the process is as follows (figure 1): from the workload traffic the 
empirical envelope is calculated and then the envelope points. With the QoS 
requirements (maximum delay) and network characterization, the σ and ρ parameters 
that optimise network resources are calculated. Another conclusion of this work [12] 
is that the flow parameters that make optimal the reservation are the same for the 
Parekh’s delay equations (3) and IETF/RSVP guaranteed service (1)(2) using a WFQ 
class scheduler. This implies a simplification of the calculation for IETF/RSVP and 
an extension of the results to both models. 
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4. Description of the Network Model and MPEG Workload 

Figure (2) describes the networks used in this paper. Network 1 is a typical IP 
network with 3 nodes and bandwidths over 50 Mb. Network 2 has 9 nodes and it is an 
example of a multi-hop long path network, and Network 3 is an ATM like with fixed 
packet size (53 bytes) with high bandwidths. The scheduling of the nodes is the well-
known WFQ [14] algorithm.  In the table M is the maximum packet size and m is the 
minimum policed unit. The total delay of the network is the sum of the queue delay 
(Qdelay) and the minimum path latency. Without loss of generality, for all cases the 
setup time ds will be considered 0. In the last point of this article it can be shown that 
this value does not affect the results. 

Nowadays, the foremost objective of real-time networks is the transmission of 
video. This is usually transmitted using the MPEG compression algorithm. Therefore, 
it is important to evaluate our new scheme with these kinds of traffics. In this paper, 
we use some well-known Rose’s MPEG-1 video traces [13]. The original sequences 
have 30000 frames but in this paper only the first 1500 frames are used (about a 
minute of video) due to the large simulations times. However, using the complete 
sequences has been proved to produce similar results. 
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NETWORK 2

NETWORK 1
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n2

l2
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l3
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n5

l6

l4
NETWORK 3

n10 n19l11 l20l12  .. l19

 
Network 1 Network 2 Network 3 
Link BW 

(Mbps) 
MTU 
(bits) 

Link BW 
(Mbps) 

MTU 
(bits) 

Link BW 
(Mbps) 

MTU 
(bits) 

l1,l5 50 10000  l1,l5,l9,l11,l15,l19 50 25000 l1,l4 100 428  

l2,l6 35 12000 l2,l6,l10,l12,l6,l20 100 20000 l2,l5 52 428  
l3,l7 100 15000 l3.l7,l13,l17 52 15000 l3.l6 155 428  
l4,l8 50 20000 l4,l8,l14,l18 50 20000  
M = 1Kbyte m = 1000 bits M = 1Kbyte m = 500 bits M = 428 bits 

Fig. 2:  Sample Network parameters 

 
The workloads used are different types of traffic, which are representative of the 

most usual ones. The first one, the LAMBS traffic, is part of the movie “The Silence 
of the Lambs”. It is a bursty traffic as can be shown in figure 3(a), with big rate 
variation between the movie sequences. Figure 3(b) shows the corresponding 
cumulative arrivals and envelope functions. The SOCCER traffic is recorded from 
the Soccer World Cup 1994 Final: Brazil vs. Italy. It is a bursty traffic (see figure 
3(c)) with a big peak over the frame 1250. Figure 3(d) shows the corresponding 
cumulative arrivals and envelope functions. The NEWS traffic is a German news 
show (see figure 3(e) and 3(f) ). It has a very regular pattern, with very low variations.  
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5. Analytical Evaluation  

The goal of this section is to compare the resource reservations of the proposed 
backup channels scheme with the other two schemes introduced in section 2. These 
results will be used in the next section, to evaluate the goodness of this new scheme 
simulating the same scenarios. The only parameter that has to be specified is the total 
delay dtotal and the primary and backup channel delays (dA, dB).  
• A&B Scheme: The sender always sends packets simultaneously through channels 

A and B. The maximum delay for both channels is dtotal. This is an expensive 
technique because the channel B is always in use.  

• A|B Scheme: In this scheme, channel B is only activated upon detection of a 
failure in channel A. Failures are detected when the delay of a packet exceeds 
dtotal/2. Therefore, the maximum delay for both channels is dtotal/2. Channel B is not 
used until a failure is detected. This allows routers to use the resources of channel 
B to transmit non-prioritary traffic. This avoids wasting assigned network 
resources.  

• A^B Scheme: The proposed scheme still has a maximum delay of dtotal/2 for 
channel B, but allows channel A to be less restrictive by doubling its delay to dtotal. 
Like in the A|B scheme, channel B is not used until the delay of channel A is more 
than df. Recall that this can generate false failures, since the expected packet could 
arrive later through channel A, but still on time to meet its deadline dtotal.  
In all evaluations a minimum value of dtotal is selected in order to reserve the 

maximum resources the network allows. From this value, another two bigger multiple 
values of dtotal are selected. From the traffic description, it is possible to calculate the 
False Failure Rate (FFR). This FFR is an estimation of how many times the backup 
channel will be activated due to “false failures”. The goal is to obtain the portion of 
traffic that causes a delay bigger than dtotal /2.  Consider a new reduced traffic obtained 
by eliminating the peaks from a given traffic. This reduced traffic gives less delay 
than the original one. Figure (4) shows the original SOCCER traffic. and a reduced 
SOCCER traffic in a 1% . The new reduced traffic has a peak rate of 2464167b/s and 
a mean rate of 584922b/s.  
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Fig. 3 (a) Lambs traffic, (b) cumulative and envelope functions (c) Soccer traffic, (d) 
cumulative and envelope functions (e) News traffic (f)  cumulative and envelope functions. 

The False Failure Rate (FFR) can be thought of as the rate of  traffic reduction that 
gives a delay of dtotal /2. For example, if the SOCCER traffic is reduced in 1% by 
eliminating the peak rates, then thie reduced traffic has a lower delay dx of 0.016s 
using the same network parameters. Therefore, the goal is to obtain the reduction rate 
that yields a delay of dtotal /2. This portion of the traffic produces the difference of 
delay between dtotal  and dx. In order to calculate the delay, the traffic is first reduced in 
a rate r and then, b and r parameters are calculated. With these parameters and the 
reservation of the original traffic, the delay can be calculated using equations (1) and 
(2). Thus, an approximation of the False Failure Rate (FFR) can be calculated in an 
iterative way. 

NETWORK 1 : Table (1) shows the results for all three traffics in Network 1. 
Three total delays (dtotal) are used in these comparisons. The delays for channels A  
and B (dA and dB) and their respective reservations are obtained from dtotal. RA and RB 
are the reservations for  channel A and B respectively, and Rtotal is the total reservation 
for both channels.  
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Fig. 4: (a)Original traffic,(b) Reduced traffic 

Table 1:  Reservations for Network 

 A&B   A|B   A^B   
dtotal(s) 0.1 0.05 0.02 0.1 0.05 0.02 0.1 0.05 0.02 
dA(s) 0.1 0.05 0.02 0.05 0.025 0.01 0.1 0.05 0.02 
dB(s) 0.1 0.05 0.02 0.05 0.025 0.01 0.05 0.025 0.01 

LAMBS         

RA(Mb/s) 0.87 1.36 2.05 1.36 1.89 4.6 0.87 1.36 2.16 

RB(Mb/s) 0.87 1.36 2.05 1.36 1.89 4.6 1.36 1.89 4.6 

Rtotal(Mb/s) 1.74 2.72 4.1 2.72 3.78 9.2 2.23 3.25 6.76 
% A^B -/50 -/50 -/50 18/36 14/28 27/53    

     FFR 0.055 0.023 0.04 

SOCCER         

RA(Mb/s) 2.43 2.74 3.53 2.74 3.25 4.25 2.43 2.74 3.53 
RB(Mb/s) 2.43 2.74 3.53 2.74 3.25 4.25 2.74 3.25 4.25 
Rtotal(Mb/s) 4.86 5.48 7.06 5.48 6.5 8.5 5.17 5.99 7.78 
% A^B -/50 -/50 -/50 5.6/11 7.8/16 8.4/17    

     FFR 0.004 0.004 0.004 

NEWS         

RA(Mb/s) 0.57 0.89 2.17 0.89 1.73 4.6 0.57 0.89 2.17 
RB(Mb/s) 0.57 0.89 2.17 0.89 1.73 4.6 0.89 1.73 4.6 
Rtotal(Mb/s) 1.14 1.78 4.34 1.78 3.46 9.2 1.46 2.62 6.77 
% A^B -/50 -/50 -/50 18/28 24/49 26/53    
      FFR 0.084 0.039  

 

In general, resource savings are more important as the total deadline becomes more 
restrictive. This way, in the LAMBS workload for dtotal = 0.02s  it saves about 2.5Mb/s 
of bandwidth over the A|B scheme (27% off) but, for 0.05s the savings are only of 
0.53Mb/s (14%). In the SOCCER workload, the savings are of 0.7Mb/s over A|B 
(8.4%) for the more restrictive deadline of 0.02s. In the News traffic, the savings are 
of 1.8Mb/s over A|B (24%) for a deadline of 0.05s . These results hold for every link 
in the path, so in the first example the total resource savings in the network are 
9.5Mb/s. Assuming that the resources of channel B could be used by the router when 
the channel is not in use  (that is, considering only the resources of channel A), results 
are substantially better. This way, in the NEWS workload, savings are of 0.89Mb over 
A|B (49% off) and 0.89Mb over A&B (50%) for a dtotal = 0.05s.   

The estimated false failure rates are very low for all calculated deadlines. Taking 
into account the cost that supposes the false failures in the use of the channel B in the 



  Evaluation of a New Resource Reservation Scheme for MPEG Transmission 131 

last example, the equivalent reservation is  (0.039 * 0.89 = 0.034),  the total 
reservation is 0.93, that is still lower than the other two schemes. 

The resource gain depends mainly of the difference between the bandwidth 
reservation obtained for dtotal (R value) delay and dtotal (R’ value). Figure (5a) shows 
graphically this difference for the LAMBS traffic with deadlines between 0 to 1s. It 
shows that the peak of resource savings is for a deadline of 0.2s. From 0.2 to 0.4s the 
savings decay greatly to later increase very slowly. For the SOCCER traffic (see 
figure 5b) the curves are very different. The gain is high for very low deadlines, but 
decreases very quickly until 0.7s to later increase lineally. The NEWS traffic (figure 
5c) is very similar to the LAMBS traffic with a peak gain of 42%. Figure (5d) shows 
the total gain for all three traffics in Network 1. 
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Fig. 5: (a)(b)(c) Reservations for LAMBS, SOCCER and NEWS in network 1. (d)(e)(f) Total 
percentage gain in network 1, 2 and 3. 

In Network 2 an evaluation of the reservations over a long path is done. Figure (5d) 
shows the gain from 0 to 1s, which is very similar to network 1. The FFR is also very 
similar.  

In Network 3 the delays are very small due to the high bandwidth of the links and 
little size packets. In this network the percentage gain curves differ from the last 
networks. It has a peak gain at very low delays and falls very quickly to 
approximately 0 at 0,005 seconds to later increase exponentially. 

In summary, the proposed A^B scheme reserves a total of resources that is in 
between the other two schemes. In general, the greatest savings are obtained with the 
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LAMBS traffic, but with a false fail rate of about 10%. This is reasonably because it 
has a regular pattern. On the other hand the SOCCER traffic has lesser gains, due to 
its high variability. Despite this, it has the best FFR. The resource savings are between 
10 to 30% over the A|B protocol, and considering only the primary channel, the 
savings are between 10 to 50% over the A&B and A|B protocols.  

6.  Network Simulations 

The goal of this section is to validate the new introduced scheme by evaluating how 
many times the backup channel will be activated due to a “false failure”. This rate 
will be shown that it is very low. This is mainly due to the fact that the equations used 
to guarantee the maximum delay of a packet (as the ones used in the last section) give 
a very pessimistic bound of the traffic, and that only happens when the network is 
fully loaded. Normally, packets arrive much sooner than their deadlines. 
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Fig. 6 :Density functions for packet arrival. SOCCER traffic in Network 1 and 2. 

For this study, the ONetSim [15] network simulator has been developed. ONetSim 
is a C++ object oriented discrete-event simulation program specifically designed to 
test traffic workloads and scheduling algorithms. ONetSim allows to specify the 
network in a simply description language and it can use a deterministic flow as the 
MPEG traces seen in former sections. The traffic is introduced in the network 
following the token bucket flow. The WFQ scheduler is used for all simulations. One 
of the problems that arises in the simulations is the one of how to load the network in 
order to compare schemes involving guaranteed performance connections. To solve 
this problem, 10 channels are created in each node with a load index that ranges from 
0% (no load) to 100% (full load). The load index is the percentage of the rest of the 
free bandwidth of the link.  

Figure (6) represents the density functions for packet arrival in the simulations with 
SOCCER traffic. It is clearly shown that all packets usually arrive much sooner than 
their nominal deadlines and the more loaded the network is, the more the packets are 
delayed. These two obvious facts, is the basis for the efficiency of the proposed 
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scheme. For example, in Network 1 with full load the maximum delay is 0.024s 
seconds, that is below the threshold (0.025s). In Network 2 only with full load, the 
delay of some packets goes  beyond the threshold for activating the backup channel: 
0.025s. This implies that all the nodes are full loaded (a very improbable condition).  

Table 2: Max. packet delay (µs) in Network 1. 

Delay / Load 0 25 50 75 100 

LAMBS Traffic 

100000 643 1601 3191 5003 8929 
50000 643 1520 3223 4671 6903 
20000 643 1447 2793 4056 5816 
10000 78 470 1084 1584 2166 

SOCCER Traffic 

100000 643 1574 3137 5143 78470(0.52%) 
50000 643 1479 3000 3926 24178 
20000 643 1275 2348 3478 10895(0.05%) 
10000 643 1008 1956 2603 4114 

NEWS Traffic 

100000 613 1420 2676 3963 7047 
50000 576 1481 2997 3736 6693 
20000 78 493 1048 1671 2136 
10000 78 422 1015 1580 2095 

 
Table (2) shows the results of the simulation of the maximum delays for the traffics 

in Network 1. It can be observed that only for the SOCCER traffic the failure 
detection threshold df is surpassed. This condition only happens when the network is 
full loaded (For example 0.52% FFR for full load for 0.1s). The simulation results of 
the maximum delays in Network 2 are very similar to Network 1. Only for soccer 
traffic the detection threshold df is surpassed. And finally, in table (3) are the 
simulation results of the maximum delays for the traffics of Network 3. The delays 
are very low due to the high bandwidth and little (and fixed) packet size. In this ATM 
like network, the obtained delays obtained are very close to the calculated deadlines. 
The reason is that the little packet size makes more fluent the traffic so the network 
behaves more like a network flow and the deadline equations yield better estimations. 

In general, the packet delays of the simulations are similar to those of other papers 
[18]. The first question that arises is why the packet delays are so much lower than 
their deadlines. The main reason is the bursty characteristics of the traffic. Some other 
reasons are that traffic characterization (the flow model) makes a very coarse 
approximation of the traffic dynamics and that the delay bound equations are very 
pessimistic. 

With these experimental results, the resources in the backup channel can be 
reduced even more using a greater delay. For example, in Network 1, for the NEWS 
traffic with dtotal=0.05s a failure detection threshold df=0.01s can be used, since there 
is no packet that surpasses this value (see table (1)). That gives for backup channel a 
maximum deadline dB=0.4s. The reservation for this deadline is about 0.99Mb/s (the 
original deadline was 0.025s with 1.73Mb/s reservation). That gives a total 
reservation of 1.89Mb/s that saves 1.57Mb/s over the A|B schemes (46% off). For 
dtotal=0.01s the savings can be up to 60%. 
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Table 3 :Maximum packet delay in Network 3. All values are in µs. 

Delay / Load 0 25 50 75 100 
LAMBS Traffic 
100000 15.27 93.06 101.85 103.74 47859 
50000 15.27 99.25 101.86 103.04 26735(0.42%) 
10000 15.27 92.33 96.41 103.20 3297 
5000 15.27 93.54 99.54 100.53 373 

SOCCER Traffic 
100000 15.27 70.11 104.6 105.46 96091(21.05%) 
50000 15.27 71.21 104.17 104.76 46569(13.71%) 
10000 15.27 70.43 102.72 103.35 8201(0.36%) 
5000 15.27 69.96 103.48 104.53 3392(0.87%) 

NEWS Traffic 
100000 15.27 98.33 98.19 100.05 5424 
50000 15.27 82.20 103.55 102.66 1730 
10000 15.27 97.24 100.12 96.95 307.58 
5000 15.27 92.35 94.15 99.59 173.2 

7.    Implementation 

The proposed scheme for backup channels can be implemented as a part of a transport 
protocol on top of all other network protocols, as shown in figure (8a). The FSM 
(Failure Suspect Module) module will provide the mechanisms to calculate the 
primary and backup delays, activate the backup channel when a packet delays more 
than df, and inject heartbeats in the network when there is not traffic. However, for 
MPEG video it has been proved that the injection of heartbeat packets is not 
necessary because there is always traffic to send. The receiver starts counting the 
delay of the next packet when receives the previous one. Then, the receiver activates 
the backup channel when a packet is delayed more than df, by sending a system 
message (using the reserved backup channel) to the sender (Figure 8b). Simulations 
prove that the delay between the received packets are very uniform in time, i.e., if a 
packet P1 takes the minimum delay to arrive to the receiver, then the next packet P2 
will take a very similar time. It is not possible that this packet takes a very long delay 
(but less than df), forcing the receiver to activate the backup channel, because the 
difference of time between P2 and P1 is greater than df. 

When the sender receives the backup activation message, it starts transmitting 
through the backup channel. The setup time ds for this new channel is the time needed 
for this high priority message to reach the sender. In the simulations this time is very 
low (it ranges from 15µs for the ATM like network to 187µs for Network 2). When 
the sender starts transmitting through the backup channel, it begins with the first 
packet so the buffers are empty for this channel. This implies that the firsts packets 
are delayed below its calculated deadline dB, only depending on the network load; so 
we can assume that the time ds will not influence in the total delay dtotal. 
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ATM, IPv6 etc...
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Fig. 8 : Implementation of the FSM. 

The network or transport layer must provide some services: some way to create 
disjoints channels, a reservation mechanism to ensure delays (like ATM, RSVP, etc) 
and a time-bounded and robust transmission of failure report messages and channel 
activation messages (from receiver to sender). 

8.  Conclusions 

This paper has introduced a new scheme for fault detection in highly available real-
time channels that provides an efficient resource reservation. The idea behind this 
scheme is that the delay bounds in real-time network are very pessimistic. Normally 
packets arrive far behind from its deadline as it has been shown. This characteristic 
can be used to reduce the reservations in the network, ensuring uninterrupted service. 

The scheme has been compared to the resource reservations of other fault detection 
alternatives using MPEG traffics traces.  From these results it can be concluded that 
the proposed scheme is a trade-off between the Multiple Copy Approach and the 
Backup Approach: it reserves more resources than Multiple Copy and less than 
Backup, but the penalty is that backup channel unnecessarily used even when “false 
failures” occur. Simulations show that for token bucket flow model the activation of 
the backup channel happens very seldom: in the majority of simulations this rate is 0 
and always remain below 5%.  False failures are only detected with fully loaded 
networks (a very improbable condition) and very low deadlines. The total saving in 
the network ranges from 10% to 35% over the Backup Channels scheme. Considering 
that the router may use the resources of the backup channel for congested traffic when 
the channel is not in use, savings range from 10% to 55%.  The fact that simulations 
shows that packets are much lower than their deadlines can be used to increment the 
failure detection threshold df. This enables higher deadline for the backup channel and 
higher savings in resources reservations: up to 60%. 
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