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INTRODUCTION 

Although written about fifteen years ago, Wiesner's seminal paper, 
to which the origin of quantum cryptography must be traced back, did not 
appear in print until the spring of 1983 [W83]. The first published 
account of these ideas thus appeared in the proceedings of the second 
annuai CRYPTO conference [BBBW83]. However, the concepts presented there 
were mostly of theoretical interest, because the technology involved in 
implementing them would have been far beyond the reach of our current 
knowledge. In particular, single polarized photons had to be trapped, 
bouncing back and forth bemeen perfectly reflecting mirrors, and perfect 
efficiency in photon detection was required. 
venience, we could prove that no technology whatsoever, as well as no 
amount of computing power, could break some of our schemes, as long as 
some of the most fundamental principles of quantum physics hold true. 

To make up for this incon- 

During the two years that have elapsed since, quantum cryptography 
has come a long way towards practicality. The most important break- 
through was quite an obvious observation: God did not create photons 
as a storage medium, but rather as a communications device. This paved 
the way to a quantum channel on which passive eavesdropping is meaning- 
less, whereas any significant amount of active tampering has a high prob- 
ability of being detected. The purpose of this Update is to present a 
short summary of the new results, and to stress how they differ from the 
current trend in cryptography. 
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THE CURRENT TREND IN CRYPTOGRAPHY 

Conventional cryptosystems, such as Enigma [G79], DES "BS771 and 
even RSA [RSA78] are based on a mixture of mathematics, guesswork and 
wishful thinking. Shannon's information theory [Shan48, Shan491 does 
not take into account the amount of computing power at the enemy's dis- 
posal. On the other hand, the theory of computational complexity is not 
yet well enough understood to prove the computational security of public- 
key cryptosystems LDH761. Even the theory of NP-completeness [GJ791 is 
unlikely to bear any relevance to cryptography [Br79]. 

The need for such proofs was dramatically emphasized when Shamir 
[Sham82, BS831 first explained at CRYPT0 82 how to break the basic Merkle- 
Hellman knapsack scheme [MH78]. Unfortunately, until the P=?NP question 
is settled [GJ79], the security of any public-key cryptosystem is doomed 
to depend on experience and unproved conjectures. The following quote 
from the original paper on (now broken) knapsack schemes is quite elo- 
quent: "Faith in the security of these systems must therefore rest on 
intuition and on the failure of concerted attempts to break them" LMH781. 
This is so reminiscent of what used to be said about World War I1 and 
earlier ciphers that one can only shiver at the thought that such is 
still the current situation. The following quotes, from an excellent 
tutorial introduction to cryptography by Diffie and Hellman, are cer- 
tainly not obsolete, although some progress has been achieved in the past 
five years: "Cryptography is currently an engineering subject in which 
there are more facts and rules of thumb than theorems or systematic 
developments", and "We expect that provably secure systems will be de- 
veloped as computer science progresses, but until that time, the current 
process of certification by mock attack will remain the most reliable 
test of a system's strength" [DH79]. 

Even the truly remarkable notion of probabilistic encryption, as 
set forth by Goldwasser and Micali in recent years [GM841, is not immune 
to an eventual breakthrough in algorithm design. The superb mathematics 
underlying these schemes can only serve to weaken the assumptions needed 
to infer their security. Nonetheless, they are also ultimately based on 
unproved conjectures in computational number theory. They have only 
changed the process of certification, which can concentrate on finding 
efficient algorithms for the relevant number theory problems, instead 
of working directly on pieces of ciphertext. 
turbing is the thought that such efficient algorithms may very well have 
been discovered already, but that they are being kept secret for obvious 
intelligence reasons, or in the hope of reaping a substantial profit. 

Perhaps even more dis- 
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It is nonetheless possible to prove n e g a t i v e  theorems about mathe- 
matically based cryptosystems. For instance, Shannon proved that no 
traditional secret-key cryptosystem can achieve perfect secrecy against 
unlimited computing power, unless the key, used once only, is at least 
as long as the cleartext. Similarly, it is ndt hard to prove that any 
public-key distribution scheme [DH76] can be broken, given sufficient 
computing power, even if the cryptanalyst is only allowed passive eaves 
dropping. 

QUANTUM CRYPTOGRAPHY 

The purpose of quantum cryptography is to propose a radically dif- 
ferent foundation for cryptography, viz. the uncertainty principle of 
quantum physics [Bo51]. Quantum cryptography can achieve mcast of the 
benefits of public-key cryptography, with the additional advantage of 
being provably secure, even against an opponent with superior technology 
and unlimited computing power, barring fundamental violations of accepted 
physical laws. It can be roundly asserted that any successful attack on 
some of our schemes would have more far reaching consequences on contem- 
porary physics than an efficient factoring algorithm, or even a proof 
that P=NP (sic), would have on mathematics and computer science. 
Perhaps even more remarkable is the fact that quantum cryptography 
allows for protocols that achieve both mathematically impossible feats 
discussed at the end of the previous section. 

Offsetting these advantages is the practical disadvantage that 
quantum transmissions are necessarily very weak and cannot be amplified 
in transit. However, a recent experiment conducted in France by Aspect, 
Grangier and Roger IAGR821 in order to test the Einstein-Podolsky-Rosen- 
Bohm gedankenexperiment [EPR35, M81] clearly indicated that quantum 
cryptography is within the reach of current technology, although more 
work is necessary for it to become economical and practical. Another 
disadvantage of quantum cryptography is that it does not provide digital 
signature [DH76] and related features, such as certified mail IB183aI 
or the ability to settle a dispute before the judge. However, these 
limitations seem to be inherent to any scheme secure against unlimited 
computing power. A l s o ,  the proposed coin tossing scheme discussed below 
is not secure against very advanced technology. 

Readers interested in implementation details of the various quantum 
cryptography schemes are refered to other conference proceedings [BBBW83, 
BB83, B B 8 4 1 .  Let us only briefly describe here the basic underlying 
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principles. In conventional information theory and cryptography, it is 
taken for granted that digital communications can always be monitored 
and copied, even by someone ignorant of their meaning. Such copies can 
be stored for an eventual future use, such as helping the decryption of 
later transmissions enciphered with the same secret key. However, when 
elementary quantum systems, such as polarized photons, are used to trans- 
mit digital information, the uncertainty principle gives rise to novel 
cryptographic phenomena, unachievable with traditional transmission 
media. 
tions channel whose transmissions in principle cannot be read or copied 
reliably by an eavesdropper ignorant of certain key information used in 
forming the transmission. The eavesdropper cannot even gain partial 
information about such a transmission without altering it in a random 
and uncontrollable way, likely to be detected by the channel's legitimate 
users. I 

This principle can be used effectively to design a communica- 

Such a channel allows the unlimited re-use of a one-time pad without 
any breach of security, thus contradicting a well-established theorem 
of Shannon's. Whenever eavesdropping occurs, the enemy can gain no 
information on the message tnat was being sent, but the channel's legit- 
imate users are warned that eavesdropping was attempted. A new secret 
key must then be used to retransmit the previous message, as well a s  for 
all further transmissions. A s  this new key could have been sent through 
the quantum channel as a previous secure transmission using an older key, 
this scheme has been described as a self-winding one-time pad. 

More interestingly, the quantum channel achieves one of the main 
advantages of public-key cryptography by permitting secure distribution 
of random key information between two parties who share no secret infor- 
mation initially, provided both parties have access, beside the quantum 
channel, to an ordinary channel susceptible to passive eavesdropping, 
but not to active tampering. Even in the presence of active tampering, 
the two parties can still distribute a key securely if they share some 
much shorter secret information initially, provided the tampering is not 
so frequent as to suppress communications completely. These key distri- 
bution and key expansion schemes remain secure even if the enemy has 
unlimited computing power. Recall that it is a theorem that this is 
impossible to achieve for mathematically based schemes. 

Finally, we also have a protocol for coin tossing [B183bl by ex- 
change of quantum messages, which is secure against traditional kinds 
of cheating, even by an opponent with unlimited computing power. Ironi- 
cally, it can be subverted by use of a still subtler quantum phenomenon, 
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the already mentioned Einstein-Podolsky-Rosen-Bohm gedankenexperiment. 
This threat is merely theoretical, however, because it requires perfect 
efficiency of storage and detection of photons, which though not impos- 
sible in principle, is far beyond the capabilities of current technology. 
The honestly followed protocol, on the other hand, could be realized 
with current technology. 

There is an interesting similarity between probabilistic encryption 
and quantum cryptography: both rely on the notion of reduction. 
whereas the former reduces the unproved computational complexity of some 
outstanding problems of number theory to the difficulty of breaking the 
schemes, the latter relies on the most fundamental beliefs of quantuu 
physics. For instance, one such reduction can be used to prove about 
one of the coin tossing opponents that any systematic advantage he could 
get on the outcome of the coin toss could be used to effectively transmit 
information faster than the speed of light. 

However, 
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