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Abstract. There are methods proposed for managing various aspects
of quality of service (QoS) in service oriented computing environments,
but existing effort tends to adopt a provider-centric perspective, aiming
largely at optimising and guaranteeing QoS for service delivery. In this
paper, we consider QoS monitoring from a service user’s perspective. We
describe an approach in which monitoring requirements are expressed
as queries in a simple language and are processed against continuously
arriving QoS data streams.

1 Introduction

In recent years there has been considerable interest in the service oriented com-
puting paradigm. The goal of this research is to create a large-scale distributed
computing environment [6] where flexible resource sharing and dynamic collabo-
ration among autonomous individuals are made possible. One particular form of
such collaboration is the idea of virtual organisation (VO), where some service
providers may team up, at some point in time, to form an alliance in order to
respond to or exploit a particular market opportunity [5].

In this paper, we consider one important supporting mechanism for the effec-
tive operation of a VO – the monitoring of quality of services (QoS). Typically, a
VO manager will establish some measurable, agreed-to performance targets for
the service providers in the VO and record them in a Service Level Agreement
(SLA) [7]. It is easy to see that in order for an SLA to be truly useful, the ability
to monitor the level of QoS that is actually delivered is essential. To achieve this,
the following issues need to be addressed:

– As many types of service may exist, a VO manager must be allowed to specify
a variety of monitoring requirements.

– The use of different monitoring metrics must be supported to enable different
interpretations of a QoS attribute.

– Efficiency and scalability must be considered due to the potentially vast
number of services and monitoring requests to be handled.

While some methods have been proposed for managing various aspects of
QoS in service oriented computing environments, existing effort tends to adopt
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a provider-centric perspective, aiming largely at optimising and guaranteeing
QoS for service delivery. In this paper, we consider QoS monitoring from a ser-
vice user’s perspective. More specifically, we propose a simple language for VO
managers to express various monitoring requests concisely, independent of any
specific application domains, and we adopt a data stream [1] based approach
to processing such requests efficiently as continuous queries over potentially-
unbounded streams of observed QoS data.

The rest of this paper is structured as follows. In Section 2, we describe
related work. Section 3 discusses QoS monitoring requirements and introduces
our language. In Section 4, we consider the processing of monitoring requests
using a data stream based approach. Finally, we conclude in Section 5.

2 Related Work

Various languages exist for describing services and SLAs. WSDL (Web Service
Description Language) allows the functionality of a service as well as its invo-
cation details to be described, but it does not support SLA specifications. More
recently, Web Service Level Agreement Language (WSLA) [8], WS-Agreement
[4] and the Web Services Management Framework (WSMF) [2] have been devel-
oped which allow, in addition to functional specifications, SLA elements such as
QoS agreements, monitoring metrics and actions to take when agreements are
violated to be included. In terms of supporting QoS monitoring, the language
that we propose in this paper can be considered similar to WSLA. That is, both
have a similar goal to achieve. However, our language is designed and intended
to be used as a query language that treats each monitoring request expressed in
it as a query to be continuously answered against the observed QoS data stream.

Much work exists in monitoring, optimising and guaranteeing QoS for specific
application domains, for example, optimising network traffic, delivering audio
and video over distributed networks, running services on mobile networks and
establishing participants’ reputation in e-commerce applications. These tech-
niques are rather limited in their applicability. Typically, QoS parameters to be
monitored are fixed and there is little need to express different monitoring re-
quirements in such applications. In contrast, our proposal attempts to develop
techniques that support QoS monitoring in an application independent manner.

Another area of study related to our work is that of data stream processing
pursued by the database community in recent years [1]. Different data stream
models, such as sliding windows [3], have been considered, some advanced tech-
niques for maintaining summary data structures over potentially-unbounded,
seen-once-only data sequences, such as histograms, wavelets and sketches, have
been developed, and the results from these studies have been applied to a num-
ber of monitoring application domains, e.g. sensor networks, stock market tick-
ers and network traffic management. We treat monitored QoS data sequences as
data streams and use existing stream processing models and techniques, such as
sliding windows and approximate aggregations, in our work, but configure them
specifically for processing QoS monitoring requests.
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3 Expressing QoS Monitoring Requirements

In this section, we describe how QoS monitoring requests are expressed through
examples. The reader is referred to [10] for details. We refer to each provision of
a service from a service provider (SP) to a service user (SU) as a service instance,
and we assume that for each service instance relevant QoS data is collected in
the following form: Observation(SIID, QoSAttribute, Value, Time) where
SIID identifies the service instance, QoSAttribute is the QoS attribute being
monitored, Value is the observed value of the QoS attribute (nomalised to values
in [0, 1]), and Time is the time at which the observation was made.

The collected QoS data is then streamed into the Monitoring Component
in our system, where QoS monitoring requests, expressed by VO managers as
queries in a simple language that we propose in this paper, will be processed.
The design of our language has been influenced by what is expressible in WSLA,
and it consists of five main components as shown in the following template:

REPORT <items>
FOR <instance>
ON <content>
AT EVERY <frequency>
DURING <period>

and a query expressed in it is to be interpreted as a request for monitoring the
<instance> in terms of the <content> during the <period>, and reporting the
<items> of interest with a specified <frequency>.

The ON clause is most significant and allows different types of monitoring to
be specified. The simplest is direct monitoring of an attribute, as demonstrated
by the following example:

REPORT observation
FOR ServiceProvider = "SP1",

ServiceUser = "SU7",
Service = "MovieService",
SIID = "MS234"

ON "Availability"
DURING [2005-12-12T12:30:00,2005-12-12T14:45:00];

Here, the REPORT clause indicates that it is the value (observation) generated by
the ON clause that will be returned to the requester. Since the ON clause contains a
single attribute, it will simply return each received measure of Availability as
the value for output by the REPORT clause. As the AT EVERY clause is not present
in this case, a default reporting frequency (returning every value generated by
the ON clause to the requester) is assumed. Direct monitoring is useful in cases
where the requester prefers to perform its own analysis of the raw monitored
data. However, such monitoring can result in excessive network traffic.

To support more efficient monitoring, we allow selective and aggregative mon-
itoring to be specified in the ON clause. A selective monitoring clause considers a
single observation at a given point in time to check if it satisfies a required con-
dition for reporting. The following is a selective monitoring request which asks
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the Monitoring Component to report if the Reliability of the service instance
MS234 drops below 0.8, from start (SOS) to end (EOS) of the service:

REPORT "Reliability", Timestamp
FOR SIID = "MS234"
ON "Reliability" < 0.8
DURING [SOS ,EOS];

Here, the REPORT clause indicates that it is the value of the attribute (Reliability)
together with the associated timestamp that will be returned to the requester. Dif-
ferent from direct monitoring, however, the value of Reliabilitywill only be re-
ported to the requester when the condition specified in the ON clause is satisfied.
Generally speaking, we can regard the ON clause as a conditional statement for the
REPORT clause - report the items when the ON clause is true - if a non-conditional
ON clause is assumed to be always true.

Aggregative monitoring is another form of summative monitoring that is sup-
ported in our language. With this monitoring, observations made at several
points over a given period are aggregated to a single measure. The following is
an example of an aggregative monitoring which requires the Monitoring Com-
ponent to report the average Framerate over 10 observations every 30 seconds
for the movie service MS234 from start to end of the service:

REPORT observation
FOR SIID = "MS234"
ON AVG("Framerate", 10)
AT EVERY 00:00:30
DURING [SOS,EOS];

The AT EVERY clause declares a time interval for which a monitoring report is
to be sent. Here, a report will be sent every 30 seconds with the most current
reading. Note that when selective monitoring is specified in the ON clause, the
AT EVERY clause is ignored.

What we have introduced so far (direct, selective and aggregative moni-
toring) may be regarded as primitive requirements. It is also possible to use
a combination of them in a single query. For example, it is possible to use
COUNT(AVG("Framerate",5) < 24,100) in an ON clause, which will report the
number of times within 100 observations that the average Framerate over 5 ob-
servations has dropped below 24 to the requester. The reader is referred to [10]
for further discussion on the proposed language.

4 Processing QoS Monitoring Requests as Data Streams

In this section, we discuss how monitoring requests expressed as queries in our
language are processed. Note that such queries are of a “continuous” nature,
that is, they are evaluated not once but continuously as new observations arrive.
Processing such requests poses two key challenges: we only have limited time
and memory capacity to process the data.

To address these challenges, we adopt data stream techniques in the heart of
our query processing engine. More specifically, we use a sliding window model
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which enables response to queries to be made based on statistics gathered over re-
cently observed data elements, rather than the actual data items themselves [3].
We have implemented two generic algorithms as part of our Monitoring Compo-
nent for evaluating aggregate functions allowed in our language. SUM, COUNT
and AVERAGE are calculated by maintaining statistics of a data stream using
exponential histograms [3], and MAX and MIN are computed using a Treap
structure [9].
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Base Case
Non SA − 1 query/delivery
Non SA − 10 queries/del.
Non SA − 100 queries/del.
SA (err: 0.5) − 1 query/delivery
SA (err: 0.5) − 10 queries/del.
SA (err: 0.5) − 100 queries/del.
SA (err: 0.01) − 100 queries/del.

Stream Based
N EM M ID
1 0.5 88 79
10 0.5 88 81
100 0.5 88 107
100 0.01 1764 921
Non-Stream Based
N EM M ID
1 n/a 100000 1770
10 n/a 100000 20602
100 n/a 100000 91249

Fig. 1. Experiment Results

We have implemented our Monitoring Component as part of the CONOISE-G
project [5]. Figure 1 shows the result of one set of experiments we performed.
We ran our experiments with a simple query avg(qa, 100000) (an internal rep-
resentation of an aggregative monitoring query which has qa as a QoS attribute
and a span of 100000 observations), over an input data stream of 200000 obser-
vations with a varying number of queries to be handled simultaneously. We set
the sliding window size to be 100000 and simulated a data generation rate of
one new observation every 200ms.

As can be seen from Figure 1, the non-stream-based method (averaging obser-
vations over a span each time when a new observation is received) performed well
when the number of queries handled by the system was small. However, when
more queries were handled, the measured average deviated substantially away
from the expected average (the base case in Figure 1). This is because as the
number of queries to be handled increased, more time was required to compute
them and computation could not keep up with the rate of data arrival. Conse-
quently, some data was lost resulting in errors in measures. This is explained in
the table on the right in Figure 1.

As we can see the amount of items dropped (ID) got increasingly severe as the
number of queries (N) to be handled increased. In contrast, the stream-based
method (maintaining exponential histograms) handled the workload much better
- the performance was largely independent of the varying number of queries.
This is because the stream-based method can “guess” the outcome using the
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data synopsis maintained on the stream. However, the quality of stream-based
method depends on the allowed error margin (EM). When the allowed error
margin was set to 0.01, a more accurate result was produced than that of 0.5.
However, a lower error margin requires more memory space (M) in computation,
hence some tradeoff must be exercised in practice.

5 Conclusions and Future Work

QoS monitoring is an important issue to the effective operation of a VO. In this
paper, we described an approach which allows VO managers to express moni-
toring requests as queries in a simple language and processes such queries using
data stream based algorithms. Our initial experiments have shown that stream-
based operations are effective in handling fast-arriving, potentially unbounded
sequences of QoS data.

Our work is at an early stage, and more is still to be done. The language
is still quite primitive in that only simple conditions involving single attributes
have been considered. There is a need to extend the language to allow multiple
attributes and logical operators such as AND and OR. These extensions will
however require more complex query processing to be considered. Also, optimi-
sation strategies need to be investigated, particularly when multiple requests are
handled at the same time.
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