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Abstract. A new hierarchical identity based (ID-based) cryptosystem
is proposed, including hierarchical identity based encryption (HIBE) and
signature (HIBS) schemes. The new HIBE scheme can be proved to be
secure without relying on the random oracle model. Then, a new public
key encryption (PKE) scheme is constructed based on the new HIBE. It
is secure against adaptively chosen ciphertext attacks (IND-CCA) and
has many attractive properties, such as efficient key generation, short pri-
vate key, fast encryption, and etc. Performance of the new PKE scheme
is better than all the previous PKE schemes converted from IBE, and
is competitive with the best provably secure solutions to date. Further-
more, a new HIBS scheme is also constructed, which shares the same
parameters with the new HIBE. The new HIBS scheme is more efficient
than the previous HIBS.

Keywords: Identity based, Public key encryption, Bilinear groups.

1 Introduction

ID-based cryptosystem [21] is a public key cryptosystem where the public key
can be an arbitrary string such as an email address. A private key generator
(PKG) uses a master secret key to issue private keys to identities that request
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them. Many Identity-Based signature (IBS) schemes have been proposed such as
[2,13,22] since shamir proposed the ID-based notion. However, until 2001, Boneh
and Franklin [9] proposed the first practical identity-based encryption scheme,
which is provably secure in the random oracle model. However,using a single
PKG is not efficient in large scale, so another research direction is hierarchical
ID-based cryptosystem [17]. In the hierarchical version, PKGs are arranged in a
tree structure, the identities of users (and PKGs) can be represented as vectors.
An identity can issue private keys to its descendant identities. All the PKGs in
the leaves are responsible for generating private keys for users in the correspond-
ing domain.

Related Work. Gentry and Silverberg proposed the first scalable provably
secure HIBE [16] in the random oracle model. Canetti, Halevi, and Katz [12] in-
troduced a slightly weaker security model, called selective identity (selective-ID)
IBE. In this model the adversary must commit ahead of time (non-adaptively)
to the identity it intends to attack. The adversary can still issue adaptive cho-
sen ciphertext and adaptive chosen identity queries. Later, Boneh and Boyen
proposed a provably selective-ID secure HIBE [6,7] without random oracles.

Recently, Canetti et al. [12] showed a generic method to construct efficient
CCA-secure PKE from selective-ID IBE combined with one-time signatures.
Later, Boneh and Katz [10] improved the efficiency of the generic construction
of PKE [12] by replacing the one-time signatures with message authentication
code and key encapsulation. They also showed two instantiations of PKE, de-
noted by BK-1 scheme and BK-2 scheme, respectively. As also pointed in [10],
the BK-2 scheme is more efficient than BK-1. However, the BK-2 scheme relies
on the non-standard Decision q-Bilinear Diffie-Hellman Inversion (Decision q-
BDHI) problem. Decision q-BDHI problem can be informally stated as follows:
for G =< g >, GT of large prime order p, and a bilinear pairing ê : G×G → GT ,
given g,gα, · · · , gαq

for unknown α ∈ Z∗
p, T ∈ GT , there is no probabilistic poly-

nomial time algorithm able to decide if T = ê(g, g)
1
α . The Decision q-BDHI

assumption which BK-2 based on is very strong, for if the PKE is IND-CCA se-
cure, then q should be greater than the decryption query times. Corresponding
to HIBE, the first HIBS was proposed by Chow et al. [14]. The HIBS is provably
secure against existential forgery for selective-ID, adaptive chosen-message-and-
identity attack (EF-sID-CMIA) and shares the same system parameters and key
generation process with [6]. However, the signature generation is inefficient and
reduction is not tight for the technique of forking lemma [20] used in their con-
struction.

Contributions

1. We propose a new HIBE scheme. It can be proved to be selective-ID secure
without relying on the random oracle model.

2. A very efficient PKE scheme is constructed based on the new HIBE, which
is the main contribution of this paper. Our new PKE scheme is as efficient
as the best PKE [10] converted from IBE. Moreover, the new PKE is based
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on Decision 1-BDHI (not q-BDHI as [10]), which is independent with the
decryption query times. So, the new PKE scheme is better than BK-2 and
its performance is competitive with the best provably secure solutions to
date [18].

3. A corresponding HIBS scheme is also constructed, which shares the same pa-
rameters with the new HIBE. The new HIBS is very efficient: The signature
generation only needs two exponentiation regardless of the hierarchy depth.
It does not rely on the forking lemma [20] and it has a very tight security
reduction.

Organization. The next section presents the HIBE security model and briefly
explains the bilinear pairing and some problems related to pairings. Section 3
gives the new HIBE construction and security analysis. section 4 is the new PKE
construction. In section 5, a new HIBS shares the same parameters with HIBE
in section 3 is constructed. Its security analysis and efficiency are also given in
this section. The paper ends with some concluding remarks.

2 Preliminaries

2.1 Security Model

Definition 1. (HIBE) An �-level HIBE (�-HIBE) scheme handling identities
of hierarchy depth � consists of four algorithms: (Setup, Der, Enc, Dec). The al-
gorithms are specified as follows:

– Setup. On input a security parameter 1k, the PKG generates msk and
param where msk is the randomly generated master secret key, and param
is the corresponding public parameter.

– Der. On input an identity vector ID = (I1, . . . , Ik), where all Ik ∈ Z∗
p

and k < �, and the private key SID|k−1 for its parent identity ID|k−1=
(I1, . . . , Ik−1), it returns the corresponding private key SID.

– Enc. On input ID, a message M , and a random value s, it outputs a ci-
phertext C.

– Dec. On input the C and private key SID, it outputs M if C is a valid
ciphertext. Otherwise, it outputs ⊥.

We define the following oracles:

– Extraction Oracle EO: The Key Extraction Oracle with input ID will output
the corresponding secret key SID.

– Decryption Oracle DO: The Decryption Oracle with input C will output a M
if C is a valid ciphertext. Otherwise, it outputs a distinguished symbol ⊥.

Canetti et al. [12] defined a security notion for HIBE as chosen ciphertext
for selective-ID, adaptive chosen identity and chosen ciphertext attacks (IND-
sID-CCA). Its formal definition is based on the following IND-sID-CCA game
involving an adversary A.
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– Init: The adversary A outputs an identity ID∗, which will be used to chal-
lenge A.

– Setup: Take a security parameter 1k and run Setup to generate common
public parameters params and the master secret key msk. params is sent to
A.

– A queries EO and DO, restriction is that ID∗ or any prefix of ID∗ does not
appear in any query to EO.

– Challenge: A outputs an identity ID∗, and two equal length plaintexts m0,m1

for challenge ciphertext. Choose a random b ∈ {0, 1} and send the challenge
ciphertext C=Enc(ID∗, mb) to A.

– A continues to query EO and DO, restriction is that ID∗ or any prefix
of ID∗, and challenge ciphertext C have not been queried to EO and DO,
respectively.

– Finally, A outputs a guess bit b′.

We say that A wins the game if b′=b. The advantage Advcca
A (1k) of A is

defined as the probability that it wins the game over 1
2 .

Definition 2. An �-HIBE scheme is secure if Advcca
A (1k) is negligible for any

probabilistic polynomial time (PPT) adversary A.

A weaker notion called selective identity secure against chosen plaintext attacks
(IND-sID-CPA) is similar to IND-sID-CCA, except that the adversary cannot
ask DO after the challenge ciphertext is given.

2.2 Pairings and Problems

Let G, GT be cyclic groups of prime order p, writing the group action multiplica-
tively. Let g be a generator of G.

Definition 3. A map ê : G × G → GT is called a bilinear pairing if, for all
x, y ∈ G and a, b ∈ Zp, we have ê(xa, yb) = ê(x, y)ab, and ê(g, g) �= 1.

Definition 4. (DHI problem) The Diffie-Hellman Inversion (DHI) problem is
that, given g, gα ∈ (G)2 for unknown α ∈ Z∗

p, to compute g
1
α .

We say that the (t, ε)-DHI assumption holds in G if no t-time algorithm has the
non-negligible probability ε in solving the DHI problem.

Definition 5. (Decision BDHI problem) The Decision Bilinear Diffie-Hellman
Inversion (Decision BDHI) problem is that, given g,gα ∈ (G)2 for unknown
α ∈ Z∗

p, T ∈ GT , to decide if T = ê(g, g)
1
α .

We say that the (t, ε) Decision BDHI assumption holds in G if no t-time algorithm
has the probability at least 1

2 + ε in solving the Decision BDHI problem for non-
negligible ε.

In fact, Boneh et al. [6] actually also defined a problem called q-BDHI. When
q = 1, Decision 1-BDHI is exactly the definition of Decision BDHI problem. It
was also shown in [23] that DHI problem is equivalent to BDH
problem. Obviously, Decision BDHI is a weaker version of Decision q-BDHI
Problem when q > 1.
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3 A New HIBE Scheme

Let G be a bilinear group of prime order p. Given a pairing: ê : G × G → GT .

Setup. To generate system parameters, the algorithm selects a random genera-
tor g, h1, . . ., h� ∈ (G)�+1, picks a random α ∈ Zp, and sets g1 = gα. The system
parameters param = (g, g1, h1, . . . , h�) and the master key is g

1
α . Meanwhile, l

functions are also defined as Fj(x) = gxhj for 1 ≤ j ≤ �.

Der. To generate a private key for ID =(I1, . . . , Ik), where k ≤ �, the algo-
rithm picks random r1, r2, · · · , rk ∈ (Zp)k and returns SID = (a0, a1, . . . , ak),
where a0 = g

1
α

∏k
i=1(Fi(Ii))ri , a1 = gr1

1 , · · · , ak = grk
1 . In fact, the private key

for ID can also be generated as SID = (a′
0(Fk(Ik))rk , a′

1, . . . , a
′
k−1, g

rk
1 ) by its

parent ID|k−1 = (I1, . . . , Ik−1) with secret key SID|k−1 = (a′
0, a

′
1, . . . , a

′
k−1).

Enc. To generate the ciphtertext on a plaintext M ∈ GT with respect to ID,
pick s ∈R Z∗

p , output ciphertext C = (A, B, C1, · · · , Ck), where A = ê(g, g)s ·M ,
B = gs

1, C1 = (F1(I1))s, · · · , Ck = (Fk(Ik))s.

Dec. OninputciphertextC = (A, B, C1,· · · ,Ck),privatekeySID = (a0, a1,. . . ,ak)

for ID=(I1, · · · , Ik), output the plaintex M = A·
∏k

i=1 ê(ai,Ci)

ê(a0,B) .

3.1 Correctness and Efficiency Analysis

Correctness is obvious. We show the efficiency analysis as follows: The new HIBE
system is the first HIBE based on the Decision BDHI assumption, and it is as
efficient as [6]. Boneh et al. [7] also gave a HIBE with constant ciphertext,
however, it is based on a non-standard and not well-studied assumption called
q-Bilinear Diffie-Hellman Exponent (q-BDHE) assumption.

3.2 Security Result

Theorem 1. Assume the (t, ε) Decision BDHI assumption holds, then the new
�-HIBE is (t′, qE , ε)-sID-CPA secure, where qE is the extraction times and
t′ < t − Θ(�qEtexp), in which texp is the maximum time for an exponentiation
in G.

Proof. Suppose for contradiction that there exists an adversary A breaks the
scheme, then we show there exists an algorithm C that, by interacting with A,
solves the decision Decision BDHI problem. Our algorithm C described below
solves Decision BDHI problem for a randomly given instance {g, X = gα, T } and
asked to decide if T = ê(g, g)

1
α . The details are as follows.

Init: A first outputs target identity ID∗ = (I∗1 , · · · , I∗k ) ∈ Zk
p of depth k ≤ l. C

appends random elements (I∗k+1, · · · , I∗l ) ∈ Zl−k
p such that ID∗ is an vector of

length l. Hence, from here we assume that ID∗ is a vector of length l.
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Setup: Algorithm C generates the system parameters by picking α1, · · · , αl ∈ Zp

at random and defines g1 = X , hi = g−I∗
i gαi

1 for i = 1, 2, · · · , l. The system pa-
rameters params= (g, g1, h1, h2, · · · , hl) are sent to A. The corresponding master
key, which is unknown to C, is g

1
α .

Extraction query: Let ID=(I1, · · · , Im) be the identity for private key query,
where t ≤ l. Assume n is the minimum value such that In �= I∗n. C computes the
simulated private key for ID as follows: Pick r1, · · · , rn−1, r′n, rn+1, · · · , rm ∈ Z∗

p.

Output the simulated private key SID = (g−
αn

In−I∗n (Fn(In))r′
n

∏m
i=1,i�=n(Fi(Ii))ri ,

gr1
1 , · · · , g

rn−1
1 , g

r′
n

1 g
− 1

In−I∗n , g
rn+1
1 , · · · , grm

1 ). The correctness of the private key
can be verified as follows:

Let rn = r′n− 1
(In−I∗

n)α (which is not known to C), then g
− αn

In−I∗n Fn(In)r′
n=g

− αn
In−I∗n

(gIn−I∗
n gαn

1 )r′
n =g

1
α Fn(In)rn . So, (g−

αn
In−I∗n Fn(In)r′

n
∏m

i=1,i�=n Fi(Ii)ri , gr1
1 , · · · ,

g
rn−1
1 , g

r′
n

1 g
− 1

In−I∗n , g
rn+1
1 , · · · , grm

1 )=(g
1
α

∏k
i=1(Fi(Ii))ri , a1 = gr1

1 , · · · , ak = grk
1 )

is a valid private key from the view of A.

Challenge: After received (m0, m1, ID∗=(I∗1 , · · · , I∗k )) for challenge ciphertext,
C picks a random bit b ∈ {0, 1}, r ∈R Z∗

p , and outputs the challenge ciphter-
text as C = (T r · mb, g

r, gα1r, · · · , gαmr). The challenge ciphertext is correct
if T = ê(g, g)

1
α : Let s = r

α (which is unknown to C), then Fi(I∗i )s=gαir and
C = (ê(g, g)s · mb, gs

1, F1(I∗1 )s, · · · , Fk(I∗k )s)=(T r · mb, gr, gα1r, · · · , gαkr).

A can continue to query EO on ID and the only restriction is that ID is not
a prefix or equal to ID∗.

After the simulation, if the adversary outputs a guess bit b′. If b′ = b, then C
decide that T = ê(g, g)

1
α . Otherwise, T �= ê(g, g)

1
α . It is easy to verify that if the

advantage of A is ε, then C can also have an advantage ε to the Decision BDHI
problem.

3.3 Chosen Ciphertext Security

Canetti et al. [12] showed an generic mehtod to build an IND-sID-CCA secure
�-HIBE from an IND-sID-CPA secure (� + 1)-HIBE. In combination with the
above construction, we obtain a IND-sID-CCA secure �-HIBE.

4 An Efficient CCA Secure Public Key Encryption

Recently, Canetti, Halevi, and Katz [12] showed a general method for construct-
ing CCA-secure encryption schemes from an IND-sID-CPA IBE in the standard
model, which was later improved by Boneh and Katz [10].

A public-key encryption scheme PKE is a triple of PPT algorithms: Key
generation algorithm (Gen, encryption algorithm Enc and decryption algorithm
Dec).
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In order to design a CCA-secure PKE from IBE, it requires a message authen-
tication code and an encapsulation scheme. We view a message authentication
code as a pair of PPT algorithms (Mac; Vrfy). The authentication algorithm
Mac takes as input a key and a message M , and outputs a string tag. The veri-
fication algorithm Vrfy takes as input the same key, a message M , and a string
tag, output 1 if it is valid; otherwise, it outputs 0. We only require the message
authentication code is secure against a one-time chosen-message attack. Mean-
while, the encapsulation scheme of [10] is used in our paper. For more details,
the reader is referred to [10].

4.1 The CCA-Secure PKE Scheme

Let G be a bilinear group of prime order p. Given a pairing: ê : G×G → GT . G is
a pseudorandom generator. H is a hash function assumed to be second-preimage
resistant such that H : {0, 1}k1→ {0, 1}k. g is a generator of G and Z = ê(g, g).
The system public parameters are {G, GT , ê, g, Z, H}.
1. Gen. Choose α, α′ ∈ (Z∗

p)
2 and set g1 = gα and g′ = gα′

. Meanwhile, choose
hash function h from a family of pairwise-independent hash functions such that
h: {0, 1}k1→ {0, 1}k. The public key is PK = {g1, g

′, h} and the secret key is
SK = (α, α′).

2. Enc. On input public key PK = {g1, g
′, h} and a message M , choose r ∈

{0, 1}k1, let k′ = h(r) and ID = H(r). Pick a random s ∈ Zp and set C =
(gs

1, g
s·IDg′s, G(Zs)⊕ (M ◦ r)). Output the ciphertext (ID, C, tag = Mack′ (C)).

3. Dec. To decrypt the ciphertext (ID, C, tag), first parse C = (C1, C2, C3),
pick a random t ∈ Zp and get (M ◦ r) = C3 ⊕ G(ê(Ct(ID+α′)+α−1

1 C−tα
2 , g)). Set

k′ = h(r) and output the plaintext M if Vrfy(k′, C, tag) = 1 and H(r) = ID.
Otherwise, output ⊥.

4.2 Efficiency Analysis

The new PKE has many attractive properties. First, the key generation requires
only two exponentiations in G. Meanwhile, the computations in encryption al-
gorithm are only 3.5 exponentiations (one multi-exponentiation is counted as
1.5 exponentiations), which is the same with [10,18]. In fact, it only requires
2.5 exponentiations in encryption for Zs can be pre-computed. The decryption
needs only 1.5 exponentiations and 1 pairing computations. So, computations of
key generation, encryption and decryption of the new PKE system are the same
with the BK-2 scheme.

As noted by Boneh et al. [10], the most efficient PKE converted from IBE
is the BK-2 scheme in [10]. From the viewpoint of efficiency, the new PKE is
is as efficient as BK-2. However, the BK-2 scheme was based on the strong
and non-standard Decision q-BDHI assumption, where q is not less than the
number of decryption queries from adversary. Compared to BK-2, the new PKE
in this paper is better for it is based on the standard and well-studied Decision
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BDHI (or Decision 1-BDHI) assumption. In conclusion, the new PKE is the most
efficient encryption converted from IBE without random oracles to date and is
competitive with the best provably secure solutions [18].

Theorem 2. Assume the underlying IBE scheme is IND-sID-CPA secure, the
message authentication code is secure against one-time chosen message attack,
and encapsulation scheme used above satisfies computationally binding and hid-
ing, then the new PKE scheme is IND-CCA Secure.

The underlying IBE in this PKE construction is IND-sID-CPA secure from theo-
rem 1. Meanwhile, the message authentication code and encapsulation
scheme used are the same to [10]. So, the new PKE can be proved to be se-
cure from the generic construction method in [10].

5 An Efficient HIBS

An �-level HIBS (�-HIBS ) scheme handling identities of hierarchy depth � con-
sists of four algorithms: (Setup, Der, Sign, Verify). Meanwhile, Chow et al. [14]
defined the security notion for HIBS as existential forgery for selective-ID, adap-
tive chosen message-and-identity attack (EF-sID-CMIA). It is referred to [14]
for more details.

1. Setup. The parameters (ê, G, GT , g, g1, h1, . . . , h�) are the same with HIBE
in section 3. Meanwhile, define a hash function H : {0, 1}∗ → G. Meanwhile
and l functions Fj(x) = gxhj for 1 ≤ j ≤ l. Then, the system parameters are
param = (ê, G, GT , g, g1, h1, . . . , h�, H) and the master key is g

1
α .

2. Der. The generation of private key for ID = (I1, . . ., Ik) is the same
with algorithm Der of HIBE in section 3. Let SID = (a0, a1, . . . , ak), where
a0 = g

1
α

∏k
i=1(Fi(Ii))ri , a1 = gr1

1 , · · · , ak = grk
1 .

3. Sign. For a user with identity ID and private key SID = (a0, a1, . . . , ak),
he signs a message M as follows: pick a random s ∈ Zp, compute T = gs

1 and
A = a0 · [H(M, T )]s. Output the signature as σ = (A, T, a1, . . . , ak).
4. Verify. After receive a signature σ =(A, T, a1, . . . , ak) on message M for
ID=(I1, · · · , Ik), check ê(g1, A) ?= ê(g, g)ê(T, H(M, T ))

∏k
i=1(ê(Fi(Ii), ai)). Out-

put 1 if it is true. Otherwise, output 0.

5.1 Efficiency Analysis

The values a1, . . . , ak in the signature are always the same. So, signature gener-
ation requires only two exponentiation operations in G, regardless the hierarchy
depth. However, the HIBS [14], requires (l +2) exponentiation operations for an
l-level user, which is very inefficient.

5.2 Security Result

We show that our HIBS scheme is secure against EF-sID-CMIA with very tight
security reduction.
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Theorem 3. Assuming the (t, ε)-DHI assumption holds in G, then our �-HIBS
scheme is (t′, qS , qH , qE , ε′)-secure against EF-sID-CMIA , where t′ ≤ t−Θ((qH +
qE + qS)ltexp) and ε′ ≈ ε, texp is the maximum time for an exponentiation in G.

For the page limitation, the security proof is not given in this paper. Please
contact the author for full version of this paper if needed.

6 Conclusion

We propose a new HIBE and HIBS based on Decision BDHI and DHI assump-
tions, respectively. The new HIBE can be proved to be selective-ID secure against
adaptively chosen identity and chosen ciphertext attacks. The new HIBS shares
the same parameters with the new HIBE and it is the most efficient HIBS to
date.

The Most important contribution of this paper is that an efficient PKE scheme
is constructed based on the new HIBE. It is well known that the BK-2 scheme
[10] is based on the strong and non-standard q-BDHI assumption, which depends
on the decryption query times q. The new PKE, however, is based on a better
and well-studied Decision BDHI assumption.
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