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Abstract. In this paper, we propose an improved Poly1305 MAC, called
IPMAC. IPMAC is a refinement of Poly1305 MAC shown by Bernstein.
We use only one 16-byte key and one 16-byte nonce for IPMAC while
Poly1305 MAC uses two 16-byte keys and one 16-byte nonce, 48-byte in
total. The cost of reducing the size of secret keys is almost negligible:
only one encryption. Similarly to Poly1305 MAC, our algorithm correctly
and efficiently handles messages of arbitrary bit length.

1 Introduction

BACKGROUND.In the private key setting, the primitive which provide data in-
tegrity is called a message authentication code. Unlike encryption schemes, whose
encryption algorithms must be either randomized or stateful for the scheme to
be secure, a deterministic, stateless tagging algorithm is not only possible, but
common, and in that case we refer to the message authentication code as deter-
ministic. While, in this paper, we mainly focus on stateful codes. The stateful
codes specified by three algorithms: a key generation algorithm K; a tagging al-
gorithm T and a verification algorithm V . The sender and receiver are assumed
to be in possession of a key k generated via K and not known to the adversary.
Meanwhile, the sender maintain a state, often a nonce or a counter, updating
it as necessary. When the sender wants to send M in an authenticated way to
B, she computes a tag σ for M as a function of M and a state non and the se-
cret key k shared between the sender and receiver, in a manner specified by the
tagging algorithm; namely, she sets σ ← TK(M, non). This tag accompanies the
message and the state value in transmission; that is, S transmits (M, σ, non) to
B. (Notice that the message is sent in the clear. Also notice the transmission is
longer than the original message by the length of the tag σ and the length of the
state non). Upon receiving a transmission (M ′, σ′, non′) purporting to be from
S, the receiver B verifies the authenticity of the tag by using the verification
algorithm Vk(M ′, σ′, non′), which depends on the message, tag, state value and
shared key. In fact, the verification algorithm uses the same algorithm with the
tagging algorithm to get a tag and checks that the transmitted tag equals it or
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not. If they equal, Vk(M ′, σ′, non′) return 1, else return 0. If this value is 1, it
is read as saying the data is authentic, and so B accepts it as coming from S.
Else it discards the data as unauthentic. Usually, a message authentication code
is a 3-tuple MA = (K, T, V ) called the “key generator” algorithm, the “MAC
generation”(or tagging) algorithm and the “MAC verification” algorithm. The
MAC verification algorithm need not be explicitly specified, because it can be
easily got from the MAC generation algorithm.

There are mainly two ways to construct MACs, one is using the block cipher
completely, the other is using the combination of a universal hash family and
a block cipher. In general, We call the MACs using the latter way to construct
as Carter-Wegman MACs. The Carter-Wegman MACs are those which use a
function from a Universal Hash Family to compress the message M to be MACed.
The output of this hash function is then processed cryptographically to produce
the tag. The Poly1305 MAC is a typical Carter-Wegman MAC.

Poly1305 MAC [1], proposed by Bernstein in 2005, computes a 16-byte au-
thenticator of a variable-length message, using a 16-byte block-cipher key k, a
16-byte additional key r, and a 16-byte nonce n. While IPMAC proposed here
only needs a 16-byte block-cipher key k and a 16-byte nonce.

Our contribution: In this paper, we present an improved Poly1305 MAC,
called IPMAC, and prove its security. IPMAC takes only one key, k of a block
cipher E, and a 16-byte nonce. IPMAC is obtained from Poly1305 by replacing
r with Ek(0), so the cost for reducing the size of secret keys is almost negligible:
only one encryption. But this saving of the key length makes the security proof
of IPMAC harder than that of Poly1305 MAC substantially as shown below.

2 Preliminaries

2.1 The Security of Message Authentication Code

The security of message authentication code is given by Goldwasser and Bellare
in chapter 8 in [2], They give the definition through the following experiment.

Experiment Expuf−cma
MA,A

Let k
R← K

Let (M, σ, non) ← ATk(·)

If Vk(M, σ, non) = 1 and M was not a query of A to its oracle
Then return 1 else return 0

In this experiment, the adversary A attempt forgery a new 3-tuple (M, σ, non)
under chosen-message attack for this code and it is a valid forgery as long as
Vk(M, σ, non) = 1 and M was never a query to the tagging oracle. From the
experiment, we can see that the adversary’s actions are divided into two phases.
The first is a “learning” phase in which it is given oracle access to Tk(·), where k
is a prior chosen at random according to K. It can query this oracle up to q times,
in any manner it pleases, as long as all the queries are messages in the underlying
message space associated to the code. After each query the state value is updated.
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Once this phase is over, it enters a “forgery” phases, in which it outputs a 3-tuple
(M, σ, non). The adversary is declared successful if Vk(M, σ, non) = 1 and M
was never a query made by the adversary to the tagging oracle. Associated to
any adversary A is thus a success probability. The insecurity of the code is the
success probability of the “cleverest” possible adversary, amongst all adversaries
restricted in their resources to some fixed amount. We choose as resources the
running time of the adversary, the number of queries it makes, and the total
bit-length of all queries combined plus the bit-length of the output message M
in the forgery. Formally, we have the following definition.

Definition 1. Let MA = (K, T, V ) be a message authentication code, and let A

be an adversary that has access to an oracle. Let Advuf−cma
MA,A be the probability

that experiment Expuf−cma
MA,A returns 1. Then for any t, q, μ let

Advuf−cma
MA (t, q, μ) = max

A
{Advuf−cma

MA,A }

where the maximum is over all A running in time t making at most q oracle
queries, and such that the sum of the lengths of all oracle queries plus the length
of the message M in the output forgery is at most μ bits. We say MA is secure
if Advuf−cma

MA (t, q, μ) ≤ ε and ε is negligible.
In the following, we will use this notion to prove the security of IPMAC.

2.2 Universal Hash Families

There are many different types of Universal Hash Families, and we now present
three of them that will be used later.

In the following discussion and throughout the paper it is assumed that the
domain and range of universal hash functions are finite sets of binary strings
and that the range is smaller than the domain.

Definition 2. [Carter and Wegman,1979] Fix a domain D and range R.
A finite multiset of hash functions H = {h : D −→ R} is said to be Universal if
for every x, y ∈ D where x �= y, Prh∈H[h(x) = h(y)] = 1/|R|

If we slightly relax the requirement of the collision probability to be some ε ≥
1/|R|, we will get the notion of Almost Universal Hash Families.

Definition 3. [3, 4] Let ε ∈ R+ be a positive number. Fix a domain D and a range
R. A finite multiset of hash functions H = {h : D −→ R} is said to be ε-Almost
Universal(ε-AU) if for every x, y ∈ D where x �= y, Prh∈H[h(x) = h(y)] ≤ ε

Definition 4. [5, 6] Let (B, +) be an Abelian group. A family H of hash func-
tions that maps from a set A to the set B is said to be ε-almost Δ-universal
(ε-AΔU)w.r.t.(B, +), if for any distinct elements x, y ∈ A and for all g ∈ B:

Prh∈H[h(x) − h(y) = g] ≤ ε

H is ΔU if ε = 1/|B|.
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Note that for the classes of hash function families defined in definitions 2-3, the
latter are contained in the former, i.e. an ε-AΔU family is also an ε-AU family.

3 Definition of IPMAC

Some of the content is the same as the content in the Ploy1305 MAC[1]. We
include here for completeness.

Messages
A message is any sequence of bytes m[0] , m[1] , · · · , m[l − 1]; a byte is any
element of {0, 1, · · · , 255}. The length l can be any nonnegative integer, and can
vary from one message to another.

Block cipher
IPMAC requires a block cipher E : K × {0, 1}128 → {0, 1}128. Any block cipher
that is pseudo-random permutation can be used here.

Key
IPMAC authenticates messages using a 16-byte secret key k shared by the mes-
sage sender and the message receiver. Using this block cipher key k, we let
r = Ek(0). Here we represents this 128-bit integer r in unsigned little-endian
form: i.e., r = r[0] + 28r[1] + · · · + 2120r[15].

In order to get better performance, after getting r, we need set certain bits of
r to be 0: the top four bits of r[3], r[7], r[11], r[15] (i.e., to be in {0, 1, · · · , 15}),
the bottom two bits of r[4], r[8], r[12] (i.e., to be in {0, 4, 8, · · · , 252}). Thus there
are 2106 possibilities for r. In other words, r is required to have the form r0 +
r1 + r2 + r3 where r0 ∈ {0, 1, 2, 3, · · · , 228 −1}, r1/232 ∈ {0, 4, 8, 12, · · · , 228 −4},
r2/264 ∈ {0, 4, 8, 12, · · · , 228 − 4}, and r3/296 ∈ {0, 4, 8, 12, · · · , 228 − 4}. This
process has no effects on the security proof of IPMAC. So we don’t consider this
process in the following proof.

Nonces
IPMAC requires each message to be accompanied by a non-zero 16-byte nonce,
i.e., a unique message number. IPMAC feeds each nonce non through Ek to
obtain the 16-byte string Ek(non). Here the nonce can be any number except 0.

Conversion and padding
Let m[0], m[1], · · · , m[l − 1] be a message. Write p = �l/16	, Define integers
c1, c2, · · · , cp ∈ {1, 2, 3, · · · , 2129} as follows: if 1 ≤ i ≤ 
l/16� then

ci = m[16i − 16] + 28m[16i − 15] + 216m[16i − 14] + · · · + 2120m[16i − 1] + 2128

if l is not a multiple of 16 then

cp = m[16p − 16] + 28m[16p − 15] + · · · + 28(l mod 16)−8m[l − 1] + 28(l mod 16)

In other words: Pad each 16-byte chunk of a message to 17 bytes by appending
a 1. If the message has a final chunk between 1 and 15 bytes, append 1 to the
chunk, and then zero-pad the chunk to 17 bytes. Either way, treat the resulting
17-byte chunk as an unsigned little-endian integer.
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Authenticators
The IPMAC authenticator of a message m under secret key k is defined as the
16-byte unsigned little-endian representation of

(((c1r
p + c2r

p−1 + · · · + cpr
1) mod 2130 − 5) + Ek(non)) mod 2128

Here the 16-byte string Ek(non) is treated as an unsigned little-endian integer,
and c1, c2, · · · , cp, block cipher E, r and non are defined above.

From above, we can see that the mainly difference between the Poly1305 MAC
and IPMAC is the choice of r. IPMAC use the secret key k and the block cipher
to generate r, while Poly1305 MAC randomly choose secret key r. This change
makes the security proof of IPMAC much harder than that of Poly1305 MAC
substantially as shown below.

4 Security of IPMAC

Firstly, we discuss the properties of Poly hash and the relation between PRP
and PRF, and then we give two Theorems and prove them.

4.1 Properties of Poly Hash

Here we describe a hash family called “Poly hash”. Let the hash domain D =
{0, 1}∗. Let Poly hash H = {Hr : D → {0, 1}128} be the family of functions
where members are selected by the random choice of some r. For any message
m, write m for the polynomial c1x

p + c2x
p−1 + · · · + cpx

1, where p, c1, c2, · · · , cp

are defined in Section 3. Define Hr(m), a member of Poly hash, as the 16-
byte unsigned little-endian representation of (m(r)mod 2130 − 5) mod 2128. We
now show that Poly hash has the properties that we need, in the next two
straightforward lemmas.

Lemma 1 (Poly hash is ε-AΔU family). Fix n ≥ 1. Let g be a 16-byte
string. The function Poly hash is 8�l/16	/2128-almost Δ-universal (AΔU) when
its inputs having at most l bytes.

Proof. We consider two distinct input m and m′, then analyze the probability
of the event that

Hr(m) = Hr(m′) + g

for some fixed 16-byte string g.
From the theorem 3.3 of [1], we know that there are at most 8�l/16	 integers

r ∈ {0, · · · , 2130 − 6} such that this equation. If r is a uniform random element
of {0, 1}128, then Hr(m) = Hr(m′) + g with probability at most 8�l/16	/2128.
Consequently, if r is a uniform random element of {0, 1}106 as defined in Ploy1305
MAC, then this probability is at most 8�l/16	/2106. �

4.2 A PRP Can Be a Good PRF

Perhaps the best-known cryptographic primitive is the block cipher. We use
the alternate name “Finite Pseudorandom Permutation”(Finite PRP) since it
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is more descriptive. A finite PRP is a family of permutations where a single
permutation from the family is selected by a finite string called the “key”.

The security of a PRP is defined based on its “closeness” to a family of truly
random permutation. If the adversary is unable to distinguish well between these
two types of oracles, we say that the PRP is secure. The following two definitions
come from section 2.2 of [7].

Definition 5. Let D be a PRP adversary and let E be a PRP with block length
l and key length n. Define the advantage of D as follows:

Advprp
E,D = Pr[DEk(·) = 1|k R← {0, 1}n] − Pr[Dπ(·) = 1|π R← Perml→l]

Pseudorandom Functions are another extremely useful building block used in
cryptographic protocol. PRFs are a natural relaxation of PRPs: whereas PRPs
were required to be permutations, PRFs need only be functions. The syntax and
definition of security are completely analogous to the above but are given here
for completeness.

Definition 6. Let D be an adversary and let E be a PRF with input length l,
output length L, and key length n. Define the advantage of D as follows:

Advprf
E,D = Pr[DEk(·) = 1|k R← {0, 1}n] − Pr[Dρ(·) = 1|ρ R← Randl→L]

It is often convenient to replace random permutations with random functions,
or vice versa, in security proof. The following lemma lets us easily do this. For
a proof see Proposition 2.5 in [8].

Lemma 2 (A PRP can be a good PRF). The advantage Advprf
E,A of an

adversary A in distinguishing a n-bit PRP E from a random function is bounded
by

Advprf
E,A ≤ Advprp

E,A + q(q − 1)/2n+1

where the value q is the number of queries to the function oracle.

4.3 Security Proof of IPMAC

We use the standard model for the security of a MAC in the presence of chosen-
message attack, in which an adversary is given access to a tag generation oracle
and a message/tag verification oracle. That is we defined in section 2.1. Formally
we define the “experiment of running the adversary” A in an attack on IPMAC
as following.

Experiment Expuf−cma
IPMACF,A

let F
R← F

r = F (0)
Let (M, σ, non) ← AHr(·)+F (non)

If Vk(M, σ, non) = 1 and M was not a query of A to its oracle
Then return 1 else return 0
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We use IPMACF to denote using the function family F to instance IPMAC.
From the Definition 1 we know Advuf−cma

IPMACF,A be the probability that experiment
Expuf−cma

IPMACF,A returns 1.
Firstly, we consider using random function family f = Rand128→128 to realize

the IPMAC and give its security. Then we transfer it to complexity theoretic. In
IPMACf , the sender maintain a nonce, non, which is an integer variable. Above
all, the sender and receiver shared a random function f chosen randomly from f.
To sign message M , the sender sends(M, Hf(0)(M) + f(non), non). To verify a
received message M with tag (σ, non), the receiver computer Hf(0)(M)+f(non)
and ensures it equals σ. We now state and prove a theorem on the security of
this scheme.

Theorem 1. Let q, t ≥ 1 be integers. Then

Advuf−cma
IPMACf

(t, q, μ) ≤ 8�l/16	/2128 (1)

Proof. Since the nonce cannot be 0, f(0) is a uniformly-distributed random bit
string. Then Hf(0) is a random chosen function from H.

Recall the definition from Section 2.1: we must show that there cannot exist an
adversary A which makes q queries Q = (M1, M2, · · · , Mq) of MAC, in sequence,
receiving tags T = (t1, t2, · · · , tq) and then outputs a new message M∗ /∈ Q
along with a tag t∗ and a nonce non∗ such that Hf(0)(M∗) + f(non∗) = t∗ with
probability more than 8�l/16	/2128.

We compute the probability that A forges after making q queries. Since A out-
puts a nonce non∗, there are two possibilities: either non∗ has been used or non∗

hasn’t beenused.We consider the latter first. Ifnon∗hasn’t beenused then f(non∗)
is a uniformly-distributed random bit string uncorrelated to any value yet seen, we
know Hf(0)(M∗) + f(non∗) = t∗ is also uniformly distributed and independent of
what has been seen. So A′s ability to guess t∗ is exactly 1/2128.

Now consider the case that non∗ has been used. In other words, A has chosen
the value which has been used in the computation of a tag ti∗ for a message
Mi∗ . She has both of these values. Now she must produce M∗ �= Mi∗ and t∗

such that t∗ = Hf(0)(M∗) + f(non∗). But this requires that t∗ − Hf(0)(M∗) =
ti∗ − Hf(0)(Mi∗), or that Hf(0)(M∗) = Hf(0)(Mi∗)+ (t∗ − ti∗). But H is ε-AΔU
so the chance of this is at most ε.

Lemma 1 tells us that ε = 8�l/16	/2128 ≥ 1/2128, so in either case A’s chance
of forging is at most ε. �

The preceding is an “information theoretic” result. Now we consider the code
IPMACE , where E is a block cipher. We now state and prove a theorem on the
security of this code.

Theorem 2. [IPMACE is secure]Let q, t ≥ 1 be integers, Let E be a 128-bit PRP
and lP be the total number of plaintext bits and len(M) ≤ l for each query. Then

Advuf−cma
IPMACE

(t, q, lP ) ≤ Advprp
E (t′, q′) +

q(q + 1)
2129 +

8�l/16	
2128 (2)

where q′ = q + 1 and t′ ≈ t.
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Proof. Let A by any forger attacking the message authentication code IPMAC.
Assume the oracle in Experiment Expuf−cma

IPMAC,A is invoked at most q times, and
the “running time” of A is at most t. We design BA, which is a distinguisher for
PRP E : {0, 1}128 × {0, 1}128 → {0, 1}128 versus random function Rand128→128.
BA is given an oracle for a function f : {0, 1}128 → {0, 1}128. It will run A,
providing it an environment in which A’s oracle queries are answered by BA.
When A finally outputs its forgery, BA checks whether it return 1, and if so bets
that f must have been a block cipher rather than a random function.

By assumption the oracle in ExperimentExpuf−cma
IPMAC,A is invoked atmost q times,

and for simplicity we assume it is exactly q. This means that the number of queries
made by A to its oracle is q − 1. Here now is the code implementing BA.

Distinguisher Bf
A

r = f(0)
For i = 1, · · · , q − 1 do

When A asks its oracle some query Mi,
generate a nonce and answer with (Hr(Mi) + f(noni), noni)

End For
A outputs (M, σ, non)
σ′ ← Hr(Mi) + f(non)
If σ = σ′ and M was not a query of A to its oracle
Then return 1 else return 0

At the very outset of the experiment, we query the function oracle with the
input value 0, and set r to the value returned by the oracle. When A makes
its first oracle query M1, algorithm BA pause and computes Hr(M1) + f(non1)
using its own oracle f and non1 is the current state maintained by BA. The
value Hr(M1) + f(non1) and non1 are returned to A. BA update its state.
The execution of the latter continues in this way until all its oracle queries are
answered. Now A will output its forgery (M, σ, non), BA verifies the forgery, and
if it is correct, return 1.

We now proceed to the analysis. From Definition 5, Definition 6 We claim that

Advprf
E,BA

= Pr[Bf
A = 1|f R← E] − Pr[Bf

A = 1|f R← Rand128→128]

= Advuf−cma
IPMACE ,A − Advuf−cma

IPMACf ,A

≥ Advuf−cma
IPMACE ,A − 8�l/16	/2128

Because BA makes q + 1 query to its oracle, using lemma 2 we get

Advuf−cma
IPMACE ,A ≤ Advprp

E,BA
+

q(q + 1)
2129 +

8�l/16	
2128 (3)

We now proceed to the analysis. We claim that

Advuf−cma
IPMACE

(t, q, lP ) = max
A

{Advuf−cma
IPMACE ,A}

≤ max
A

{Advprp
E,BA

+
q(q + 1)

2129 +
8�l/16	

2128 }
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≤ max
A

{Advprp
E,BA

} +
q(q + 1)

2129 +
8�l/16	

2128

≤ max
B

{Advprp
E,B} +

q(q + 1)
2129 +

8�l/16	
2128

≤ Advprp
E (t′, q′) +

q(q + 1)
2129 +

8�l/16	
2128

Above the first equality is by the Definition 1. The following inequality uses
Equation 3. Next we simplify using properties of the maximum, and conclude by
using the definition of the insecurity function as per Definition 5.5 of [2]. We can
constrain r in {0, 1}106 as defined in Poly1305 MAC to accelerate implementa-
tions of “Poly hash” in various contexts. Thus the security bound will get a bit
worse. �

5 Conclusions

In this paper we present an improved Ploy1305 MAC(IPMAC) and prove its
security. IPMAC takes only one key, k of a block cipher E, and a 16-byte nonce.
The shorter key is very important for performance not only in the situation that
one frequently changes the secret key but also in the situation that the resources
are limited. For example, a wireless access point could be handling 1000 keys
at any one time. In this situation, using 16-byte keys can save 16KB additional
memory than using 32-byte keys. This is very important in small embedded
devices.
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