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Abstract. In this paper, we propose to enforce network access control in Mo-
bile Ad Hoc Networks (MANETs) using cryptographic techniques. In the pro-
posed approach, packets are authenticated by means of a network-wide sym-
metric (session) key. Because nodes are mobile and communication paths may
change rapidly, timely distribution of new session keys is challenging (particu-
larly if keys change frequently). Nodes wishing to communicate may therefore
hold different session keys, which must somehow be synchronized. We present
a fully distributed key synchronization method based on stateless group key dis-
tribution, and localized packet retransmission. If nodes A and B wish to com-
municate securely over a path P , all nodes on this path must synchronize keys
with their immediately adjacent neighbors in the path. Any node which is unable
to synchronize keys will not be allowed to forward packets. Simulations and a
functioning prototype demonstrate the proposed system is practical and effective.

1 Introduction

A MANET is an autonomous system formed by a set of wireless mobile nodes that
generally operate with low battery power and with limited bandwidth. Currently, most
MANETs do not have any network access control mechanism. The attackers may thus
easily gain access to the network, and launch various attacks. For instance, an attacker
may inject a large number of “bogus” or spurious packets into the network, simply to
consume network bandwidth and the battery power of mobile nodes.

Firewalls have been typically been used to enforce network access control, using
network topology and service information. They are particularly valuable for guard-
ing against resource consumption. However, the dynamic nature and open (wireless)
medium of MANETs make it difficult to directly apply techniques such as firewalls.

In this paper, we propose to enforce network access control in MANETs using cryp-
tographic techniques. That is, a network-wide access control (secret session) key, which
is only known by approved nodes, is employed to authenticate all the packets transmit-
ted in the network. Each node asked to forward a packet inspects the packet to see if it
has been authenticated with an access control key as recent as the one it (the forwarding
node) holds. Only packets meeting this test are forwarded by the MANET.

A critical challenge is how to manage such access control keys in a MANET. Due to
the need to remove compromised nodes, this access control key may have to be updated
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frequently. The dynamic network topology and frequent communication failures make
it difficult to achieve a globally-synchronized key after each key update. To the best of
our knowledge, no existing key distribution schemes can ensure such key synchroniza-
tion, even if the key manager is assumed to be always online.

To address this issue, we propose a distributed key synchronization method that
makes use of stateless group key distribution schemes (e.g., [5,11,13]). These schemes
have the nice property that a legitimate node can get the updated group key from a
received key update message, even if that node has missed several previous rounds of
key updates. The proposed key synchronization method guarantees that whenever le-
gitimate nodes communicate with each other, they will synchronize their access control
keys and agree on the latest one needed to authenticate and verify data packets.

Another challenging problem is how a node deals with received packets that cannot
be verified immediately, i.e., that are authenticated with keys different than the one
it holds. This can happen if a new access control key has not been fully distributed
throughout the network. To address this problem, we present a packet retransmission
scheme. By requiring the sender to locally retransmit the data packet, this scheme limits
the propagation of unverified packets to a single hop, and allows the involved nodes to
synchronize their access control keys and establish or continue communication.

The rest of the paper is organized as follows. Section 2 introduces the underlying
models and cryptographic tools used in this paper. Section 3 discusses the proposed sys-
tem and the critical techniques for synchronizing session keys. Section 4 describes the
preliminary results of implementation and system testing. Section 5 discusses related
work. Section 6 concludes this paper and points out some future research directions.

2 Underlying Models and Cryptographic Tools

2.1 Network Model

We notice that without a logically centralized authority, a faulty entity can behave ar-
bitrarily and thus defeat an access control system. Therefore, we assume all legitimate
nodes come from one domain and their accesses to MANET are controlled by a key
manager that is not required to be always online. We argue that this assumption is rea-
sonable, if we want to enforce access control in MANETs.

All nodes register at the key manager offline before joining the network. Each of
them is pre-configured with a unique (ID), ID certificate, current network access control
key, and a set of personal secret keys used for stateless key distribution purposes. We
also assume neighboring nodes know each other’s ID by verifying the ID certificate.

Whenever a new network access control key needs to be distributed, e.g., after a
compromised node is detected, the key manager broadcasts a key update message to
the network, or gives the key update message to a newly joined node. Note that the
methods for detecting compromised nodes are not in the scope of this paper.

2.2 Attack Model

The proposed network access control system relies on cryptographic techniques to con-
trol the nodes’ access to a MANET. An attacker with unbounded computing capability
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is capable of compromising any practical security protocol. We thus assume that the
attackers have bounded computing capability. They cannot break the adopted stateless
group key distribution scheme.

An attacker may wish to inject packets into the network with the goal of depleting
the resources of nodes relaying the packets. Even though neighboring nodes will not
forward bogus packets injected by an attacker, they will have to spend some resources
on verifying these packets. Such a local resource consumption attack is possible and
cannot be prevented by the proposed system.

2.3 Stateless Group Key Distribution

Based on the interdependency of key update messages, group key distribution schemes
can be classified into two categories, stateful [10,14,15] and stateless [5,11,13]. In the
stateless group key distribution schemes, each user is preassigned a unique ID and some
personal secret keys that never change during the lifetime of the group. To revoke a user
or to update the group key, the key manager encrypts a new session key separately, using
a set of secret keys only known to the non-revoked users. The manager creates a key
update message consisting of the resulting ciphertexts and some auxiliary information
(e.g., the IDs of the encryption keys), and then broadcasts this message to the network.
After receiving a key update message, a non-revoked node uses its personal secret key
(or a key derived from its personal secret key) to decrypt a certain part of the message
(indicated by the user’s ID), and from this obtains the new session key. As a result, the
stateless key distribution scheme has two nice properties. First, a legitimate user can
get the update group key as long as the user has the corresponding key update message,
even if the user is offline for a while, or misses several previous rounds of key updates.
Second, a legitimate node can calculate the ID list of all revoked nodes from a received
key update message.

2.4 One-Way Key Chain

A one-way key chain is a chain of keys generated through repeatedly applying a one-
way hash function H on a random number (key seed). For instance, kn−1 = H(kn), ...,
k0 = H(k1). The property of one-way means, given a latest released key ki from a one-
way key chain, it is computationally infeasible for an adversity to find any unreleased
key kj such that Hj−i(kj) equals ki. However, it allows a receiver to easily verify that
a later key kx really belongs to the key chain by checking that Hx−i(kx) equals ki.

3 Network Access Control for MANET

We propose to employ a symmetric key based network access control system to filter
out the bogus packets from a MANET. That is, a key manager (not required to be
always online) controls the nodes’ accesses to the MANET by selectively distributing
a common network access control key. Only authorized nodes which have not been
revoked by the key manager can get such a common key.
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Each node uses this network access control key to authenticate every outgoing
packet, i.e., to insert a Packet Authentication Header (PAH). A possible way of adding
the PAH, which is used in our implementation, is illustrated by Appendix A. Each node
also uses this key to verify the PAH of an incoming packet, either intended for this node
or transiting through it. They will immediately drop any packet not properly authenti-
cated. As a result, a non-authorized node that is either unknown to or revoked by the
key manager is prevented from injecting packets into the MANET.

Clearly, the network access control key may have to be updated due to the revocation
of compromised nodes. Since each key update (rekeying) event defines a key session,
the access control keys are also referred to as session keys. In this paper, we use network
access control key and session key interchangeably, and we assume a legitimate node
only uses the most recent session key it has received.

To make the proposed symmetric key based network access control system practical,
two critical issues need to be solved.

1. The proposed system requires all legitimate nodes agree on the same key at the time
they communicate. However, no existing group key distribution scheme can guar-
antee that all nodes receive the latest session key after a key update. Maintaining a
synchronized session key therefore becomes a non-trivial task, given the dynamic
nature of MANETs and the possibility of intermittent communication failures.

2. Two legitimate nodes cannot communicate in the proposed system, if a more re-
cent key update message only reaches one of them, unless they can agree on one
specific session key. Thus, another challenging problem is how a node handles the
received packets authenticated with different session keys, to ensure secure estab-
lishment/continuation of communication with corresponding senders.

In the following subsections, we present solutions to these two issues. We first in-
troduce a key synchronization method, which exploits the stateless feature of stateless
group key distribution schemes. This method assists in the distribution of the latest ses-
sion key to all legitimate nodes. Next, we introduce a packet retransmission scheme
when two communicating nodes have different session keys. This scheme allows the
involved nodes to synchronize their keys, and ensures the data is delivered and cor-
rectly authenticated. Note that, we use the source and the destination to denote the two
end-hosts along a communication path, i.e., the node where a packet is produced and
the node where the packet ends up, and use the sender and the receiver to denote the
two communicating nodes adjacent to one another.

3.1 Synchronization of Network Access Control Keys

In the proposed network access control system, ideally, all legitimate nodes should use
the same (latest) session key at any time. However, due to communication failures,
the limited range of wireless transmission, and changes in the network topology, a key
update message may fail to propagate across the entire MANET. As a result, two legiti-
mate nodes may simultaneously hold different session keys. We refer to such a scenario
as key un-synchronization. Key un-synchronization is a fatal threat to the proposed net-
work access control system. It prevents key-unsynchronized nodes from establishing
normal communication.
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Definition 1. Let U denote a set of legitimate nodes, and K
(t)
U denote the set of session

keys used by the nodes in U at time t. U is key-synchronized at time t, if |K(t)
U | = 1.

Otherwise, we say U is key-unsynchronized.

Several possible methods could be employed to remedy such key un-synchroni-
zation based on assistance from the key manager. For instance, nodes that become aware
they have not received the newest session key could directly contact the key manager to
get the key, or the key manager could periodically rebroadcast the key update messages.
However, such methods are overly-dependent on the key manager. The key manager
could be unreachable by a large fraction of nodes due to temporary partitioning of the
network, even if it is always online. In such a case, nodes that can physically reach each
other by some path will not be able to synchronize their session keys.

In the following, we present a distributed key synchronization method. The detailed
algorithm of the proposed method will be presented in the next subsection, due to the
interaction between key synchronization and data packet transmission.

Proposed Method. The proposed key synchronization method depends upon recent
advances in stateless group key distribution [5, 11, 13]. It helps distribute the latest ses-
sion key to all legitimate nodes, and it guarantees that whenever two legitimate nodes
communicate with each other, they will synchronize their session keys and agree on the
most recent one to use.

In the proposed key synchronization method, each node buffers (without modifica-
tion) the key update message it most recently receives. It directly transmit this buffered
message to other nodes that may be using an older session key. The corresponding
nodes can then extract the new session key from the received message, since a stateless
key distribution scheme allows a legitimate user to get the updated group key as long as
the user has the corresponding key update message, even if the user has been off-line
for a while, or missed several previous rounds of key updates. In this way, two key-
unsynchronized nodes that want to communicate can synchronize their session keys
without relying upon the key manager.

We notice that an attacker may send ‘bogus’ key update messages. This could lead
to a resource consumption attack, if the verification of a key update message involves
expensive operations (e.g., asymmetric cryptographic operations). To mitigate this at-
tack, all session keys in the proposed system are generated from a one-way key chain. It
sequentially uses these session keys for network access control, and pre-distributes k0

or the current session key ki to a legitimate node as the commitment of the key chain.
As discussed earlier, a node thus can verify the authenticity of a new session key (or
a new key update message) with a limited number of hash operations that are much
cheaper than an asymmetric cryptographic operation.

In order to accelerate the convergence of the network access keys in a MANET, we
suggest that each node periodically broadcasts a beacon message. This message can be
either the node’s buffered key update message, or a special, authenticated packet. From
a received beacon message, a local receiver can detect whether it is key-synchronized
with the sender. If not, the receiver can iniitate a procedure of key synchronization. Due
to page limitations, we skip the details of employing beacon messages.
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3.2 Packet Retransmission in Case of Key Un-synchronization

As was mentioned earlier, in the case of key un-synchronization, a legitimate node may
receive some packets authenticated with a different session key than the one it holds. For
convenience, we refer to such received packets as unverified packets, since they cannot
be immediately verified by the receiver. Simply accepting or forwarding an unverified
packet is not acceptable. Otherwise, an attacker can easily defeat the proposed network
access control system by using a spurious PAH.

There are two important design factors: (a) how a receiver synchronizes the session
key with the corresponding sender, and (b) whether a receiver buffers an unverified
packet. A legitimate node has four major options to avoid key un-synchronization or to
handle an unverified packet. These options are:

1. Synchronizes the keys with all nodes along the communication path first, to avoid
the key un-synchronization in future data transmission.

2. Buffers the unverified packets first, then synchronizes the session key with the
sender, and finally verifies these buffered packets.

3. Simply drops the unverified packets in case of key un-synchronization.
4. Drops the unverified packets and asks the sender to retransmit the packets, while a

key synchronization is triggered during the retransmission.

The first three options each have serious drawbacks. The first option cannot exclude
the possibility that a transmission cannot complete because of frequent key updates.
The second option exposes legitimate nodes to memory consumption attacks. That is,
the victim nodes are enforced to buffer the bogus packets authenticated with a “newer”
session key, while waiting to receive the necessary session key update message. The
third option prevents two legitimate nodes from establishing or continuing communica-
tion when they are key-unsynchronized.

In the proposed network access control system, we propose to use the fourth op-
tion. It assists the communicating nodes to reestablish communication in the case they
become key-unsynchronized, constrains the propagation of any unverified packet to a
single hop, and avoids the memory consumption attack since the receiver is not required
to buffer any unverified packets.

Proposed Scheme. In this subsection, we present the details of the proposed packet
retransmission and key synchronization algorithm. We start with the pseudo-code for
unicast data packets, shown in Figure 1.

In the packet receiving part, if the sender and the receiver are key-synchronized,
i.e., the session ID in the received packet is equal to the receiver’s, the latter verifies the
PAH immediately. Otherwise, the receiver needs to synchronize the session key with
the sender and requests a packet retransmission.

The receiver sends a retransmission request to the sender, if the sender has a more
recent session key. After receiving this retransmission request, the sender retransmits
the data packet with its buffered key update message. The receiver then extracts the
new session key from the attached key update message, and verifies the retransmitted
packet. Conversely, the receiver sends a retransmission request to the sender and at-
taches its own buffered key update message. The sender extracts the new session key
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from the attached key update message, authenticates the data packet with this key, and
retransmits the data packet. The receiver can then verify the retransmitted packet. Thus,
any unverified unicast packet is prevented from propagating beyond a single hop.

Locally broadcast a beacon message every t time unites

When sending a packet P
insert a PAH to P

When receiving a packet P from sender X

CASE 1: P is a data packet
if P’s session ID > node’s current one

drop P, send a retransmission request to X
along with a key synchronization request

else if P’s session ID < node’s current one
if X is in the list of revoked nodes

do nothing
else send a retransmission request to X

along with the buffered key update message
else verify the PAH in P

if PAH is correct
accept P and send ACK to X

else drop P
CASE 2: P is a key update message
if P is authenticated for a new session key

buffer P, extract new key, forward P,
and calculate the list of revoked nodes

else drop P
CASE 3: P is a retransmission request
if a new key update message is attached

extract the new session key and verify PAH in P
if verification proves correct

send ACK to X
else drop p

else retransmit the data packet
along with the buffered key update message

CASE 4: P is an ACK
remove the acked packet from the buffer

Fig. 1. Pseudo-code for Key Synchronization and Packet
Retransmission

The proposed algorithm
uses an ACK mechanism to en-
sure a data packet is received
correctly. Thus, it requires the
sender to retain a packet until it
is ACKed. If the received packet
is verified, the receiver replies
with an authenticated ACK. The
sender is then free to purge the
acknowledged packet from its
sending buffer.

The proposed algorithm
may allow some packets from a
revoked node to be successfully
delivered and verified, after the
node has been revoked, in the
following way. Assume there
are 3 nodes S, X , and D, all
synchronized with the same ses-
sion key, and suppose S sends a
packet to D through X . X will
verify the packet and forward
it to D, but in the meantime
D may receive a new session
key update message (which re-
vokes S from the group). When
X forwards the packet to D, the
packet will fail to be verified. D
will request retransmission and
send the new session key update
message to X . X will update its
session key, reauthenticate the
packet, and retransmit it to D,
which will verify the packet and
accept it.

A solution to this problem would require an additional check. In essence, each re-
ceiving node must check if the source of a packet has been revoked according to the
session key held by the receiver. If so, the packet is dropped and communication fails.
Otherwise, the receiver synchronizes the session key with the sender and forwards the
packets to the next node in the path. A configuration parameter can be set to implement
this more stringent requirement.
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It is worth noting that the proposed algorithm must be modified slightly in the case of
a broadcast data packet. In this case, we assume ACKs are not used, in order to avoid the
ACK implosion problem (i.e., network bandwidth exhaustion from transmitting too many
ACKs triggered by one broadcast packet). Accordingly, a data packet that is broadcast
is not stored by forwarding nodes. A receiver that requests retransmission therefore has
to send its retransmission request to the source of the broadcast packet. The source can
then perform the normal processing described above, and rebroadcast the packet.

3.3 Analysis

Correctness. In the proposed system, a node can tell whether it is key-synchronized
with the sender by examining the PAH in the received packet. If the sender and the re-
ceiver are key-unsynchronized, the receiver will employ the proposed key synchroniza-
tion algorithm to synchronize their session keys. A more recently buffered key update
message is therefore exchanged between these two nodes. Meanwhile, any improperly
authenticated key update message will be detected and filtered out since a node can eas-
ily verify the authenticity of a key update message based on its current session key. The
corresponding node which holds the old key will extract the new session key from the
received key update message, and as a result, these two nodes converge on the newer of
their two keys.

Suppose source node S communicates with destination node D via n intermediate
nodes, I1...In. Assume all these n + 2 nodes are legitimate (non-revoked), and they
use v session keys, v ≤ n + 2, where kv is the latest session key. For convenience, we
assume the time interval between two consecutive key updates is at least as long as the
propagation delay (including time for key synchronization and retransmission) between
nodes S and D. Otherwise, the nodes in the path may never be able to synchronize their
keys, if new key update messages continually arrive during the delivery of packets.
After a node on the path has been reached which holds kv , all nodes on the path after
that must synchronize on this most recent key, until the destination is finally reached.

Security. The proposed system employs a symmetric key to prevent non-authenticated
packets from propagating beyond a single hop, and thus enforces the network access
control. However, an attacker could launch some attacks against the proposed system.

A malicious node may cause unnecessary communication by broadcasting a forged
beacon message, transmitting a key synchronization request, or sending data packets
with spurious PAH. The legitimate nodes will respond by either sending a key syn-
chronization request or transmitting their buffered key update messages, wasting both
network bandwidth and battery power. It is not possible to completely prevent such at-
tacks in the proposed system. However, a malicious node can only trigger the legitimate
nodes to send a key synchronization request, which generally is much smaller than a
buffered key update message, by declaring a newer session key has been used. So the ef-
fects of such resource consumption attacks are localized. We speculate that identifying
such attacks and the source of the attacks is easier as a result.

An inside attacker, i.e., a compromised but undetected and therefore not revoked
node, may refuse to forward information. This may cause a logical (key) partition of
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the MANET. The proposed system cannot prevent such a logical partition caused by an
inside attacker. However, it can be avoided if the MANET is highly-connected. Other-
wise, the issue of nodes which refuse to forward packets is known as a “selfish node”
problem for MANETs, for which several solutions have been proposed (e.g. [9]).

The proposed system cannot guarantee a global key synchronization in the case of
network partitioning. Therefore, a newly revoked node may enter a subnetwork that
still uses an old session key and cause damage. This is a limitation of the proposed
scheme, and no method based on centralized revocation can overcome such a limitation.
However, we argue that the mobility of nodes accelerates the convergence of the session
key of the whole MANET. A revoked node will eventually be excluded in the proposed
system, if a node using the latest session key joins that subnetwork.

Since the total number of sessions is predetermined by the length of the one-way
key chain, an attacker may attempt to deplete the sessions (and thus the lifetime of the
network) by frequently joining and leaving, requiring the key manager to frequently
update the session key. To mitigate this attack, the key manager can generate a long
key chain. Coppersmith and Jakobsson [4] already proposed a scheme to improve the
performance of the one-way key chain, which requires only O(log(N)) storage and
O(log(N)) computation to access an element, where N is the total number of keys.
Furthermore, since a node needs to register at the (centralized) key manager offline to
gain network access, repeated registration can be easily identified.

Overhead. The computation overhead comes from the operations of packet authentica-
tion and verification. A source node needs to calculate a PAH for every outgoing packet,
and a receiver needs to verify this PAH before accepting or forwarding the packet. Since
symmetric cryptography is used, calculating and verifying a PAH will be very fast and
cheap in the proposed system. Such routine operations will not cause a heavy burden.

The communication overhead arises from several sources. First, each packet con-
tains a PAH header, which introduces a message overhead. Second, the periodically
broadcasted beacon message presents another source of communication overhead.
Since the length of a beacon message is quite small (on the order of an IP header plus
a PAH header), such a cost is tolerable. Finally, a node may have to retransmit the data
packet, when it is key-unsynchronized with the receiver. In the worst case, a data packet
may need to be retransmitted l times before it is successfully delivered to the destina-
tion, where l is the length of the path. However, since key un-synchronization generally
does not happen frequently, the communication overhead caused by the packet retrans-
mission is tolerable. In the next section, we present experimental results that investigate
how frequently key-synchronization is required, and the percentage of retransmitted
packets (extra communication delay).

Performance. We evaluated the performance of the proposed method by means of
simulation. We created our own simulator, which implemented the transmission of data
between nodes. For evaluation purposes, we assumed shortest path routing information
was maintained at all times. This level of detail was sufficient to evaluate the effective-
ness and performance tradeoffs of the proposed method.

We generated a MANET with n nodes in a 1km x 1km area. Nodes were initially
placed in a random way. Each node’s movement was simulated as a random walk with a
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maximum speed of 20m/s. The communication range for each node was uniformly set
to 200m. Each data point measured is the average of 2000 simulations, using different
seeds for random number generation. The average percentage of nodes with the latest
session key was then measured after each round of key update for 8 consecutive rounds,
supposing only the session key needs to be updated, and no revoked nodes.

The average percentage of reachable nodes from a randomly-selected source node,
referred to as reachability in this paper, affects the performance of the proposed system.
Figure 2 shows that for a fixed geographic area and transmission range, as the total
number of nodes increases, the reachability increases. In the following experiments,
we simulated a network with either 40 nodes, for which the reachability is 70%, or a
network with 80 nodes, for which the reachability is 98%.

Next, we compared the proposed key synchronization scheme with the stateful and
the original stateless key distribution schemes on the average percentage of nodes that
have the latest session key after key updates. We assume the key manager updates the
session key once each minute. The nodes in the proposed scheme broadcast a beacon
message and synchronize session keys with neighbor nodes (if necessary) once every
15 seconds, i.e., there are 3 cycles of key synchronization between two consecutive key
updates. Each cycle of key synchronization is assumed to complete before the next
one begins. Data packets were not exchanged, so that only the effectiveness of key
distribution was measured. The comparison results are shown in Figure 3 - 6.
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From these figures, it is clear that a stateful rekeying scheme performs poorly in a
MANET. After the key manager has updated the session key 6 times, almost no legit-
imate node can get the latest session key, even when they are still connected with the
key manager. This is because a stateful scheme requires that a node receives every pre-
vious key update message, which becomes less and less likely as the number of updates
increases. For the stateless rekeying scheme, the average percentage of nodes that have
the latest session key is close to the average reachability. This is because successful
key update is not dependent on receiving previous key updates. However, the limits on
reachability still leave a substantial fraction of nodes that do not receive the latest ses-
sion key. The proposed key synchronization scheme greatly improves the performance
of key distribution, i.e., almost every node (99%) receives the latest session key after 3
cycles of key synchronization.

Figure 7 shows the packet retransmission ratio (due to key un-synchronization) for
various packet sending rates, given a specific source and destination pair that commu-
nicate over a 100 minute period. It shows that (i) a denser network has a lower retrans-
mission rate due to the lower probability of key un-synchronization, and (ii) the packet
retransmission ratio decreases as the sending rate increases, since more data packets
will be successfully transmitted after each key synchronization.

4 Implementation

We implemented and tested a prototype of the proposed system at the IP layer. Our
implementation consists of two modules, the group rekeying module and the packet
authentication module. The packet retransmission function is still under development.

Pre-
Routing ROUTE Forward Post-

Routing

ROUTE

Local
Out

Verification Authentication

Local
In

Fig. 8. Structure of Implementation on Netfilter

The group rekeying module runs in
the user space. It employs the stateless
group key distribution scheme proposed
in [8]. This module extracts the new ses-
sion key and passes it to the packet au-
thentication module via a kernel mes-
sage. It also buffers the latest key update
message for future key synchronization.

The packet authentication module
runs in kernel space and is based on
the Netfilter [1] architecture. It uses the
HMAC-MD5 authentication algorithm,

and will send a signal to the group rekeying module once receiving an unverified packet.
Figure 8 illustrates how this module is implemented using Netfilter.

We tested our implementation on a small scale test bed consisting of a DELL Pen-
tium IV laptop running Red Hat Linux 9.0 (kernel version 2.4.20), and two COMPAQ
iPAQ 3970 PDAs running Familiar v0.7.2. (kernel version 2.4.19-rmk-pxa1-hh30). All
of these were equipped with Lucent Orinoco wireless cards. The laptop acted as the key
manager and the PDAs acted as regular nodes. We tested the functionalities of packet
authentication, key distribution and synchronization, and revocation mechanism. All
tests performed as expected and demonstrated that access control worked properly.
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5 Related Work

Basagni, et. al [2] suggested using a symmetric key to secure the communication in a
MANET. Their underlying idea is similar to ours. Howevr, they suggested using hierar-
chical key management, and did not give a solution on how to synchronize the session
keys and how to handle the unverified packets in the case of key un-synchronization.

Recently, Zhu, et. al., [16] designed a lightweight hop-by-hop authentication proto-
col (LHAP) for MANETs. LHAP uses the TESLA broadcast authentication [12] tech-
nique and the one-way key chain. It requires clock synchronization between nodes, and
cannot completely prevent the propagation of forged packets. For instance, an attacker
can use TESLA keys eavesdropped from a legitimate node A to authenticate its forged
packets. The attacker can then fool nodes that set up a trust relationship with A, but lose
contact for awhile, to accept these forged packets.

D. Kraft and G. Schafer [7] proposed a distributed access control scheme for con-
sumer operated mobile ad hoc networks. Their scheme relies on a web-of-trust approach
(like PGP [17]) for authentication. Such schemes are not designed for secure group
communication, however, and therefore are not suited for our purpose.

Ioannidis, et. al., [6] presented a distributed firewall system. In their proposed sys-
tem, a centrally defined security policy is propagated to each network endpoint, which
execute this security policy to filter out unwanted packets. IPsec is used to authenti-
cate users, protect traffic, and securely distribute credentials. This approach is likely to
be impractical in a MANET, since IPSec is a point-to-point protocol, and managing a
security association between every pair of nodes will be difficult.

R. Canetti, et. al., [3] proposed a host architecture for secure Internet multicast,
which is somewhat similar to the proposed sytem. However, their architecture requires
each member to set up an IPsec security association with the key manager, and does
not solve the problem of key un-synchronization. Thus, it is impractical to be used as a
network access control system for MANETs.

6 Conclusion and Future Work

In this paper, we introduced a network access control system for MANETs based on
stateless group key distribution. The system synchronizes keys when necessary for suc-
cessful delivery, with proper access control. Simulation and a preliminary implementa-
tion demonstrate the proposed system is practical. Our future work includes designing
a distributed key manager to eliminate this potential single point of failure.
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A Illustration of PAH
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Type
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Fig. 9. Packet Authentication Header

Figure 9 shows the PAH in our imple-
mentation. The Type field specifies the
type of packet, which is either a con-
trol packet or a data packet. Since the
protocol type in the original IP header
is replaced with an unsigned value (e.g.,
199 in our implementation), its original
value is held by the Protocol field in
PAH so that it can be restored after the
packet is accepted at the destination. The
Header Length field indicates the length
of the PAH. The Session ID field iden-
tifies the key session ID associated with

this packet. The Message Authentication Code (MAC) field holds the authentication
information. Its length depends on the adopted authentication algorithm.
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