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Abstract. In 2005, Lee et al. proposed an ID-based 2-party key agreement pro-
tocol between users whose private keys were issued by independent PKGs that
do not share any system parameters. This work was the first kind that assumes
completely independent multiple PKG environment. However, Lee et al. proto-
col has a flaw that allows attackers to impersonate others without knowing their
private keys. In this paper, we propose a modification to the protocol of Lee et
al. that prevents impersonation attacks. We also show a simple technique that can
improve the efficiency of tripartite key agreement protocol of Lee et al. We also
provide analysis of the security and efficiency of the proposed protocols.

Keywords: ID-based cryptosystem, key agreement protocol, multiple PKG
environment.

1 Introduction

Key establishment protocols are widely used to share a common secret key between
entities. This secret key is normally used as a session key to construct a secure channel
between the entities involved. Key establishment protocols can be subdivided into key
transport protocols and key agreement protocols. In a key transport protocol, one of the
participants creates the shared key and distributes it to others securely. On the other
hand, in a key agreement protocol, each entity computes the common secret key using
the information contributed by all the entities involved. In this paper, we are concerned
with key agreement protocols. The famous Diffie and Hellman [1] key agreement pro-
tocol suffered from the man-in-the-middle-attack, which is due to the fact that entities
involved are not authenticated. In short, an authenticated key agreement protocol is
denoted as AK protocol.

In 1984, Shamir introduced the concept of ID-based public key cryptosystem [2]. In
these systems, public keys of users’ are derived from their well-known unique identity
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information such as an email address. In ID-based cryptosystem, a trusted authority
called the PKG (Private Key Generator) generates user’s private keys using the master
key of the system. Therefore, the PKG can inherently decrypt any ciphertext or forge
signatures of any users’. To overcome this problem, many schemes use multiple PKGs
in a threshold manner. In 2001, Boneh and Franklin proposed a practical ID-based en-
cryption scheme based on the Weil pairing [3]. Since then, most researches on ID-based
cryptosystem are based on pairings.

ID-based 2-party AK protocol was first proposed by Smart in 2001 [4]. This protocol
is based on Boneh and Franklin’s work and requires two pairing computations by each
user to compute the session key. Smart’s protocol, however, does not satisfy the PKG
forward secrecy. In 2003, Chen and Kudla [5] introduced a new ID-based 2-party AK
protocol that provided the PKG forward secrecy and reduced the pairing computation
done by each user to one. In the same paper, they also extended Smart’s protocol to a
multiple PKG environment where users who acquired their private keys from different
PKGs can share a common key. In this protocol, although every PKG uses distinct mas-
ter key, they share common system parameters. In 2005, Lee et al. proposed ID-based
2-party AK protocol for a multiple independent PKG environment, where PKGs do not
share common system parameters [6]. This protocol, however, has a serious flaw that
allows attackers to impersonate others freely. Research on tripartite AK protocol was
initiated by Joux in 2000 [7]. A first ID-based tripartite AK protocol was introduced
by Zhang et al. in 2002 [8]. Shim [9] proposed another ID-based tripartite AK protocol
that requires less computation than Zhang et al.’s in 2003. In 2005, Lee et al. proposed
an ID-based tripartite AK protocol for a completely independent multiple PKG envi-
ronment [6]. The protocol, however, uses 2-party protocol that has a flaw.

In ID-based cryptosystems, users acquire their private keys from the PKG. A single
PKG may be responsible for issuing private keys to members of a small-scale organi-
zation, but it is unrealistic to assume that a single PKG will be responsible for issuing
private keys to members of different organizations. Furthermore, it is also unrealistic
to assume that different PKGs will share common system parameters and differ only in
the master key as assumed by Chen and Kudla [5]. Some argue that standardized sys-
tem parameters can be shared by distinct PKGs. This assumption, however, is still too
limited. Therefore, in this paper, we consider a completely independent multiple PKG
environment, where all the PKGs use different system parameters.

To date, most of the ID-based AK protocols are based on a single PKG environ-
ment [4, 8, 9]. As we will explain in section 4, it is not fairly straightforward to extend
these protocols to a setting where multiple independent PKGs exist. In 2005, Lee et
al. proposed ID-based 2-party and tripartite AK protocols for this setting [6]. However,
there is a critical flaw that allows attackers to impersonate others freely. In this paper,
we propose a modification to the protocol of Lee et al. that preserves the efficiency but
removes the flaw of the original protocol. We also show a simple way of improving the
efficiency of tripartite AK protocol of Lee et al. The proposed 2-party and tripartite AK
protocols requires only two and four pairing computations for each users, respectively.
Therefore, only one more additional pairing computation is required compared to the
most efficient protocols for a single PKG environment.
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2 Security Attributes of Key Agreement Protocol

The followings are the security requirements of key agreement protocols, some of which
are specific to only ID-based AK protocols.

– Known-key security: Each run of the key agreement protocol should generate an
unique and independent session key. An adversary must have negligible advantage
on compromising future session keys, even though it has compromised past session
keys.

– Forward secrecy: An adversary must have negligible advantage on compromising
past session keys, even though it has compromised long-term private keys of one
or more participants. The notion of forward secrecy can be further extended to the
following two types of secrecy.

• Perfect forward secrecy: The forward secrecy must be preserved even if long-
term private keys of all the participants involved are compromised.

• PKG forward secrecy: The forward secrecy must be preserved even if the
master key of the PKG is compromised.

– Key-compromise resilience: An adversary must have negligible advantage on im-
personating others to A, even if it has compromised A’s private key.

– Unknown key share resilience: An adversary must have negligible advantage on
coercing others into sharing a key with other entities when it is actually sharing
with a different entity.

– Key control: An adversary must have negligible advantage on forcing the session
key to be a pre-selected value.

3 Mathematical Background

From now on, we will use the following notations: 1) q is a large prime number, 2)
G1 and G2 are two groups with the same order q, where G1 is an additive group on
an elliptic curve, and G2 is a multiplicative group of a finite field, 3) P , Q, and R are
random elements of G1, and 4) a, b, and c are random elements of Z∗

q .

Definition 1 (Admissible Bilinear Map). A map ê : G1 × G1 → G2 is an admissible
bilinear map if and only if it satisfies the following properties.

– Bilinear: Given P , Q, and R, the followings hold.
• ê(P + Q, R) = ê(P, R) · ê(Q, R)
• ê(P, Q + R) = ê(P, Q) · ê(P, R)

– Non-degenerate: The map does not send all pairs in G1 × G1 to the identity in G2.
– Computable: There exists an efficient algorithm to compute ê(P, Q) for all P, Q ∈

G1

Definition 2 (Discrete Logarithm Problem (DLP) in G1). DLP is as follows: Given
〈P, aP 〉, compute a ∈ Zq .

Definition 3 (Computational Diffie-Hellman Problem (CDHP) in G1). CDHP is as
follows: Given 〈P, aP, bP 〉, compute abP ∈ G1.
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User A User B
a ∈ Z

∗
q , WA = aP WA−−−−−−−−−−−−−→ b ∈ Z

∗
q , WB = bP

KAB = ê(aQB, Ppub)ê(SA, WB) WB←−−−−−−−−−−−−− KBA = ê(bQA, Ppub)ê(SB, WA)
SK = H3(KAB) SK = H3(KBA)

Fig. 1. Smart’s 2-Party ID-based AK Protocol

Definition 4 (Bilinear Diffie-Hellman Problem (BDHP) in G1 and G2). BDHP is as
follows: Given 〈P, aP, bP, cP 〉, compute ê(P, P )abc ∈ G2.

Currently, solving DLP, CDHP, and BDHP is computationally infeasible. For more
detail, refer to [3].

4 Difficulty of Designing ID-Based AK Protocols for a Multiple
PKG Environment

In this section, we will use the following notations additionally to the notations defined
in section 3. 1) g is a generator of G2. 2) The PKG’s master key is s ∈ Z∗

q and the
corresponding public key is Ppub = sP . 3) IDA denotes the identity of the user A. 4)
QA = H1(IDA) is the public key of the user A and SA = sQA is the corresponding
private key, where H1 : {0, 1}∗ → G1 is a collision-resistant hash function. 5) H2 :
{0, 1}∗ → Z∗

q and H3 : {0, 1}∗ → {0, 1}k are also collision-resistant hash functions.
Diffie-Hellman key agreement protocol can be easily converted to an elliptic curve

version by exchanging aP , bP and using abP as the session key. However, this naive
version also suffers from the man-in-the-middle attack. To counter this problem, user
A could send VA = H2(WA)SA + aPpub, which is a digital signature on WA = aP to
user B, with WA. B can verify VA by testing whether ê(VA, P ) equals ê(H2(WA)QA+
WA, Ppub). This kind of protocol requires two pairing computations per each user and
the bandwidth of each message is two elliptic curve points.

There is an another way to counter the man-in-the-middle attack which do not require
digitally signing the values exchanged. In this method, the session key is generated in
a way that only the legitimate users can create it. Fig 1 shows the Smart’s protocol that
uses such method [4]. This protocol requires the same amount of pairing computation as
the protocol using signatures. However, it is more efficient with respect to the message
bandwidth. The drawback of this protocol is that the PKG can always compute the
session key using KAB = ê(SA, WB)ê(SB , WA).

Chen and Kudla [5] proposed an ID-based AK protocol depicted in Fig 2. This pro-
tocol requires only a single pairing computation per each participant and provides the
PKG forward secrecy. However, two elliptic curve points are exchanged compared to
one in Smart’s. The PKG forward secrecy is satisfied by computing the session key SK
using the additional input abP . Although, the PKG can compute the other input using
KAB = ê(QA, WB)sê(QB , WA)s, it cannot compute abP due to the infeasibility of
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User A User B
a ∈ Z

∗
q , WA = aP b ∈ Z

∗
q , WB = bP

TA = aQA WA, TA−−−−−−−−−−−−−→ TB = bQB

KAB = ê(SA, TB + aQB) WB, TA←−−−−−−−−−−−−− KBA = ê(SB , TA + bQA)

SK = H3(KAB||abP ) SK = H3(KBA||abP )

Fig. 2. Chen and Kudla’s 2-Party AK Protocol for a single PKG environment

User A User B
a ∈ Z

∗
q , WA = aP WA−−−−−−−−−−−−−→ b ∈ Z

∗
q , WB = bP

KAB = ê(SA, WB)ê(QB , aP 2
pub) WB←−−−−−−−−−−−−− KBA = ê(SB , WA)ê(QA, bP 1

pub)
SK = H3(KAB ||abP ) SK = H3(KBA||abP )

Fig. 3. Chen and Kudla’s 2-Party AK Protocol for a multiple PKG environment

CDHP. They also proposed a 2-party protocol for a multiple PKG environment shown
in Fig 3. They, however, assumed that PKGs share system parameters and differ only in
their master keys. In this protocol, the master key of PKG1 and PKG2 are s1 ∈ Z∗

q and
s2 ∈ Z∗

q , and the corresponding public keys are P 1
pub = s1P and P 2

pub = s2P , respec-
tively. The user A and B acquired his/her private key SA = s1QA and SB = s2QB

from PKG1 and PKG2, respectively. If the PKG1 and PKG2 do not share system para-
meters, we cannot directly apply this protocol due to the fact that the order of the group
used by each environment is different.

In 2005, Lee et al. proposed an ID-based 2-party AK protocol depicted in Fig 4
for a multiple independent PKG environment [6]. The superscript (1) and (2) denotes
that the values are suitable for the environment of the PKG1 and PKG2, respectively.
If the both parties follow the protocol, no attack on this protocol is possible as was
argued in their paper. However, an attacker who does not know the private key of A can
impersonate A by sending W

′(1)
A = a(1)P (1) instead of W

(1)
A = a(1)P

(1)
pub. In this case,

the two input values of the session key becomes K
(1)
BA = ê(1)(Q(1)

A , P (1))a(1)b(1) and

K
(2)
BA = ê(2)(Q(1)

B , P (2))a(2)b(2)s(2)
, which can be computed by the attacker. This attack

is possible due to the fact that B cannot verify the structure of the values exchanged.
Using a multiplicative group of a finite field, it is difficult for three parties to agree

on a key of the form gabc. However, using the bilinear property of a bilinear map, it is
straightforward for three parties to agree on a key of the form gabc. For example, as pro-
posed by Joux [7], we can construct a tripartite key agreement protocol by exchanging
aP , bP , and cP , and use ê(bP, cP )a = ê(P, P )abc as the session key. However, since
the values exchanged are not authenticated, the protocol will also be susceptible to the
man-in-the-middle attack. To counter this attack, we could digitally sign the values
exchanged or apply the Smart’s approach. However, in the latter case, it is difficult to



328 S. Kim, H. Lee, and H. Oh

User A User B

a(1) ∈ Z
∗
q(1) , a

(2) ∈ Z
∗
q(2) b(1) ∈ Z

∗
q(1) , b

(2) ∈ Z
∗
q(1) ,

T
(2)
A = a(2)P (2), W

(1)
A = a(1)P

(1)
pub T

(2)
A , W

(1)
A−−−−−−−−−−−−−→

T
(1)
B = b(1)P (1), W

(2)
B = a(2)P

(2)
pub

K
(1)
AB = ê(1)(a(1)S

(1)
A , T

(2)
B ) T

(1)
B , W

(2)
B←−−−−−−−−−−−−−

K
(1)
BA = ê(1)(b(1)Q

(1)
A , W

(1)
A )

K
(2)
AB = ê(2)(a(2)Q

(1)
B , W

(2)
A ) K

(2)
BA = ê(2)(b(2)S

(2)
B , T

(2)
A )

SK = H3(K
(1)
AB ||K(2)

AB) SK = H3(K
(1)
BA||K(1)

BA)

Fig. 4. Lee et al. 2-Party Key Agreement Protocol for a multiple PKG environment

Message 1. A → B, C : WA = aP, VA = H2(WA)SA + aPpub

Message 2. B → A, C : WB = bP, VB = H2(WB)SB + bPpub

Message 3. C → A,B : WC = cP, VC = H2(Wc)SC + cPpub

A : ê(P, VB + VC) ?= ê(Ppub, H2(WB)QB + H2(WC)QC + WB + WC)
SK = H3(ê(WB, WC)a) = H3(ê(P, P )abc)

Fig. 5. Shim’s Tripartite Key Agreement Protocol

devise a pairing equation that can be computed only by the three legitimate participants.
In the former case, it requires basically 4 pairing computation to verify signatures on
two values, and one more pairing computation to compute the session key. As a result,
total 5 pairing operations is needed.

In a single PKG environment, we can reduce the pairing computations required to
verify the signature of two values in a single pairing equation as was done by Shim [9].
The protocol proposed by Shim is depicted in Fig 5. We only show how A computes
his/her session key. This reduction technique, however, cannot be applied to multiple
PKG environment, where PKGs do not share the system parameters. As a result, in
such environment, the minimum pairing computation required will be five per each
user. We could also think of using the 2-party AK protocols in tripartite AK protocols.
For example, we could first run 2-party AK protocols between A and B, A and C, and
B and C. Then combine the resulting three keys into a single key. However, A cannot
obtain the shared key between B and C, if it is not explicitly sent to him/her. Therefore,
two runs are required to use this approach. Lee et al. used this approach [6].

5 The Enhanced Protocols

5.1 System Setup

The system setup phase is similar to that of Lee et al. [6]. The n different PKGs, which
do not share common system parameters configure their parameters as follows.
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– PKGi chooses its basic system parameter: 〈G(i)
1 , G

(i)
2 , ê(i)〉, where G

(i)
1 is an addi-

tive group of order q(i), G
(i)
2 is a multiplicative group of the same order q(i), and

ê(i) is admissible bilinear map between G
(i)
1 and G

(i)
2 .

– PKGi chooses P (i), a random generator of G
(i)
1 . It also chooses a collision-resistant

hash functions H
(i)
1 : {0, 1}∗ → G

(i)
1 .

– Finally, PKGi randomly chooses its master key s(i) ∈ Z∗
q(i) . It also computes the

corresponding public key P
(i)
pub = s(i)P (i).

After completing the system setup phase, each PKG publishes its public system pa-
rameters: 〈q(i), G

(i)
1 , G

(i)
2 , P (i), P

(i)
pub, H

(i)
1 , ê(i)〉. We assume that all users agree on the

hash function H3 : {0, 1}∗ → {0, 1}k used to compute the resulting session key, where
k is the length of the session key.

User A User B

a(1) ∈ Z
∗
q(1) , a

(2) ∈ Z
∗
q(2) b(1) ∈ Z

∗
q(1) , b

(2) ∈ Z
∗
q(1) ,

W
(1)
A = a(1)P (1), W

(2)
A = a(2)P (2) W

(1)
A , W

(2)
A−−−−−−−−−−−→

W
(1)
B = b(1)P (1), W

(2)
B = a(2)P (2)

K
(1)
AB = ê(1)(S(1)

A , W
(1)
B ) W

(1)
B , W

(2)
B←−−−−−−−−−−−

K
(1)
BA = ê(1)(Q(1)

A , b(1)P
(1)
pub)

K
(2)
AB = ê(2)(Q(2)

B , a(2)P
(2)
pub) K

(2)
BA = ê(2)(S(2)

B , W
(2)
A )

SK = H3(K
(1)
AB ||a(1)W

(1)
B || SK = H3(K

(1)
BA||b(1)W

(1)
A ||

K
(2)
AB||a(2)W

(2)
B ) K

(2)
BA||b(2)W

(2)
A )

Fig. 6. The 2PAK-MPE Protocol

5.2 The 2PAK-MPE Protocol

In this section, we will introduce a new ID-based 2-party key agreement protocol which
removes the flaw in Lee et al. [6] protocol. We will refer to this protocol as 2PAK-
MPE(2-Party Authenticated Key agreement protocol for Multiple independent PKG
Environment). This protocol is performed between two entities A and B who have
acquired their private key from PKG1 and PKG2, respectively. For example, the public
key of A is Q

(1)
A = H

(1)
1 (IDA) and the corresponding private key is S

(1)
A = s(1)Q

(1)
A ,

where IDA is the identity of A. We assume that there is an efficient way to acquire
authenticated system parameters of PKGi and users knows the other party’s ID and
system parameters before running the protocol. Our 2PAK-MPE protocol is depicted in
Fig 6. The W

(1)
A , W (2)

A of A, W (1)
B , W (2)

B of B can be pre-computed before the protocol

run. The inclusion of a(1)W
(1)
B , a(2)W

(2)
B , b(1)W

(1)
A , and b(2)W

(2)
A in SK is to provide

the PKG forward secrecy. This idea is from Chen and Kudla’s [5]. We can show that
both participant have agreed on the same session key SK by the followings:
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Message 1. A → B, C : W
(1)
A = a(1)P (1), W

(2)
A = a(2)P (2), W

(3)
A = a(3)P (3)

Message 2. B → A,C : W
(1)
B = b(1)P (1), W

(2)
B = b(2)P (2), W

(3)
B = b(3)P (3)

Message 3. C → A, B : W
(1)
C = c(1)P (1), W

(2)
C = c(2)P (2), W

(3)
C = c(3)P (3)

Fig. 7. The First Round of 3PAK-MPE

K
(1)
AB = ê(1)(S(1)

A , W
(1)
B ) K

(2)
AB = ê(2)(Q(2)

B , a(2)P
(2)
pub)

= ê(1)(s(1)Q
(1)
A , b(1)P (1)) = ê(2)(Q(2)

B , a(2)s(2)P
(2)
pub)

= ê(1)(Q(1)
A , P (1))s(1)b(1) = ê(2)(Q(2)

B , P (2))s(2)a(2)

= ê(1)(Q(1)
A , b(1)s(1)P (1)) = ê(2)(s(2)Q

(2)
B , a(2)P (2))

= ê(1)(Q(1)
A , b(1)P

(1)
pub) = ê(2)(S(2)

B , W
(2)
A )

= K
(1)
BA, = K

(2)
BA.

It is clear that this protocol is a role symmetric protocol. A key agreement protocol is
referred to as role symmetric if the entities involved executes the same operations.

5.3 The 3PAK-MPE Protocol

In this section, we introduce our new ID-based tripartite key agreement protocol called
the 3PAK-MPE. We assume that there are three participants A, B, and C, who have
acquired their private key from PKG1, PKG2, and PKG3, respectively. The notations
used here are the same as the ones used in describing the 2PAK-MPE. The protocol
is divided into two discrete rounds. In the first round, each entity constructs separate
secure and authenticated channels between each other. To achieve this goal, every en-
tity performs 2PAK-MPE with each other individually. We use this method to exploit
our 2PAK-MPE protocol and to reduce the required computation while sacrificing the
required bandwidth. In the second round, each entity exchanges contributions that are
used to compute the session key. These contributions are exchanged in a ciphertext
constructed using the key obtain from running 2PAK-MPE.

The First Round. In this protocol, each user chooses three ephemeral key from each
environment. For example, A chooses a(1) ∈ Z∗

q(1) , a(2) ∈ Z∗
q(2) , and a(3) ∈ Z∗

q(3) . The
messages exchanged in the first round is depicted in Fig 7. After exchanging messages
depicted in Fig 7, each entity computes the partial session keys. In detail, A computes
partial keys KAB and KAC , which are used to construct a secure channel between A
and B and A and C, respectively, as follows:

KAB = H3(ê(1)(S(1)
A , W

(1)
B )||a(1)W

(1)
B ||ê(2)(Q(2)

B , a(2)P
(2)
pub)||a

(2)W
(2)
B ),

KAC = H3(ê(1)(S(1)
A , W

(1)
C )||a(1)W

(1)
C ||ê(3)(Q(3)

C , a(3)P
(3)
pub)||a

(3)W
(3)
C ).

Similarly, B and C also computes its partial session keys as follows:

KBA = H3(ê(1)(Q(1)
A , b(1)P

(1)
pub)||b

(1)W
(1)
A ||ê(2)(S(2)

B , W
(2)
A )||b(2)W

(2)
A ),

KBC = H3(ê(2)(S(2)
B , W

(2)
C )||b(2)W

(2)
C ||ê(3)(Q(3)

C , b(3)P
(3)
pub)||b

(3)W
(3)
C ),
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Message 1. A → B, C : {RA}KAB , {RA}KAC

Message 2. B → A,C : {RB}KBA , {RB}KBC

Message 3. C → A, B : {RC}KCA , {RC}KCB

Fig. 8. The Second Round of 3PAK-MPE

KCA = H3(ê(1)(Q(1)
A , c(1)P

(1)
pub)||c

(1)W
(1)
A ||ê(3)(S(3)

C , W
(3)
A )||c(3)W

(3)
A ),

KCB = H3(ê(2)(Q(2)
B , c(2)P

(2)
pub)||c

(2)W
(2)
B ||ê(3)(S(3)

C , W
(3)
B )||c(3)W

(3)
B ).

At the end of this round, each entity obtains two session keys that can be used between
other entities involved.

The Second Round. In the second round, each entity exchanges the contributions that
will be used to compute the final session key. The message exchanged in this round
is given in Fig 8. Here, RA, RB , and RC denotes nonces chosen by each user, and
{M}K denotes encryption of M using the symmetric key K . Since the values are ex-
changed with a shared key, each user can be confident that these values are from the
corresponding users. We could also include some redundancy in the encrypted mes-
sage, for example {RA||QA||QB}KAB , to allow each user to verify that the correct
keys were used in each encryption. After exchanging the messages, A, B, and C com-
putes the session key as SK = H3(RA||RB||RC). Generally, a session key resulting
from a tripartite AK protocol using pairing is ê(P, P )abc. We deliberately did not use
this form to reduce the required number of pairing computation. If all three entities are
from different environment, it may be difficult to agree on the common P .

6 Analysis

In this section, we analyze the security and the efficiency of the proposed protocols. We
first heuristically argue that our protocols satisfy the security requirements of the AK
protocols. We then discuss the efficiency of our protocols by comparing the number of
pairing computations required with other ID-based AK protocols.

6.1 Security Analysis

We only discuss the security of 2PAK-MPE protocol. Since the 3PAK-MPE uses the
2PAK-MPE, the security of 3PAK-MPE depends on 2PAK-MPE. If 2PAK-MPE proto-
col is secure, it is computationally infeasible for an attacker to obtain the contributions,
which are exchanged encrypted using the keys obtained from 2PAK-MPE, used to com-
pute the final session key.

Lemma 1. Only the legitimate participants of 2PAK-MPE can compute the resulting
session key of 2PAK-MPE.
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Proof. The publicly available values are as follows:

Q
(1)
A , Q

(2)
B , s(1)P (1), s(2)P (2), a(1)P (1), a(2)P (2), b(1)P (1), and b(2)P (2).

We can subdivide the possible attackers into passive attackers and active attackers. We
will first consider the following four types of passive attackers.

– Type 1. This type of attacker only knows the publicly available information. To
compute K

(1)
AB , the attacker needs to obtain b(1) from b(1)P (1), s(1) from s(1)P (1),

S
(1)
A , or compute b(1)P

(1)
pub from b(1)P (1) and s(1)P (1). If the attacker can obtain b(1)

or s(1), he/she can compute K
(1)
AB = ê(1)(Q(1)

A , P
(1)
pub)

b(1) = ê(1)(Q(1)
A , b(1)P (1))s(1)

.
However, obtaining these values are computationally infeasible due to the DLP
in G1. Furthermore, computing b(1)P

(1)
pub is computationally infeasible due to the

CDHP in G1.
– Type 2. This type of attacker knows the master key of both PKGs and the pub-

licly available information. This means the attacker knows both s(1) and s(2). As
a result, this type of attacker can compute K

(1)
AB = ê(1)(Q(1)

A , b(1)P (1))s(1)
and

K
(2)
AB = ê(1)(Q(2)

B , a(2)P (2))s(2)
. However, to compute the final session key, the

attacker must be able to compute a(1)W
(1)
B or b(1)W

(1)
A and a(2)W

(2)
B or b(2)W

(2)
A .

Computing these values are computationally infeasible due to the CDHP in G1.
– Type 3. This type of attacker knows the ephemeral key of one of the participants

and the publicly available information. For example, if the attacker, knows a(1)

and a(2), he/she can compute K
(2)
AB = ê(2)(Q(2)

B , P
(2)
pub)

a(2)
. However, this attacker

needs to obtain b(1) from b(1)P (1), s(1) from s(1)P (1), S
(1)
A , or compute b(1)P

(1)
pub

from b(1)P (1) and s(1)P (1) to compute K
(1)
AB. This is identical situation to an at-

tacker of type 1.
– Type 4. This type of attacker knows the private key of one of the participants as

well as the ephemeral key of the opposite participant. Let’s assume the attacker
knows S

(1)
A , b(1), and b(2) in addition to the publicly available information. This

attacker can obviously compute K
(1)
AB = ê(1)(S(1)

A , W
(1)
B ). However, with respect

to computing K
(2)
AB , the additional values S

(1)
A , b(1), and b(2) does not help the

attacker in any way. The attacker needs a(2), s(2), a(2)P
(2)
pub or, S

(2)
B to compute

this value. Obtaining the first two values and the third value are computationally
infeasible due to DLP in G1 and CDHP in G1, respectively.

Now, we will consider active attackers. This type of attacker can alter the message and
may not follow the protocol specification. One possible attack is sending P (i), a(i)P

(i)
pub,

or a(i)Q
(i)
A instead of the original form a(i)P (i). Since the recipient cannot verify the

form, this attack will not be detected. However, since K
(1)
BA = ê(1)(Q(1)

A , b(1)P
(1)
pub) is

computed without using any of the values received, this attack does not affect K
(1)
BA.

Moreover, as argued in passive attacker of type 1, it is computationally infeasible for an
active attacker to compute K

(1)
BA using only the publicly available information. There-

fore, an active attacker cannot share a key with a legitimate user by modifying the values
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exchanged. From these arguments, this protocol is secure with respect to both passive
and active attackers. ��

1. Known-key security: In our protocol, ephemeral keys such as a(i) and b(i) are used
to construct the session key. As a result, each run of the protocol creates unique ses-
sion key that is independent of past or future session keys. Therefore, compromise
of past session keys do not affect the security of future session keys.

2. PKG forward secrecy: To satisfy PKG forward secrecy, the compromise of master
keys of PKG1 and PKG2 must not affect the security of past session keys. This
secrecy corresponds to a passive attacker of type 2 discussed in Lemma 1. As a
result, it is computationally infeasible to compute the resulting session key, even if
an attacker obtains the master keys of both PKGs.

3. Key-compromise resilience: This resilience corresponds to a passive attacker of
type 4 and active attackers discussed in Lemma 1. As a result, it is computationally
infeasible for an attacker to impersonate others to A, even if the private key of A is
known to the attacker.

4. Unknown key-share resilience: This resilience corresponds to a passive attacker
of type 4 and active attackers discussed in Lemma 1. As a result, it is computation-
ally infeasible for an attacker to deceive a party into falsely believing the identity
of the opposite party in concern.

5. Key control: Since each party contributes a fresh ephemeral key as one of the input
used to compute the session key, one of the party cannot force the session key to be
some pre-selected value.

6. Man-in-the-middle-attack: If an attacker intercepts the two messages and sends
W

(1)
C = c(1)P (1), W (2)

C = c(2)P 2 to A, the computed partial key will be as follows:

K
(1)
AC = ê(1)(S(1)

A , W
(1)
C ) = ê(1)(Q(1)

A , P (1))c(1)s(1)
,

K
(2)
AC = ê(2)(Q(2)

B , a(2)P
(2)
pub) = ê(2)(Q(2)

B , P (2))a(2)s(2)
.

This type of attacker has the same amount of information as a passive attacker
of type 3 discussed in Lemma 1. As a result, although the attacker can compute
K

(1)
AC = ê(1)(Q(1)

A , P
(1)
pub)

c(1)
, it is computationally infeasible for the attacker to

compute K
(2)
AC .

6.2 Efficiency Analysis

In this subsection, since pairing computation out weigh other computations, we first
compare our protocol with others using the number of pairing computations required.
In Table 1, we compare our 2PAK-MPE with Chen and Kudla’s protocol given in Fig 2
and Fig 3. We can see that the efficiency of our protocol is equal to Chen and Kudla’s
even though in our setting each PKGs uses different system parameters. In Table 2, we
compare our 3PAK-MPE protocol with Shim’s protocol given in Fig 5 and a hypothet-
ical protocol for a multiple PKG environment. In the hypothetical protocol, we assume
that the users have agree on which P (i) to use in advance. Our protocol requires only
one more computation than Shim’s even though our protocol is for a multiple PKG en-
vironment. Furthermore, it is more efficient than the hypothetical protocol. With respect
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Table 1. Comparison of pairing computation in two-party AK protocol

protocol
single PKG environment multiple PKG environment
pairing(each) pairing(all) pairing(each) pairing(all)

Chen and Kudla’s protocol 1 2 2∗ 4
2PAK-MPE protocol 2∗∗ 4

*: each PKG shares the common system parameters but has distinct master key.
**: each PKG uses different system parameters.

Table 2. Comparison of pairing computation in tripartite key agreement protocol

protocol
single PKG environment multiple PKG environment
pairing(each) pairing(all) pairing(each) pairing(all)

Shim’s protocol 3 9
a hypothetical protocol∗ 5 15
3PAK-MPE protocol 4 12

*: a direct extension of Shim’s to a multiple independent PKG environment with the final session

key of the form ê(i)(P (i), P (i))a(i)b(i)c(i) .

to message bandwidth, both 2PAK-MPE and Chen and Kudla’s exchanges two elliptic
curve points per message. 3PAK-MPE requires three elliptic curve points per message
whereas four points are exchanged in the hypothetical protocol. However, 3PAK-MPE
consists of two separate rounds, whereas only one round is needed in the hypothetical
protocol.

7 Conclusion

In this paper, we provide a modification to Lee et al.’s ID-based AK protocols for a
completely independent multiple PKG environment. The original 2-party AK protocol
contains a flaw that allow attackers to impersonate others freely. We believe that we
have successfully removed this flaw, while preserving the efficiency of the original.
We have also showed a very simple way to reduce the amount of pairing computations
required in tripartite AK protocols. As a result, the efficiency of our protocols are similar
to previous ID-based AK protocols for a single PKG environment. Lastly, we have
provided a more detail analysis of security of the proposed protocols.
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