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Abstract. Many security properties of cryptographic protocols can be
expressed by using information flow policies as non-interference. But,
in general it is very difficult to design a system without interference.
For that, many works try to weak the standard definition of the non-
interference. For instance, in [21] Mullins defines the admissible inter-
ference as an interference that admits flow information only through a
dowgrader. Thus, we present in this paper a type system that try to
detect process that allow interference. Then, if we can type a process
we can say that is free interference. Also, we extend the type system of
process with another type system based on a standard message algebra
used in the literature of cryptographic protocols. So, we define the theo-
ric characterization, prove the correctness of our type system and present
an illustration of our result.
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1 Introduction

Since the advent of Internet, the list of intrusions in the information processing
systems and the robbing of information via this network increase continually.
Internet gave not only a perfect window to the tradesmen of the whole world
who find the occasion to benefit from a virtual world market, but also caused
many ideas at all those which seek easy money and those which find a great
pleasure to ransack the computer sites of the others. Thus, the computer security
becomes a requirement of the highest importance.

In such network, the security is enforced by the use of security protocol.
The use of these protocols ensures that one or more properties of security is en-
forced, such as : confidentiality, authentication, integrity, non-repudiation, atom-
icity, etc. Nevertheless, the absence of well established formal methods to ensure
the correction of the cryptographic protocols, task at the same time delicate
and complex, generated undesirable consequences. Several protocols have been
showed flawed many years after their publication and use.

The research on formal method related to security has increased considerably.
However, based on the differences in the techniques and tools used, we can
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find several disciplines in this focus of research. A complete bibliography and a
comparative study of these approaches can be found in [7, 19]. In this direction,
some approaches [10, 17] have used non-interference to analyze cryptographic
protocols. If we consider that we have two level of security (High, Low), non-
interference states that no information flow is possible from the High-level of
security to the Low-level of security. So, the behavior of the users of the High-
level (which can handle secret data) doesn’t affect the behavior of the users of
the Low-level (which handle only public data).

However, it’s clear that if computation in public data not interferes with secret
one, we can see that we have the perfect security. But, there is a little of system
that respect this requirement. However, in the least year many works [1, 2, 11, 21]
have tried to weak the standard non-interference, by putting some restriction in
order to adapt this information flow policies more practice in some cases. The
common idea is to ensure that program leaks sensitive information only through
many conditions relative to the design of the system.

We present in this paper a type system that try to detect process that not
respect the admissible interference. Our type system is composed of two parts
: The first part is more general and tries to type a process. In this part we
consider only standard interference, and we suppose that we have the type of
the actions that constitute the process. We proof the correctness of our type
system. Indeed, we proof that if a process can be typed, we can conclude that
this process is free interference. This result is general and not depends on the
structure of any system. The second part shows how to type exchanged message
in a cryptographic protocol, and then how to type actions that may constitute
a process. Thus, we consider implicitly admissible interference in the typing of
encrypted message.

The remainder of the paper is organized as follows: In the section 2 we present
the process algebra used in rest of this paper. In the section 3 we present the
type system of process, and we proof the correctness of it. In the section 4 we
extend the type system of process with another type system based on a standard
message algebra used in the literature of cryptographic protocols. In the section
5 we present an example to illustrate our approach. In the section 6 we present
several related works. We end by a conclusion and possible amelioration of this
work.

2 Process Algebra

2.1 Syntax

The set of all process, denoted by P , is defined by the following grammar :

P ::= Stop Stop | a.P Prefix
| P \ N Restriction | P [F ] Relabelling
| P/L Masquing | Z Identifier
| P ||P Parallel | P + P Choice
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The principal entity of a process is the action. We suppose that we have a set
of action, denoted by Act, and contain output action (a, b, . . .) and input action
(a, b, . . .), with (a = a). Latter in this paper, we give more detail in the syntax
of the action used specially in cryptographic protocols.

Stop is the process which doesn’t do anything. α.P is the process which is
ready to execute the action α and then to behave like P . P \ N is the process
which behaves as P , but it can’t execute any action of the set L. P/L is the
process which behaves as P , but it can execute only the action of the set L.
P [F ] is the process resulting from the application of the relabelling function F
on the actions which constitute the process P . Z is a constant that must be
associated to a definition of a process. P || Q is the parallel composition of
the two process P and Q. P + Q is the choice composition of the process P
and Q.

2.2 Operational Semantics

The operational semantics is defined through the evolution relation −→ which
we will define on the set of processes. However, we need to arrange the processes
in a form which allows us to use the evolution relation. For that, we will define
the structural equivalence, noted ≡, as the smallest relation which satisfies the
rules given in the table 1.

Table 1. Structural equivalence

P || 0 ≡ P 0[F ] ≡ 0 P + Q ≡ Q + P (P + P ′) \ H ≡ P \ H + P ′ \ H
P + 0 ≡ P 0 \ N ≡ 0 P || Q ≡ Q || P

The structural equivalence show that when the process 0 is used in a choice,
parallel communication, we can simplify the whole process by eliminating the
process 0. Also, when we applied the relabelling or restriction operators on the
process 0 the whole process is equivalent to the process 0. We note that the
choice and parallel operators are commutative.

The operational semantics is given in the table 2. The label used in this
semantic belong to Act∪{τ}, with τ represents an inter evolution. Then, in this
table a ∈ Act, b an input action, b′ an output action, N and L sets of actions
and σ a substitution.

3 Typing System for Non-interference

3.1 Types

We presuppose a complete lattice of level of security (Σ, ≤) ranged over α, β,
. . .. The order relation ≤ determines an order in the level of security. Thus,
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Table 2. Operational semantics

R.
a.P

a−→ P
RZ

P
a−→ P ′

Z
a−→ P ′ [Z

def
= P ]

R\
P

a−→ P ′

P \ N
a−→ P ′ \ N

[a �∈ N ] Rf
P

a−→ P ′

P [F ]
F (a)−→ P ′[F ]

R/1
P

a−→ P ′

P/L
a−→ P ′/L

[a �∈ N ] R/2
P

a−→ P ′

P/L
τ−→ P ′/L

[a ∈ N ]

Rs
||

P
b−→ P ′ Q

b′−→ Q′

P || Q
τ−→ P ′ || Q′σ

[∃ σ. b = b′σ] Re
||

P
a−→ P ′

P || Q
a−→ P ′ || Q

R+
P

a−→ P ′

P + Q
a−→ P ′ R≡

P ≡ P ′ P ′ a−→ Q′ Q′ ≡ Q

P
a−→ Q

an element τ is less than the element τ ′, if the first represents a level of se-
curity less than the second. In other terms, an element of type τ ′ is more se-
cret than an element of type τ . Also, the lattice Σ has � as the greatest ele-
ment (the high level of security) and ⊥ as the lowest element (the low level of
security).

We denote also the type of an action by αpro with α ∈ Σ and pro a suffix
to distinguish between type of action and type of message (that we will present
later in this article). The goal of the type system is to type process and to detect
if this process contains interference. In the type system, the behavior of a process
is related to a static environment. This environment, denoted by γ, associates
a value to a type. The values of the domain of the environment represent the
knowledge necessary and sufficient to be able to type a process. For example,
to type a process which represents a cryptographic protocol, we will need to
know the type of all the atomic messages used in this protocol. Then, we use
judgements of the form :

Γ � P : α

with P ∈ P and α ∈ ΣP . This judgement means that relative to the environment
Γ , the processus P has the type α. This type correspond to the greatest type
of the actions which constitute P . Also, we can say that the process P is free
interference. We can classify the process according to there types, then we denote
the set Pα the set of process whom have the type αpro.

In this paper we investigate two relations : α-bisimulation and (α, β)−test
equivalence. The α-bisimulation is an extension of the standard bisimulation. In
this new relation the bisimulation is made according to a type of actions. Two
process are α-bisimilars if there behaviors are equivalents in the level α. More
formally :
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Definition 1 (α-bisimulation).
Let P, Q ∈ P, α ∈ Σ. we say that P 	α Q if :

1. ∀a ∈ Actα if P
a−→ P ′ then ∃δ ∈ Actα

∗
. Q

δ.a=⇒ Q′ with P ′ 	α Q′

2. ∀δ ∈ Actα
∗

if P
δ=⇒ P ′ then ∃δ′ ∈ Actα

∗
. Q

δ′
=⇒ Q′ with P ′ 	α Q′

Thus, P and Q are α-bisimilars, and we denote P ≈α Q if :

P 	α Q ∧ Q 	α P

From this relation, we can define an other relation that extend the test equiv-
alence : (α, β)−test equivalence. In this relation, the test is a process that has
the type β. Thus, two process are (α, β)−test equivalence if for all test of type β,
the parallel composition of the two process with the test are α-bisimilars. More
formally :

Definition 2 ((α, β)-test equivalence).
Let P, Q ∈ P, α, β ∈ Σ. we say that P 	α

β Q if :

∀R ∈ Pβ : P ||R 	α Q||R

Thus, P and Q are (α, β)-test equivalent, and we denote P ≈α
β Q if :

P 	α
β Q ∧ Q 	α

β P

The definition which follows define another relation that extend the (α, β)-
test equivalence to associate actions and process. We say that the action a don’t
cause the process P , if this action don’t influence the behavior of the process P .
More formally:

Definition 3 (Causality). Let P ∈ P , a ∈ Act, α ∈ Σ. we note a
α� P if :

P 	α
α a.P

3.2 Typing System

The rules of the type system are given in the table 3. We note that we doesn’t
need to define rule for each operator, some rule are deductible from the two rules
R.1, R.2, R≡. The intuitive idea underlying each rule are given as follow :

R.1 et R.2: These two rules allow us to type prefixed processes. Thus, if we
suppose that we have an action a of type αpro and a process P of the type
α′pro. Then, the rule R.1 ensures that if the level of security α is lower than
the level α′ then the process a.P will have the type αpro. Also, the condition
of this rule (α � α′) ensures us that there isn’t implicit flow of information.
On the other hand, the rule R.2 affirms that if the level α is higher than the
level α′, then we must make sure that there is not a dependence between the
action a and the process P . The condition a

α� P ensures that. Thus, we
can say that the process a.P has the type α′pro and it is free interference.
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Table 3. Typing System

(R.1)
Γ � a : αpro Γ � P : α′pro

Γ � a.P : αpro
[α � α′]

(R.2)
Γ � a : αpro Γ � P : α′pro

Γ � a.P : α′pro
[α′ � α ∧ a

α� P ]

(R||)
Γ � a : αpro Γ � a′ : α′var Γ � P ||Qσ : βpro

Γ � a.P ||a′.Q : βpro
[α � α′ ∧ a = a′σ]

(R[_])
Γ � P : αpro

Γ � P [F ] : αpro
(R+) Γ � P : αpro Γ � P ′ : αpro

Γ � P + P ′ : αpro

(R0) Γ � 0 : 	pro
(R≡) Γ � P : αpro P ≡ Q

Γ � Q : αpro

R||: This rule allows us to type processes with synchronization. Thus, if a sent
action a has the type αpro, the received corresponding action a′ has the
type α′pro and if the level α is lower than the level α′, then the process
a.P ||a′Q has the same type as the process P ||Qσ, with σ is the substitution
which equalizes the action a with the action a′. With the condition α � α′

we ensure that we don’t have interference in the process.
R[_]: If the process P is of type αpro then the process P [F ] has the same type.

The type is safeguarded since the function of renaming is ensured to re-elect
terms in the same way standard.

R0: The process 0 has the � type. This is only a choice to avoid having inter-
ferences between the high level process 0 and any action.

R≡: This rule affirms that if two processes are equivalent structurally then they
have the same type.

3.3 Interference by Typing

In this section, we use the type system given in the preceding section to give
a result on the interference. The definition that we will use for the interference
is based on the basic idea of the non-interference given in [12]: "No flow of
information is possible of a high level user to another of low level". We denote
the set of all actions that have the type �pro by H. Thus, we characterize
formally the non-interference as follows:

Definition 4 (Non-interference).
Let P a process. We say that P is free interference, and we note IF(P ), if :

(P/H) 	⊥
⊥ P

This definition say that all the behaviors of the process P/H in the low level
(action with the type ⊥) are a behavior of the process P . Then, the behavior of
the high level doesn’t influence the one in the low level.
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Theorem 1 (Correctness). Let P a process and Γ a static environment.

If ∃α ∈ Σ . Γ � P : αpro then IF(P )

Proof. The proof of the theorem and some propositions used to proof it is avail-
able in the web page of the authors in the full version of this paper
(http://www.polymtl.ca/crac/).

4 Admissible Interference in Cryptographic Protocols

In this section we will extend our process algebra with an algebra of message
specific to the cryptographic protocols. Indeed, the goal is to check the non
interference in the cryptographic protocols and to extend this verification to
verify some properties of security such as : confidentiality and authentication.

We use the standard message algebra used in the specification of cryptographic
protocols literature. The set of all messages, denoted by M, is defined by the
grammar given in the table 4. So, a message can be the identity of an agent, a
nonce, a key, a variable. We use also two operators: the pair and the encryption.

Table 4. Messages

M ::= A Agent | N Nonce
| K Key | x Variable
| (M1, M2) Pair | {M}K Encryption

After giving the syntax of the messages, we can detail the form of the actions.
We consider only two type of action : the sent action and the received action.
Thus, an action is identified by three things: The name of the channel of com-
munication, the type of the action and the message exchanged. Thus, the set of
all actions Act is defined as follows :

a ::= να
xy(m) Send action | να

xy(m) Reception action

The action να
xy(m) is the action that send the message m in the channel

charred between the agent x and y during the session α. The same for the
reception action να

xy(m).
The type α of a message represents the level of security of it (α ∈ Σ), and it’s

controlled by two facts : The kind of the action which will handle this message
(reception or send action) and the agent which makes the action. Indeed, the
same message can have two different type dependently of the kind of the action.
Then, we use judgment of the form :

Γ �a
s M : α
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we read this : In the static environment Γ the message m sent by the agent A
has the type α (α ∈ Σ). And also :

Γ �a
r M : α

which we read : In the static environment Γ the message received by the agent
A has the type α (α ∈ Σ). When the kind of the action is not specified, this
means that the message to be typed has the same type if it is sent or received.
In the table 6 we present the rules to type messages.

Table 5. Typing rules for messages

(RTato) E(M) = α
Γ � M : α

[M ∈ Mato] (RTpair)
Γ �a

M1 : α1 Γ �a
M2 : α2

Γ �a (M1, M2) : sup(α1, α2)

(RTenc1)
Γ �a

s M : α Γ �a
s k

−1 : �
Γ �a

s {M}k : inf(D, α)
[k ∈ Ca] (RTenc2)

Γ �a
s M : α Γ �a

s k
−1 : ⊥

Γ �a
s {M}k : α

[k ∈ Ca]

(RTenc3) Γ �a
s {M}k : ⊥ [k 	∈ Ca] (RTsig)

Γ �a
s M : α

Γ �a
s {M}k−1 : α

(RTdec1)
Γ �a

r M : α Γ �a
s k : �

Γ �a
r {M}k : α

[k ∈ Ca] (RTdec2)
Γ �a

r k
−1 : ⊥

Γ �a
r {M}k : ⊥ [k ∈ Ca]

(RTdec3) Γ �a
r {M}k : ⊥ [k 	∈ Ca]

The type of the messages differs between the ⊥ and the � type. It is the case
also for the key of encryption and decryption. Thus, in order to treat the cryp-
tographic protocol with symmetrical or asymmetrical key, we give a particular
signification to the type of the keys. If the type of a key is �, that means that
this key is a secret key which is not known by the intruder. However, if the key
has the ⊥ type, this means that either it is a public key or it is a key used by
an intruder. Thus, we distinguish between the last two cases by using the key
of decryption. Then, if the key of decryption, corresponding to a key of encryp-
tion of the ⊥ type, has the � type, we conclude that it’s a honest agent key.
In the contrary, we conclude that the key is used by an intruder. The intuitive
signification of each rule of the table 6 is given as follow :

RTato: The type of an atomic message (identities, key and nonce) is the type
associates to it in the static environment.

RTpair: The type of a pair is the upper limit of the type of its components.
RTenc1: If the type of a message M sent by an agent A is α, and the key k

has the � type and belongs to the knowledge of A, then the message M
encrypted by the key k sent by the agent A has the type ⊥. Thus, if the
message M has the type � then when we encrypt it with a key which doesn’t
belong to an intruder, we downgrade these data and associate them the type
⊥. Consequently, we admit implicitly the interference which can be between
the secret message M (type �), and the encrypted message (type ⊥).



Admissible Interference by Typing for Cryptographic Protocols 131

RTenc2: If a message is encrypted with the key of the intruder, then we consider
that the message in sent without encryption. Thus, the encrypted message
with the key of the intruder has the same type that the message not en-
crypted.

RTenc3: If an agent sends an encrypted message without having the key of en-
cryption, this means that he received it before, and that he only replicate it.
Thus, we associate the low level type to this message.

RTdec1: If a message M has the type α and it is encrypted by a high level key k
which belongs to agent A, then the message {m}k received by the agent A
has the type α because the agent A has the capacity of decrypting it.

RTdec2: If an agent receives an encrypted message which he doesn’t have the
key of decryption then this message has the type ⊥ .

RTdec3: If an agent receives an encrypted message which the key of encryption
has the type ⊥ and it belong to the knowledge of this agent, then this message
has the type ⊥.

Also we must extend the type system given in the table 3 by the two following
rule, to be able to type action from the type of the message exchanged in this
action.

Table 6. Typing rules for actions

(RTsend)
Γ �a

s M : α
Γ � νax(M) : αpro

(RTrecp) Γ �a
r M : α

Γ � νxa(M) : αpro

5 Example: The Woo and Lam Public Key Protocol

5.1 Specification of the Protocol

The Woo-Lam public key protocol is defined in the table 7. We have tree rules
in this protocol : the rule of the agent A (Initiator), the rule of the agent B
(Responder) and the rule of the server. We model the processes of the rule of
the agent A is specified as follows :

Table 7. Woo-Lam public key protocol

1 A → S : A, B
2 S → A : {KB}

K−1
S

3 A → B : {A, NA}KB

4 B → S : A, B, {NA}KS

5 S → B : {KA}
K−1

S
, {{NA, K, A, B}

K−1
S

}KB

6 B → A : {{NA, K, A, B}
K−1

S
, NB}KA

7 A → B : {NB}K



132 A. Fellah and J. Mullins

Init(A) := Cα
ar(A, B).Cα

ra({X}k−1
s

).Cα
ar({A, NA}X).

Cα
ra({{NA, Y, A, B}K−1

S
, Z}KA).Cα

ar({Z}Y )

The other roles (Responder, server) are specified in a similar way.
We need to model a malicious intruder that participates to the protocol. We

suppose that the intruder has the all control in the network : he can intercept
messages, create and send any message from his base of knowledge. However, for
simplify the example we use the following process to represent the intruder :

I := Cα
rb({Y }

K−1
S

, {{X, Z, A, B}
K−1

S
}KB ).Cα

sr({KI}K−1
S

, {{X, Z, A, B}
K−1

S
}KB ).

Cα
ra({{X, Z, A,B}

K−1
S

, Z}KA ).Cα
br({{X, Z, A, B}

K−1
S

, NB}Y )

Thus the process that represents the protocol is the parallel composition of
all the agents that participate at it.

5.2 Verification of the Protocol

The goal of the verification is to detect if the process Pro is free interference.
For that we try to find a type α such as Γ � P : αpro. For this example,
it is sufficient to use only one copy of each agent (Init(A1), Resp(B1)). For
simplify the proof tree we denote Init(A1), Resp(B1) and Ser by A1, B1 and S
respectively. We use the following static environment:

Γ = {A 
→ ⊥, B 
→ ⊥, S 
→ ⊥, I 
→ ⊥, KA 
→ ⊥, KB 
→ ⊥, KS 
→ ⊥, KI 
→ ⊥
K−1

A 
→ 	, K−1
B 
→ 	, K−1

S 
→ 	, K−1
I 
→ ⊥, NA 
→ ⊥, NB 
→ ⊥, K 
→ 	}

The table 8 gives the type of some messages exchanged in the protocol.
Thus the proof tree for the typing of the process Pro is given in the table

9. In this tree, each time that a process evolves, we will change its indexation.
Also, to not encumber the proof tree, we will not put the conditions of the rules
if they are checked (such as for the rule R||).

However, we will not be able to type this process. Indeed, in the tree Arb7 we
find that the message sent {{na, K, has, b}k−1

s
, NB}KI by the agent B has the

type �, and the message received by the intruder {{na, K, has, b}k−1
s

, NB}KI

has the type ⊥. Since the condition of the rule R|| imposes that the type of the
send action must be lower than the type of the reception action. Thus, we can
say that the process Pro is not free interference. This problem led to a known
flaw of confidentiality in this protocol [8].

Table 8. Type of some messages exchanged

Γ �i
s {KI}

K−1
S

, {{NA, K, A, B}
K−1

S
}KB : ⊥ Γ �s

r {KI}
K−1

S
, {{NA, K, A, B}

K−1
S

}KB : ⊥

Γ �b
s {{NA, K, A, B}

K−1
S

, NB}KI : 	 Γ �i
r {{NA, K, A, B}

K−1
S

, NB}KI : ⊥
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Table 9. Proof tree

Arb1 :

Γ �a
s A, B : ⊥

Γ � Cα
as(A, B) : ⊥pro

Ract

Γ �s
r A, B : ⊥

Γ � Cα
sa(A, B) : ⊥pro

Ract
Arb2

Γ � A1||B1||S1||I1 :?
R||

Arb2 :

Γ �s
s {KB}

K
−1
S

: ⊥

Γ � Cα
sa({KB}

K
−1
S

) : ⊥pro
Ract

Γ �a
r {KB}

K
−1
S

: ⊥

Γ � Cα
as({KB}

K
−1
S

) : ⊥pro
Ract

Arb3

Γ � A2||B1||S2||I1 :?
R||

Arb3 :

Γ �a
s {A, NA}KB

: ⊥

Γ � Cα
ab({A, NA}KB

) : ⊥pro
Ract

Γ �b
r {A, NA}KB

: ⊥

Γ � Cα
ba

({A, NA}KB
) : ⊥pro

Ract
Arb4

Γ � A3||B1||S3||I1 :?
R||

Arb4 :

Γ �b
s A, B, {NA}KS

: ⊥

Γ � Cα
bs(A, B, {NA}KS

) : ⊥pro
Ract

Γ �s
r A, B, {NA}KS

: ⊥

Γ � Cα
sb

(A, B, {NA}KS
) : ⊥pro

Ract
Arb5

Γ � A4||B2||S3||I1 :?
R||

Arb5 :

Γ �s
s {KA}

K
−1
S

, {{NA, K, A, B}
K

−1
S

}KB
: ⊥

Γ � Cα
si({KA}

K
−1
S

, {{NA, K, A, B}
K

−1
S

}KB
) : ⊥pro

Ract

Γ �i
r {KA}

K
−1
S

, {{NA, K, A, B}
K

−1
S

}KB
: ⊥

Γ � Cα
is

({KA}
K

−1
S
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6 Related Work

The research on formal method related to security has increased considerably.
However, based on the differences in the techniques and tools used, we can
find several disciplines in this focus of research. A complete bibliography and a
comparative study of these approaches can be found in [19, 5, 20, 7].

Recently, a promising new approach has been developed for the analyze of
the information flow : The use of the type systems. A general survey of these
approaches can be found in [22]. In a security typed language, the standard type
of expression is increased by some annotations that specify that now information
of a high level can influence the observation of low level. In this direction we found
several work [9, 13, 16].

For instance, in [13] the authors are extended the asynchronous π-calculus
[6, 15] with types: The security π-calculus. The authors use a mild variation of
the I-types of [14]; essentially types are sets of read/write capabilities, where
in addition each capability is annoted by a security level. So, the behavior of
a process is relative to a security level. Then, Hennessy enforce the notion of
non-interference by using a must test equivalence.

Type system are also used for the verification of other properties such that
confidentiality and authentication. For instance we found [4, 18]. In [4], Abadi
extends the spi-calculus [3] with type system that guarantee confidentiality. In



134 A. Fellah and J. Mullins

this approach messages and channels are assigned different types, and security
flaws are identified as type violations. In [18], the authors use a type system that
are based really in a inference system. Indeed, every message is associated to a
sequence of messages that an intruder can send to have it. Thus, the types used
is very sophisticated, compared to general type, and are based on a inference
system that infers the knowledge of an intruder.

Also, many approaches [10, 17] have used non-interference to analyze crypto-
graphic protocols. In [10] a wide range of security properties have been shown to
be expressible in terms of non-interference. In [17] the authors express security
properties by using the admissible interference [21], that is expressed by simply
identifying downgrading actions corresponding to encryption actions occurring
in a protocol.

7 Conclusion and Future Work

In this paper we present a correct type system to detect non interference in a
process. Also, we extend this type system to verify admissible interference in
cryptographic protocol. The rules for typing message in cryptographic are ori-
ented to the verification of the secrecy property. However, we will extend this
work by giving an uniform framework to the verification of some properties of
security as confidentiality, authentication and denial of service. This framework
will be based on a general definition of this properties from the admissible inter-
ference. Consequently, we will be able to verify all this properties with the same
type system. Also, we intend to give a sound inference algorithm that mechanizes
the type system given in this paper.
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