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Abstract. We show how to visualize an oblivious transfer and a com-
mitment scheme with a method similar to that used in a visual secret
sharing scheme. We call them a visual oblivious transfer and a visual com-
mitment scheme, respectively. Data are images printed on transparencies,
and the operation for obtaining information is only overlaying each of the
transparencies over each other. Hence, it is easy for non-expert users to
execute them. The visual oblivious transfer and the visual commitment
scheme proposed in this paper are based on the trusted initializer model.

1 Introduction

The development of multi-party protocols is an active area of research. Due
to many researchers, multi-party protocols that are seemingly impossible have
been developed. Multi-party protocols require several fundamental tools based
on the modern cryptography. Typical fundamental tools are a secret sharing
scheme, an oblivious transfer, and a commitment scheme. There are many ways
of constructing these tools, e.g., [1][2][3][4][5][6] for the secret sharing scheme,
[7][8][9][10][11] for the oblivious transfer, and [12][8][9] for the oblivious transfer.

These tools require users to have cryptographic knowledge and to perform
complicated operations. Such requirements probably cause non-expert users to
hesitate to use these tools. However, Naor and Shamir [13] have shown the secret
sharing scheme that does not require cryptographic knowledge and complicated
operations. Their scheme is called a visual secret sharing scheme. It involves
breaking up the secret image into images printed on transparencies, and the
secret image can be visually recovered by placing the transparencies on top of
each other.

In contrast, there is yet no way to construct the oblivious transfer and the
commitment scheme without such requirements. We show how to visualize the
oblivious transfer and the commitment scheme with a method similar to that
used in the visual secret sharing scheme. We call them a visual oblivious transfer
and a visual commitment scheme. The use of the visual oblivious transfer and
the visual commitment scheme enables users to not only recover information
but also check the validity of data by the human visual system, i.e., without
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cryptographic knowledge and complicated operations. We construct the visual
oblivious transfer and the visual commitment scheme using a trusted initializer
who is active only at the setup of the protocol [14].

The visual secret sharing scheme suggests that executing the secret sharing
scheme does not necessarily require a computer as a physical device. The dif-
ference in physical devices results in the difference in algebraic structures used
for constructing the scheme. The algebraic structure of visual secret sharing
schemes for a black and white image is a monoid, which is a set {0, 1} under
the inclusive-OR operation. That for a color image is a lattice rather than the
monoid [15]. The monoid and the lattice are weaker algebraic structures than a
finite field and a finite group used in modern cryptography. It is significant to
study the construction of cryptographic protocols under weak algebraic struc-
tures because a new physical device for executing cryptographic protocols will
be developed in future. Our results imply that the oblivious transfer and the
commitment scheme can be constructed over the monoid of {0, 1} of the weak
algebraic structure.

We summarize notation. We let ⊕, ∨, and · denote the exclusive-OR operator,
the inclusive-OR operator, and the complement operator. We use these operators
for not only computation of a bit but also that of a binary vector, that of a
binary matrix, and that of a set. We define these computations by those of each
component.

This paper is organized as follows. In Sect. 2 we describe the trusted initializer
model and non-visual protocols In Sect. 3 we show the visual oblivious transfer,
analyze the security and the size of data, and give examples. In Sect. 4 we show
the visual commitment scheme, analyze the security and the size of data, and
give examples. In Sect. 5 we conclude this paper.

2 Protocols Based on the Trusted Initializer Model

2.1 Trusted Initializer

The trusted initializer model has been introduced by Rivest [14]. In this model
there exists a privileged person (called a trusted initializer), and the privileged
person initializes a protocol and after then becomes inactive. Specifically, the
trusted initializer distributes data to users through private channels. Note that
these channels are one-way, i.e., only from the trusted initializer to users. The
step for distributing data is called the initializing step. After then, the trusted
initializer does not participate in the protocol, and users perform the protocol
using data distributed by the trusted initializer. The trusted initializer model
enables us to construct unconditionally secure cryptographic protocols. In this
paper, we discuss only protocols based on the trusted initializer model. We call
the trusted initializer Ted, and call users Alice and Bob.

2.2 Oblivious Transfer

Oblivious transfers are classified into two types. The first-type oblivious transfer
is as follows. When Alice sends information to Bob, he can obtain it with proba-
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bility 1/2 and she cannot know whether he obtained it or not. The second-type
oblivious transfer is as follows. When Alice sends two pieces of information to
Bob, he can obtain only one of them and cannot obtain any information about
another piece, and she cannot know which piece he obtained. Crépeau [16] has
proved that both types of oblivious transfers are theoretically equivalent.

We show the first-type of a non-visual oblivious transfer since the second-type
of a non-visual oblivious transfer has been given in [14]. For simplicity, suppose
that Alice sends one-bit information to Bob.

Initializing step: Ted randomly chooses a two-dimensional vector v = (v0, v1)
where v0, v1 ∈ {0, 1}. After Ted chose a random bit c, Ted defines uc as uc = v
and determines uc such that uc �= uc and uc ⊕ v �= (1, 1). Since there are
two candidates of uc, Ted chooses one vector from them at random. Ted gives
{u0, u1} and v to Alice and Bob, respectively.
Transferring step: Let b (∈ {0, 1}) be one-bit information that Alice wants to
send to Bob. Alice computes a vector t as follows:

t =
{

(0, 0)⊕ ur, if b = 0;
(1, 1)⊕ ur, otherwise.

Alice sends t to Bob. Bob computes a vector z by z = t ⊕ v. Then, Bob finds
the value of b as follows:

b =

⎧⎨
⎩

0, if z = (0, 0);
1, if z = (1, 1);
⊥, otherwise,

where ‘⊥’ indicates that Bob cannot obtain any information about b.

By using a simple check it is not hard to verify that the above oblivious transfer
works well. The size of data obtained by Bob, i.e., the size of z, is the smallest
because two bits is necessary for expressing ‘0’, ‘1’, and ‘⊥’. In this sense the
above oblivious transfer is optimal.

2.3 Commitment Scheme

A commitment scheme based on the trusted initializer must be designed in such
a way that it satisfies the following properties. (i) Correctness: If Alice and Bob
follow the scheme, Bob accepts x to which Alice committed. (ii) Concealment: If
Alice and Bob follow the scheme, Bob cannot know any information about x
before the revealing step. (iii) Cheating probability: Alice cannot succeed in
cheating Bob with probability more than ε (0 ≤ ε < 1).

Blundo, Masucci, Stinson, and Wei [17] have proposed a commitment scheme
(an AP scheme), which is a fixed version of Rivest’s commitment scheme [14].
The AP scheme is constructed over GF(p) where p is a prime. The AP scheme
is unconditionally concealing, and its cheating probability is 1/p [17].
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3 Visual Oblivious Transfer

In Sect. 3 and Sect. 4, ‘0’ and ‘1’ mean a white (transparent) pixel and a black
pixel printed on the transparency, respectively. The inclusive-OR operator means
stacking transparencies. For example, “0∨1 = 1” means that stacking the white
pixel on the black pixel results in the black pixel.

3.1 Implementation for One-Bit Information

We show an implementation of the first-type visual oblivious transfer for one-bit
information.

Initializing step: Ted chooses a four-dimensional binary vector v with weight
2 at random where the weight is the number of nonzero components. After
Ted chose a random bit c, he determines two four-dimensional binary vectors
ui (i = 0, 1) as follows. He defines uc by uc = v, and determines uc such that
the weight of uc is two and the weight of uc ∨ v is three. Since such a vector
is not unique, he chooses it from candidates at random. Ted sends the following
U ,V to Alice and Bob through their private channels, respectively.

U = {u0, u1}, V = {v}.

Transferring step: Let us consider that Alice sends one-bit information b (∈
{0, 1}) to Bob. After Alice chose a random bit r, she determines t as follows:

t =

{
ur, if b = 0;
ur, otherwise.

Alice sends T = {t} to Bob. After Bob received it, he stacks t on v, i.e.,

z = t ∨ v.

If the weight of z is two, one-bit information sent by Alice is 0, if the weight of
z is four, it is 1. Otherwise it is ⊥, i.e., Bob does not obtain b.

Bob can visually recognize the result because their contrasts are different. Pre-
cisely, the contrast C, which is defined in [13], of each case is given as follows:

C =

⎧⎪⎨
⎪⎩

1/4, between 0 and ⊥;
1/4, between 1 and ⊥;
1/2, between 0 and 1.

We give an example of the above implementation. Suppose that Ted chose v =
(1, 1, 0, 0). Let c = 1. It follows that u1 = v. The set Û of candidates of u0 is
given by

Û = {(0, 1, 0, 1), (0, 1, 1, 0), (1, 0, 0, 1), (1, 0, 1, 0)}. (1)
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Table 1. Communication complexity in oblivious transfers [bits]

Step Non-visual Visual

Initializing Alice 4 (3) 8 (log2 6 + log2 4)

Bob 2 (2) 4 (log2 6)

Transferring 2 (2) 4 (log2 6)

Total complexity 8 (7) 16 (3 log2 6 + log2 4)

Suppose that Ted chose u0 = (0, 1, 0, 1). After Ted randomly chose one vector
from Û as u0, Ted sends U = {u0, u1} and V = {v} to Alice and Bob, respec-
tively. Suppose that Alice wants to send b = 0. After Alice chose r = 1, she
sends T = {(1, 1, 0, 0)} to Bob since t = u1. Since Bob obtains z = (1, 1, 0, 0),
he finds b = 0.

If Alice had chosen r = 0, Bob would not have obtained any information
about b. Specifically, since t = (0, 1, 0, 1), it follows that z = (1, 1, 0, 1). We state
the reason that Bob cannot obtain any information about b when c �= r. When
Alice wants to send b = 1 and r = 0, she sends t = u0 = (1, 0, 1, 0). Notice that
u0 is also an element of Û . We see from Eq. (1) that for any u ∈ Û we have
u ∈ Û . The following theorem formally guarantees that Bob cannot obtain any
information about b when he finds ⊥.

Theorem 1. Let v be a four-dimensional binary vector with weight 2. We de-
note by Û the set of four-dimensional binary vectors u such that the weight of u
is two and the weight of u ∨ v is three. Then, for any u ∈ Û we have u ∈ Û .

We next compare the above visual oblivious transfer to the non-visual oblivi-
ous transfer given in Sect. 2.2 in terms of the communication complexity. Table 1
shows the communication complexity of the oblivious transfers. The value in the
bracket of Table 1 is the essential size of data. For example, in the initializing step
of the non-visual oblivious transfer, Alice receives 4-bit data of {u0, u1}, but the
data can be expressed with 3 bits because u0 and u1 are not independent. The
smallest communication complexity of the transferring step is log2 3 (≈ 1.58)
bits. Since log2 6 ≈ 2.58, the communication complexity of the visual oblivious
transfer is slightly larger than the smallest communication complexity. There
might exist a more efficient visual oblivious transfer.

3.2 Application to the Image

We can construct the first-type visual oblivious transfer of multi-bit information
B = (b1, b2, . . .) by repeating that of one-bit information. We note that Bob
obtains entire B with probability 1/2. It does not mean that Bob obtains each
bit of B with probability 1/2. Hence, random bits c, r described in Sect. 3.1 are
fixed for all bj (j = 1, 2, . . .).

Using a black and white image B of Fig. 1, we give an example of the visual
oblivious transfer. Fig. 2 is an image V of the set of v. Fig. 3 and Fig. 4 are
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O
Fig. 1. Image B Fig. 2. Image V from Ted to Bob

Fig. 3. Image T when c = r Fig. 4. Image T when c �= r

Fig. 5. Image Z (= V ∨ T ) when c = r Fig. 6. Image Z (= V ∨ T ) when c �= r
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images T of the set of t when c = r and c �= r respectively. Fig. 5 and Fig. 6
are images Z of the set of z, which Bob obtains by stacking the image T on the
image V , when c = r and c �= r respectively. Thus, if c = r, then Bob succeeds
in recognizing B visually, otherwise he fails. We note that Bob finds his failure
because Z is uniformly dark, not because no meaningful image is recovered.
Comparing the right-hand area of Fig. 5 with Fig. 6, we finds the difference
in the variance of the number of white pixels of subpixels. The variance of the
right-hand area of Fig. 5 is 1/16 whereas that of Fig. 6 is 0.

The above visual oblivious transfer uses 4 pixels for one-bit information, but
the reviewer of this paper shows the visual oblivious transfer can be constructed
by using 2 pixels for one-bit information in reviewer’s report . Reviewer’s visual
oblivious transfer is useful for data involving much redundancy such as an image
because one-bit information is not recognized precisely.

4 Visual Commitment Scheme

4.1 Implementation for One-Bit Information

We show an implementation of the visual commitment scheme for one-bit infor-
mation.

Initializing step: Ted randomly chooses a matrix u from Û .

Û =
{(

00
11

)
,

(
11
00

)
,

(
10
10

)
,

(
01
01

)}

Ted randomly chooses one of two elements of ‘1’ in u, and produces a matrix v
such that the chosen element is replaced with ‘0’ and the others are done with
‘1’. The resulting matrix v is an element of V .

V̂ =
{(

11
01

)
,

(
11
10

)
,

(
01
11

)
,

(
10
11

)}

Ted sends u and v to Alice and Bob through their private channels.
Committing step: Let b (∈ {0, 1}) be one-bit information to which Alice wants
to commit. If b = 0, then Alice transposes u, and permutes the rows and the
columns of the transposed matrix at random. If b = 1, then Alice permutes the
rows and the columns of u at random. The resulting matrix t is an element of
T̂ . Alice sends t to Bob.

T̂ =
{(

00
11

)
,

(
11
00

)
,

(
10
10

)
,

(
01
01

)}

Revealing step: Alice sends u and b to Bob. Bob first stacks u on v, and checks
that all the pixels are black. If not so, then Bob rejects b. Bob next stacks u on
t, i.e., z = u ∨ t, and counts the number of white pixels of z. If it is one and
b = 0, then Bob accepts b = 0. If it is zero or two and b = 1, then Bob accepts
b = 1. Otherwise, he rejects b.
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In spite of one-bit information, Bob obtains the 2 × 2 matrix that is one of the
matrices of Ẑ.

Ẑ =
{(

11
01

)
,

(
11
10

)
,

(
01
11

)
,

(
10
11

)
,

(
11
11

)
,

(
00
11

)
,

(
11
00

)
,

(
10
10

)
,

(
01
10

)}

The first four matrices of Ẑ imply that Alice committed to b = 0, and the last
five ones imply that she committed to b = 1.

We give an example. Suppose that Ted chooses u and v as follows:

u =
(

00
11

)
, v =

(
11
10

)
.

Ted sends u and v to Alice and Bob, respectively. We assume that Alice commits
to b = 0. Alice transposes u, and permutes the rows and the columns of the
transposed matrix at random. Suppose that the resulting matrix t is given by

t =
(

10
10

)

Alice sends t to Bob. In the revealing step, Alice sends u and b = 0 to Bob. Bob
first stacks u on v, i.e.,

(
00
11

)
∨

(
11
10

)
=

(
11
11

)
.

Since all components are one, i.e., all pixels are black, Bob continues to perform
the verification. Bob next stacks u on t, i.e.,

(
10
10

)
∨

(
00
11

)
=

(
10
11

)
.

Since the number of white pixels is one and b = 0, Bob accepts b = 0.
It is easy to confirm the correctness and the concealment of the proposed

scheme. The cheating probability of the proposed scheme is 1/2. It is verified by
checking all possible combinations of u, v, and b. We can decrease the cheating
probability by repeating the proposed scheme. It is effective to use the scheme
described in Sect. 4.2 after transforming one-bit information into an image.

We next compare the proposed scheme to the AP scheme in terms of the
communication complexity. Table 2 shows the communication complexity of both
schemes. We omitted the complexity for sending b in the revealing step of both
schemes. The value in the bracket of Table 2 is the essential size of data. For
example, although the 2×2 matrix that Ted sends to Alice in the initializing step
seems to be 4-bit data, it is essentially 2-bit data because it must be a matrix
in Û . We observe from Table 2 that the essential communication complexity of
the proposed scheme is comparable to that of the AP scheme.
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CSCSCSCSCS
Fig. 7. Image B Fig. 8. Image U from Ted to Alice

Fig. 9. Image V from Ted to Bob Fig. 10. Image T produced by Alice

Fig. 11. Image given by U ∨ V Fig. 12. Image given by U ∨ T
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Table 2. Communication complexity in commitment schemes [bits]

Step AP scheme Proposed scheme

Initializing Alice 2 4 (2)

Bob 2 4 (2)

Committing 1 4 (2)

Revealing 2 4 (1)

Total complexity 7 16 (7)

4.2 Application to the Image

The visual commitment scheme of multi-bit information B can be constructed
by repeating that of one-bit information. Using a black and white image B of
Fig. 7, we give an example of the visual commitment scheme. Fig. 8 is an image
U of the set of u, and Fig. 9 is an image V of the set of v. Fig. 10 is an image T
of the set of t. Fig. 11 is the image given by U ∨ V . Since it is perfectly black,
Bob visually finds that U and V are valid images. Fig. 12 is the image given by
U ∨ T . It follows that Bob can visually recognize the original image B.

Notice that the reason that the original image can be visually recognized is
different from that of the visual secret sharing scheme. In the case of the visual
secret sharing scheme, the original image is visually recognized by the difference
in the number of white pixels of subpixels. In the case of the proposed scheme,
the original image is visually recognized by the difference in the variance of the
number of white pixels of subpixels. When b = 0, the number of white pixels is
always 1 and the variance is 0. When b = 1 the average number of white pixels
is 1 and the variance is 1. The difference in the variance enables us to recognize
the original image from the recovered image.

5 Concluding Remarks

In this paper, we have proposed the visual oblivious transfer and the visual
commitment scheme. The feature of the visual oblivious transfer is that the user
can visually distinguish between success and failure. The feature of the visual
commitment scheme is that the user can visually not only recognize information
but also check the validity of data. To achieve these features we used the fact
that the difference in the variance of the number of white pixels can be visually
recognized. In addition, our results imply that the weakness of the algebraic
structure causes the expansion of data transmitted in protocols.
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