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Abstract. Many emerging group oriented and collaborative applications such as
audio/video conferences use the peer-to-peer paradigm. Confidentiality is an of-
ten demanded feature for such applications, e.g. in business meetings, to pro-
vide group privacy. To assure confidentiality in a meeting the partners have to
agree upon a common secret key for encrypting their communication. This re-
quires efficient distributed group key exchange protocols. We present the prin-
ciple of the key distribution protocol TKD which achieves a lower key refresh-
ment delay compared to existing key exchange protocols.

1 Motivation

In order to assure confidentiality in a peer-to-peer (P2P) meeting the partners have to
agree upon a common secret key for encrypting their communication. It is intuitive
that a decentralized key management protocol in which the members themselves man-
age the group key renewal should be deployed in P2P systems. In particular, real-time
settings strongly require efficient decentralized key exchange protocols.

In this contribution we sketch the principle of a novel distributed key distribution
protocol, called TKD (token based key distribution), which has been designed for
small dynamic peer groups to support a secure and efficient group key renewal.
Unlike other protocols it also provides a mutual authentication of the partners when
entering the group. We focus on closed dynamic peer groups of less than 100 partici-
pants here. The entrance is by invitation. Many every-day life meetings such as busi-
ness talks have usually a considerably smaller number of participants.

Decentralized group key management protocols can be divided into two groups:
group key agreement and group key distribution protocols [1]. Among the group key
agreement protocols, TGDH has proven to be the most efficient one [1], whereas the
protocol of Rodeh et al. provides the best performance of existing key distribution
protocols [2]. Both protocols, however, are not efficient enough for small group set-
tings. TGDH intensively utilizes asymmetrical cryptographic computations. The Ro-
deh protocol requires two communication rounds. TKD is a group distribution proto-
col which has been proven more efficient than the both mentioned ones. It has been
integrated in our P2P conference system BRAVIS [3]. TKD requires like other decen-
tralized key management protocols an underlying group communication protocol with
virtual synchrony.
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2 Principle of TKD

TKD is a token based protocol. The group members form a logical ring. The rotating
token determines the group member responsible for generating a new group key and
for distributing it to the members. The group key is renewed whenever the group
composition changes (join, leave, and failure of peers). The token holder is further the
group member who authenticates the joining partners using the IKEv2 protocol [4].

The group key renewal is based on the Diffie-Hellman (DH) key exchange princi-
ple [5]. When the token holder has generated a new group key it establishes a tempo-
rary secure channel to each member to deliver the new key. For this, each group
member stores a shared DH secret with each other member. To set up the channels it
uses the shared DH secrets and a newly generated nonce which is only valid for this
group key renewal cycle. The Figure 1 shows the principle.
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Fig. 1. Key exchange in TKD with temporal secure channels

The efficiency gain of TKD results from the main use of symmetric cryptographic
operations and only one communication round for the group key renewal. Thus TKD
considerably reduces the group key refreshment delay compared to TGDH and the
Rodeh protocol.
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