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Abstract. Current legislative institutions demand information and services ex-
change between similar entities. However, legislative applications are com-
posed of autonomous, heterogeneous and distributed components. In this paper, 
we describe a Web Services based model for legislative distributed institutions 
that use heterogeneous and autonomous information systems. Our approach is 
focused on four essential challenges: (1) maintaining the independence and 
equality among all the participating, (2) no modification of the information sys-
tems of each one of the legislative participating, (3) an efficient security 
mechanism in order to provide a successful system performance and (4) an 
open and scalar approach that allows incorporating new legislative institutions 
in a dynamic way. 

1   Introduction 

The use of procedures that allows legislative institutions to collaborate between them 
is a political priority of CALRE (conference of European regional parliament�s presi-
dents). At the same time, different initiatives directed towards the use of information 
and communication technologies (ICT) are promoted from European Commission [1].  

The purpose of this paper is to describe our Web Services approach for exchange 
of information and cooperation between Spanish legislative assemblies. Information 
online about documentation, procedure on the laws, legislative initiatives, consulta-
tion of the librarian funds, as well as, statistic data on the legislative activities are 
illustrative examples of the need of cooperative services between the legislative insti-
tutions. One of the main features of our approach is based on extending this approach 
to other organizations within Europe and internationally. That is, the proposed solu-
tion allows anytime new incorporations without requiring infrastructure modification 
of the present institutions.  

The remainder of this paper is organized as follows. In Section 2, we address the 
different issues and requirements. In Section 3 is provided a brief overview of Web 
Services technology. Section 4 illustrates the architecture and describes the different 
layers of functionality. Finally, some concluding remarks are given in Section 5. 

2   Requirements Analysis 

In order to provide a plausible solution, several requirements must be addressed: 

− Autonomy: the approach for sharing data from distributed and heterogeneous in-
formation systems must be based on a decentralized schema, due to no legislative 
institution can play a superior role on another. 
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− Flexibility: the resulting system must be an open solution. That is, non-specific 
architecture or programming language should be required. 

− Security: the security model in order to be resistant to unwanted breakdowns and 
malicious attacks must be characterized by the following features: (1) each institu-
tion must be able to add or delete their users or revoke and grant permissions if it 
is needed, (2) it is the responsibility of every institution to contain an accessible 
medium for other institutions in order to check an user and sensible operations, (3) 
every institution must log every sensible access or operation to be performed, (4) 
it is assumed that every legislative institution includes a firewall defending the 
internal networks and systems (intranet) and (5) no special security considerations 
are required for several operations or information requests, i.e., public documents, 
announcements, bibliographic information, etc. Therefore, an anonymous or pub-
lic access level with no restrictions in use is also involved. 

− Scalability: new legislative incorporations must be supported without requiring 
infrastructure modification of the present and future institutions. 

3   Web Services Technology 

The Web Services paradigm [2, 3, 4] offers and consumes software as services. Inter-
actions among Web Services involve three types of participants [4]: service provider, 
service requestor (also known as service consumers) and service registry. This way, 
service providers are the owners that offer services. They define descriptions of their 
services and publish them in the service registry. Service requestors use a find opera-
tion to locate services of interest. The registry returns the description of each relevant 
service. The requestor uses this description to invoke the corresponding Web Service. 
Three standardization initiatives XML-based technology have been submitted to W3C 
consortium to support interactions among Web Services: WSDL [5], UDDI [6] and 
SOAP [7]. Figure 1 illustrates Web Services functionalities.  
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Fig. 1. Web Service reference model 

4   Architecture 

In the design of the architecture, several issues have been taken into account: 

− At the present, all the Spanish legislative assemblies have all the information that 
they decide to share in some internal database. However, the assemblies provide a 
myriad of heterogeneous databases. Although the variety of databases is wide, the 
development of applications that allow the consultation of these databases is fea-
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sible. Therefore, the development of a Web Service that allows the consulting of 
the required information of some database is feasible at the same time. 

− It is each assembly's task, to impose restrictions on the access to certain informa-
tion.  

− Each assembly can publish new services or modifying the current services in an 
autonomous way. It is advisable for each assembly to have available a Web Ser-
vice Registry (UDDI), where all the modifications carried out in each assembly's 
UDDI would be replied autonomously to the rest of the assemblies. This condition 
is not essential, due to a single Web Service Registry could be implemented in a 
single assembly, however it would imply that any modification in a Web Service 
of an assembly would need the permission from the assembly that manages the 
Web Service Registry. 

− A new institution can be incorporated anytime for consulting information provided 
by the other institutions, for offering new services to the other institutions or both 
situations. 

The global architecture of our approach is illustrated in Figure 2. Three layers of 
functionality are involved: (i) Process Manager Layer, (ii) Web Services Layer and 
(iii) Security Processors Layer. The development of three modular Web Services in 
order to provide consultations to: legislative data (L), legislative activities (LA) and 
library resources (B) are initially proposed for sharing data. The following sections 
describe each layer of functionality of the proposed architecture. 
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Fig. 2. Architecture for sharing data among Spanish legislative assemblies 
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4.1   Process Manager Layer 

The process manager layer is used to process all the incoming requests from the users 
of the system. Two types of requests are supported by the system: request information 
and request subscriptions. This process will allow each user to be able to carry out 
consultations about certain information in a simultaneous way in all the assemblies 
that have enabled the appropriate Web Service. The process manager will be located 
in each legislative institution and will be implemented in function of the available 
resources. All requests are received and processed by the request handler module. To 
cover all aspects of location, discovery and invocation of available Web Services, a 
service locator module is used by the request handler module. The service locator 
discovers the available Web Services through the examination of the Web Service 
Registry (UDDI). The request handler module can improve the consultation of the 
system�s information using the translator module. This module is based on the use of 
the multilingual thesaurus Eurovoc [8] and Eurodicautom [9]. 

Besides requests of information, the system allows the user to be informed when 
something of his interest is published in some assembly. The user templates module 
stores all the relative information about the subscriptions of the registered users. 

4.2   Web Service Layer 

For each service that is required to be implemented (initially three services proposed, 
focused on consultations to: legislative data - L, legislative activities � LA and library 
resources - B), an application will be deployed to implement the corresponding Web 
Service and this application will allow the consulting to the relative information of 
that service in a remote way for other assemblies and institutions. Since the architec-
ture is completely decentralized, it allows each assembly to decide to implement their 
Web Services or not to do so. In the same way, each autonomous assembly can only 
deploy a Web Service of all those outlined, or to perform it in a progressive way. 
When a provider assembly chooses to publish his new Web Service so that the other 
assemblies can make use of it, he will only have to publish it in a Web Service Regis-
try (UDDI) with the idea that the consumer assemblies can know its existence and 
consultation form. Each cloud of Figure 2 represents the logical group of all Web 
Services that have been published about one type of Web Service (B, L or LA).  

4.3   Security Layer 

The development of security component is based on: (1) flexibility, (2) modularity 
and (3) ubiquity. The ubiquity approach leads to user accessing to the system like an 
all-system. With this purpose, the security model is composed of three modules. Fig-
ure 3, shows graphically the security module for a user service request. The continue 
line represents a client call and the dash line represents a response, B1, B2 to Bn corre-
sponds to the one kind of Web Services proposed. The user program only involves the 
request module through the use of his id session. The id session allows obtaining the 
session that is a data structure which includes name, login, source assembly, IP con-
nection address, id requested service, parameters and other data, in order to identify 
and localize the user. The security restrictions provide two general possible scenarios: 
(i) a requested public service, e.g., request of public information, where non-user 
identification is required and (ii) a requested private service. 
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The security politic is based on an active components model that we call sentinels 
approach. Each Web Service, or Web Services organization, are associated with one 
or more sentinels. When a service request is received by the request module, the user 
credentials to access (id session, id requested service) are checked for each associated 
sentinel to the requested service. When the user id session does not belong to the 
assembly that provides the requested service, a session transport protocol is settled up, 
requesting to the appropriate assembly the information. In this context, the authentica-
tion and security requirements must be checked at legislative assembly layer using an 
asymmetric cryptography approach. The request operation is aborted if anyone of the 
sentinels refuses the request service. An error message is returned to the user pro-
gram, showing the rejection reason and the mechanism to use for solving the problem, 
if it proceeds. In other case, when all the sentinels are consenting to, the operation is 
executed and the results are returned to the user program. Different sentinel models 
can be implemented. The simplest sentinel model is based on user authentication. 
That is, it is checked that the supplied id session maps a true session. Other security 
schemas are based on the use of access control list (ACL). 

The use of the proposed security model presents the following advantages: (1) the 
different responsibilities are clearly distinguished, which leads to a reduction of the 
development process and modifications of the system, (2) a transparency approach of 
Web Services modules respect to the security model. That is, it is not required knowl-
edge by the Web Services modules about the sentinel�s implementation approach and 
vice versa, and (3) the transport session provides a monolithic appearance due to the 
user is authenticated for all the legislative assemblies once the user has been authenti-
cated in an only assembly. 

5   Conclusions 
In this paper, architecture for data exchange among heterogeneous and distributed 
legislative assemblies based on a Web Services paradigm has been presented. The 
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development of our approach is based on the use of three major concepts: (1) a decen-
tralized schema for the cooperation problem between the legislative assemblies, (2) 
Web Services technology as wrappers that enable access to and interoperability 
amongst legislative assemblies and (3) flexible and modular security model, which is 
supported by a sentinel approach that provides a transparency approach of the devel-
opment of Web Services modules respect to the security model and vice versa. The 
flexibility of the proposed solution allows extending this approach to other organiza-
tions within Europe and internationally. 
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