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The widespread application of computers throughout the daily life of most
people has brought about changes in the things we do and how we do them.
Schools in many countries now make use of computer-based learning
technologies at all levels of education, from kindergarten through secondary
schooling to tertiary education. Use of computers for teaching and learning
cannot be separated from effects that computerization has had on education
and the wider community. Values, ethics and social issues related to
computing represent one significant area of study for teachers and students.
The purpose of this paper is to review the place given to computer related
values, ethics and social issues in schools and teacher education.

When computers began to be used for teaching and learning in schools
and universities there was little commercial educational software for sale.
Teachers often used one of the small number of programming languages
available to write, test and use educational software with their own students.
Because those teachers who introduced computing into schools and
developed their own software were enthusiasts, they met and corresponded
with like-minded teachers. Inevitably this led to software being exchanged,
and this was probably the origin of a software swapping culture that quickly
developed in schools. Not only did a culture of software swapping develop
among these computer-enthusiast teachers, it flourished and continued to
exist for decades.
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What is the situation now? Articles about computer related ethics, values
and social issues in mass circulation newspapers is one clue to community
awareness of these matters. In September 2003 a daily Melbourne (Australia)
newspaper published the four articles listed in Table 1.

At first glance there might appear no obvious links between these
articles, however there are at least two significant connecting factors. First,
each article relates to an issue associated with the use (and misuse) of
computers and computing applications. A second, and perhaps more
worrying, connection between the articles is that they were all published in a
single issue of the daily newspaper, albeit in a weekly IT supplement.

In addition to the four articles referred to above, the same edition of the
IT supplement also contained an article on copyright and intellectual
property, a book review about corporate IT security, and another on
computer espionage, a case study of an Australian bank’s approach to
offshore outsourcing in order to reduce costs, an article on collaboration
between Australian and US bodies responsible for emergency response to
hacking, as well as an article detailing how dependent most people in
developed countries are on computers for work, recreation, and at home.
Each of these items also relates to computerization and associated
implications for society.

This paper explores some of what has occurred between the swapping of
software by pioneers of educational computing and the apparent high level
of computer-related crime and associated issues in 2003. The theme that is
explored concerns how ethics, values and social issues of computing have
been incorporated or ignored in school and teacher education curricula.

2. IN THE BEGINNING

Norbert Wiener was probably the first person to write extensively on
computers and ethics (Bynum, 2000). Long before computers were artifacts
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of everyday life Wiener was thinking and writing about the potential ethical
and social issues arising from a range of newly developing technologies,
including computerization (Wiener 1948, 1954).

In 1968 this author was teaching mathematics in a secondary school for
boys. On an experimental basis he was permitted to introduce some
computer programming to a class of high achievers. Possibly because it was
part of mathematics, or possibly because he knew no better, the focus was
entirely on learning the FORTRAN programming language to extend the
mathematical experiences of the students. There is no record of any mention
of computer-related values, ethics or social issues. The same remained true
until the mid 1970s as the author continued to teach at a secondary school as
well as teaching a computing subject to pre-service primary teachers.

Even before desktop computers appeared in large numbers in schools,
teachers were teaching about possible ethical and social issues resulting from
the newly developing computer technology. As early as 1982 articles about
values and social issues were appearing in newly established computing
journals for teachers (Finkel, 1983; Letellier, 1982). In a 1992 article in The
Computing Teacher it was noted that “Teachers have told students about
computer ethics for years” (Weller et al., 1992 p.20). The authors then
referred to a series of articles from a 1984 issue of the same journal. These
articles had titles such as “Ethics and computer use” (Gilliland & Pollard,
1984), “A question of ethics” (Hannah & Matus, 1984) and “Computers,
kids and values” (Taffee, 1984).

It is impossible to accurately quantify the growth of publications that
address some part of computer interrelated values, ethics or social issues.
However there is no doubt these areas have become more significant and
more widely publicized as computer use has spread throughout society. As a
very simplistic measure, Table 2 lists the number of publications found in
the ERIC database using search parameters (computer) AND (ethics). The
number of publications decreases dramatically when the terms (education)
OR (school) are added to the search parameters.



No matter what approach is used to analyze these data, it is evident that
that very little has been published in this area. As noted above, when the
search is limited to publications specifically about computer ethics and
schools the number of publications is halved. A perusal of titles of remaining
publications shows that many concern ethics for administrators or counselors
and do not relate to classroom practice.

Faculties of education, school curriculum developers, ICT textbook
authors, and ICT teachers do not collectively appear to give values and
social issues relating to ICT a sufficient level of prominence. There are some
curriculum references to values and social issues in school curricula, but
often only at senior secondary levels rather than throughout all the levels of
education and schooling in which students use or learn about ICT. As soon
as primary school students begin to access electronic encyclopedias and the
World Wide Web in their search for information for projects, they confront
issues relating to intellectual property, copyright, acknowledgment and
plagiarism. It would appear that by default many schools allow students to
break laws relating to all of the above, In general this happens because
teachers and parents focus on using technology and not the associated
responsibilities and implications.

The case for students and teachers knowing about social and ethical
issues associated with ICT throughout all subject areas of schooling might
not appear as obvious or as strong as for learning about them in ICT specific
subjects. However it can be argued that that it is vitally important for all
students, not just those who study ICT, to have well developed
understandings of ethical and legal issues relating to ICT use. It appears
there is little evidence of this actually occurring on a consistent basis in
primary and secondary schools. Some of the reasons for this are probably the
same as those outlined above in relation to specialist ICT subjects and
teachers. However a major cause is the over-emphasis on what can be done
with technology and a corresponding lack of coverage of the consequences
of doing things with technology. Often teachers and texts focus on the quite
dramatic and valuable changes that can result from increased use of
technology without giving sufficient consideration to the social, legal and
ethical implications of these developments.

By the early 1980s articles were appearing in computing journals for
teachers with titles such as “Crime in the classroom?” (Letellier, 1982) and
“When is a pirate a thief?” (Finkel, 1983). Teachers were being informed of
some of the ethical and legal issues relating to computing through journals
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and professional associations. However the quantity of articles published
through the 1980s and well into the 1990s warning about the ramifications of
copying software and other illegal and un-ethical practices suggest that it
was a widespread problem in schools.

As school computing curricula became formalized, aspects of values,
ethics and social issues were taught more consistently and in more organized
ways. Related topics also became more prominent in textbooks. In Victoria,
the first formal curriculum for a school computing subject was developed in
the late 1970s and included “social implications” as one of the four areas of
study. The most popular textbook for this subject (Woodhouse at al., 1982)
included a chapter that introduced students to some of the ethical and social
issues related to the technology of the time. It appears certain that one of the
authors was approached to contribute to this book on the basis of personal
interest and knowledge of computer-related social implications.

Teacher education has been slower than schools to accept the importance
of computer related values, ethics and social issues. Until the mid 1990s,
Australian pre-service teacher education courses were not required to include
computing subjects. Then major credentialing authorities and employers
demanded that every new teacher possess a range of computing skills and be
aware of major technology related ethical and social issues.

In a pre-service subject for secondary IT teachers currently offered at The
University of Melbourne, students undertake several projects and assessment
tasks that involve them learning about social and ethical issues. One
complicating factor is that many of the most appropriate techniques for
teaching social and ethical issues at school level are based around strategies
most employed by teachers of English and social studies, rather than
teachers in the sciences or IT. Effective strategies include discussions and
debates, role plays, research using a variety of sociological sources, essay
writing, and a consideration of emotions and feelings. The majority of IT
teachers have a background in science or business studies, and they find
using such strategies to teach social and ethical issues more difficult than the
technical aspects of their subjects.

For other secondary teachers in training, and for prospective elementary
teachers, being able to apply humanities-based teaching strategies is less of a
problem. Because they are not going to be specialized ICT teachers they
rarely come into contact with concepts of technology related ethics, values,
and social issues being classroom topics that should concern them. Far too
many teachers who use ICT with students, but are not ICT teachers, never
raise technology-related legal and ethical issues with students, even though
schools throughout the world appear to have acceptable use policies that
students and their parents are required to agree to and sign.
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However school acceptable use policies have failed to go far enough.
Usually they are little more than an attempt to safeguard a school from legal
charges that might arise from students who infringe copyright or ethical
statutes while using school computers. Rarely is there an education program
for students and parents that complements the signing of an acceptable use
agreement. For classroom teachers the major problem relates to students
plagiarizing material from an electronic resource and failing to acknowledge
the source and ownership of ideas and images that are used in assignments.

The National Educational Technology Standards project (NETS, 2002)
includes ideas for including “analyzing legal, moral, and ethical dilemmas”
within teacher education. Not only are these issues raised with at these
levels, but quite specific activities and roles are designated for teacher
educators and the beginning teachers. Although it might appear elsewhere, a
major weakness of this section is that the vignettes used focus on out-of-
classroom situations. While this is understandable because the section is
about professional preparation, there is no link to classroom teaching about
the legal, moral and ethical dilemmas students encounter in their daily lives.

Similar comments apply to the “ICT skills test” (TTA, 2003) all teachers
in-training in England must pass before they gain accreditation to teach. This
test aims to guarantee that new teachers have an appropriate grounding in
basic ICT skills. Again, as with the NETS material, there is no statement
informing new teachers that it is the duty of every teacher to be aware of, to
uphold personally and professionally, and to ensure that students do not
breach laws concerning legal, moral and ethical issues relating to all
educational technologies, and to computing in particular.

When computers were rare in commerce and industry, and did not exist
in schools, what little educational interest there was focused on the potential
of computers for relieving humans of mundane, difficult, or dangerous tasks.
Most people did not know what computers were doing, because much of it
was related to military applications and was restricted. It was only when
computers became smaller, simpler and generally available that they became
associated with crime and social issues such as privacy and replacing people
in employment. Today teachers and students use computer technology as a
normal part of the education process, and there is an obvious need to know
about the effects of technology as well as the applications.
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