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Abstract We propose a new scheme for multiple parties to conduct data mining computa-
tions without disclosing their actual data sets to each other. We then apply the
new scheme to let multiple parties build a decision tree classifier on their joint
data set. We evaluate our scheme through a set of experiments. The empirical
results show the tradeoffs between privacy and accuracy can be obtained.

1. INTRODUCTION
Collaboration is an important trend in the current world. It is valuable be-

cause of the mutual benefit it brings. This paper studies a very specific collab-
oration that becomes more and more prevalent. The problem is the collabora-
tive data mining. The goal of our research is to develop technologies to enable
multiple parties to conduct data mining collaboratively without disclosing their
private data to each other.

Data mining has emerged as a means for identifying patterns and trends
from a large amount of data. It includes various algorithms such as classifi-
cation, association rule mining, sequential pattern mining and clustering, etc.
This paper studies the decision tree classification which is one of the most suc-
cessful data mining algorithms. The research on decision tree classification is
extensive. However, the problem of how to jointly build decision tree classi-
fier among multiple parties while preserving data privacy is a challenge to the
information security and privacy community.

In this paper, we provide a solution to tackle this challenge. The basic idea
of our solution is that we select one among all the involved parties and treat it
as a data collector. Other parties use multi-variant randomized response tech-
nique, which will be discussed in Section 4, to disguise their data sets. They
then send their disguised data sets to the data collector. The data collector com-
bines the disguised data and conduct mining based on our proposed estimation
model. Our contributions are (1) to propose a flexible scheme for multiple par-
ties to build a decision tree on their joint data sets without compromising their
data privacy, and (2) to conduct a set of experiments to evaluate the scheme.
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The paper is organized as follows: Section 2 discusses the related work. We
then formally define the problem in Section 3. In Section 4, we describe our
proposed scheme. Section 5 shows how to build a decision tree classifier using
the proposed scheme. We conduct experiments to evaluate our scheme in Sec-
tion 6. Further discussion is conducted in Section 7. We give our conclusion
in Section 8.

2. RELATED WORK

2.1 Secure Multi-party Computation
Briefly, a Secure Multi-party Computation (SMC) problem deals with com-

puting any function on any input, in a distributed network where each par-
ticipant holds one of the inputs, while ensuring that no more information is
revealed to a participant in the computation than can be inferred from that par-
ticipant’s input and output [6]. The SMC problem literature is extensive. It has
been proved that for any function, there is a secure multi-party computation
solution [5]. The approach used is as follows: the function F to be computed
is first represented as a combinatorial circuit, and then the parties run a short
protocol for every gate in the circuit. Every participant gets corresponding
shares of the input wires and the output wires for every gate. This approach,
though appealing in its generality and simplicity, means that the size of the
protocol depends on the size of the circuit, which depends on the size of the
input, hence it is highly impractical.

2.2 Privacy-Preserving Multi-party Data Mining

In early work on such a privacy preserving data mining problem, Lindell
and Pinkas [8] propose a solution to the privacy preserving classification prob-
lem using the oblivious transfer protocol, a powerful tool developed by the
secure multi-party computation research. The solution, however, only deals
with the horizontally partitioned data1. Vaidya and Clifton [3] proposed to use
the scalar product as the basic component to tackle the problem of association
rule mining in vertically partitioned data. Later, they proposed a permutation
scheme to solve the K-means clustering [2] over vertically partitioned data.
In [15], a secure protocol is developed to deal with two-party decision tree in-
duction problem. In [12], a secure procedure is further provided to conduct
multi-party association rule mining over vertically partitioned data sets. In
this paper, we will propose a new scheme to tackle the problem of privacy-
preserving decision tree induction over the vertically partitioned data.

1 This terminology refers to data represented in a table, in which columns correspond to attributes and rows
to data records. Partition of this table by grouping together rows is the horizontal partition. In contrast,
partitioning by grouping together different attributes is the vertical partition.
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3. PRIVACY-PRESERVING MULTI-PARTY DECISION
TREE INDUCTION PROBLEM

We consider the scenario where multiple parties, each having a private
data set denoted by and respectively, want to collaboratively
construct a decision tree classifier on the union of their data sets. Because
they are concerned about data privacy, neither party is willing to disclose its
raw data set to others. Without loss of generality, we make the following
assumptions on the data sets: First, the identities of each row (record) in

and are the same. Second, all parties share the class labels of all
the records and also the names of all the attributes.

Privacy-Preserving Multi-party Decision Tree Induction Problem:
Party 1 has a private data set party 2 has a private data set and
party n has a private data set Data set is the combi-
nation of and where the record in becomes
the record of Let N be the total number of records
with representing the record. The problem is that the parties want to
build a decision tree classifier on but they do not
want to disclose their private data sets to each other.

4. MULTI-VARIANT RANDOMIZED RESPONSE
(MRR) TECHNIQUES

Randomized Response techniques were first introduced by Warner [10] in
1965 as a technique to solve the following survey problem: to estimate the
percentage of people in a population that has attribute A, queries are sent to a
group of people. Since the attribute A is related to some confidential aspects of
human life, respondents may decide not to reply at all or to reply with incorrect
answers.

To enhance the level of cooperation, instead of asking each respondent
whether he/she has attribute A, the data collector asks each respondent two
related questions, the answers to which are opposite to each other [10]. For ex-
ample, the questions could be like the following: First, you have the sensitive
attribute A, is it true? Second, you do not have the sensitive attribute A, is it
true?

Respondents use a randomizing device to decide which question to answer,
without letting the data collector know which question is answered. The ran-
domizing device is designed in such a way that the probability of choosing the
first question is and the probability of choosing the second question is
Although the data collector learns the responses (e.g., “yes” or “no”), he/she
does not know which question was answered by the respondents. Thus the
respondents’ privacy is preserved.
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The randomized response technique discussed above considers only one
attribute. However, in data mining, data sets usually consist of multiple at-
tributes; multi-variant randomized response technique (MRR) [16] was pro-
posed to deal with multiple attributes. In this paper, we will develop a scheme
to let multi-parties to conduct decision tree induction based on the MRR tech-
nique.

4.1 Multi-variant Randomized Response Technique
In the multiple attribute case, all the attributes are either all reversed together

or all keep the same values. In other words, when sending the private data to
the data collector, respondents either tell the truth (select the first question to
answer) about all their answers to the sensitive questions or tell the lie (select
the second question to answer) about all their answers. The probability of the
first event is and the probability for the second event is For example,
assume a respondent’s truthful values for attributes and are 110.
The respondent generates a random number from 0 to 1; if the number is less
than he/she sends 110 to the data collector (i.e., telling the truth); if the
number is greater than he/she sends 001 to the data collector (i.e., telling lies
about all the questions). Because the data collector does not know the random
number generated by respondents, the data collector cannot know whether a
respondent tells the truth or a lie. To simplify our presentation, P(110) is
utilized to represent P(001) to represent

where is the logical and operator.
Because the contributions to P*(110) and P*(001) partially come from

P(110), and partially come from P(001), we can derive the following equa-
tions:

By solving the above equations, we can get P(110). The general model is
described as follows:

where E represents any logical expression of attributes, e.g.,
denotes the opposite of E. For example, for the E in the

previous example, P*(E) be the proportion of
the records in the whole randomized data set that satisfy E = true. P(E) be
the proportion of the records in the whole non-randomized data set that satisfy
E = true (the non-randomized data set contains the true data, but it does not
exist). P*(E) can be observed directly from the randomized data, but P(E),
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the actual proportion that we are interested in, cannot be observed because the
non-randomized data set is not available to the data collector. Through the
above equations, we can estimate P(E).

4.2 Multi-party Scheme

4.2.1 Two-party Case. In the two-party case, we assume there are only
two parties in the collaboration. Each party has one data set and
which contains a set of attributes. For each record, they apply the multi-variant
randomized response techniques on it and finally obtain the randomized data
sets and respectively. To build a decision tree on the joint data set,
they need to combine the disguised data sets and into a single data set
G. One party needs to hold the disguised data set and conduct the mining.
Therefore, we randomly select a party (i.g., party 1), who will play the role
of data collector, to hold the disguised data set. The other party (i.g., party 2)
then sends its disguised data sets to the data collector (i.g., party 1) who then
combines the disguised data sets into a single data set G. The challenge is
how the data collector compute the entropy for each splitting nodes. In other
words, how to estimate the probabilities terms needed to compute the entropy,
e.g., how to estimate where comes from party 1 and is from
party 2, based on the combined disguised data set G.

To show how to estimate we look at all the contributions to
There are four parts that contribute to (1)

both parties tell the truth about all the attributes for their data set; the proba-
bility for this event is (2) party 1 tells the truth about all the
attributes for its data set and party 2 tells the lie about all the attributes for

the probability for this event is (3) party 1 tells the
lie about all the attributes for and tells the truth about all the attributes for

the probability for this event is (4) both parties tell
the lie about all the attributes for their data sets; the probability of this event is

We then have the following equation:

There are four unknown variables in the above equation
To solve the above equation, we need three

more equations. We can derive them using the similar method. We can then
obtain the following equation by combining with and

with



346 DATA AND APPLICATIONS SECURITY XVIII

where

and is the coefficiency matrix,

can be derived as follows:

and  P*(0Bar), P*(1Bar) and P*(2Bar) can be obtained
from the randomized data, is determined before the parties randomize their
data. By solving the above equations, we can get

4.2.2 Multi-party Case. In the real applications, the collaboration may
involve multiple parties. In this case, we also let each party apply the multi-
variant randomized response techniques for their data set independently. A
data collector is again randomly selected. All other parties send their random-
ized data sets to the data collector who then combine the randomized data sets
into one. The data collector then conducts data mining computation on the
combined randomized data set. To estimate that we are
interested in, we provide the following estimation model.

where

and is the coefficiency matrix.
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5. HOW TO BUILD DECISION TREES USING
MULTI-PARTY SCHEME

The decision tree is one of the classification methods. A decision tree is a
class discriminator that recursively partitions the training set until each parti-
tion entirely or dominantly consists of records from one class. A well known
algorithm for building decision tree classifiers is ID3 [1]. According to ID3
algorithm, each non-leaf node of the tree contains a splitting point, and the
main task for building a decision tree is to identify an attribute for the splitting
point based on the information gain. Information gain can be computed using
entropy. In this paper, we assume the data are binary and there are 2 classes
in the whole training data set (but our scheme can be extended to deal with
categorical data). Entropy(S) is then defined as follows:

where is the relative frequency of class in S. Based on the entropy, we
can compute the information gain for any candidate attribute A if it is used to
partition S:

where represents any possible values of attribute A; is the subset of S for
which attribute A has value is the number of elements in |S| is the
number of elements in S. To find the best split for a tree node, we compute
information gain for each attribute. We then use the attribute with the largest
information gain to split the node.

For different party scheme, the coefficiency matrix is different. the values
of can be similarly derived as we did for two-party scheme. For in-
stance, we can derive the values for three-party scheme as follows:

and
and can be obtained from

the randomized data. After we derive the coefficiency matrix, we can solve the
above equation and obtain We need to point
out that when the related model cannot be applied, and other tech-
niques such as randomized response techniques using the unrelated-question
model [10] may be employed.
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When the data are not randomized, we can easily compute the information
gain, but when the data are disguised using the multi-party scheme, computing
it becomes non-trivial. We do not know whether a record in the whole training
data set is true or false information, and we cannot know which records in the
whole training data set belong to S (referring to the ID3 procedure [1]). For
instance, in Fig. 1, let’s assume some record in the original non-randomized
data set fall into the node and the value of this record for attribute is 1.
Because of the data randomization, the value for can be 0 or 1. We don’t
exactly know the original value of by knowing the randomized data. Thus,
we are not sure that this record should fall in the left sub-tree of node or the
right sub-tree. Therefore, we cannot directly compute |S|,  Entropy(S), or

on the randomized data. We have to use estimation.

Figure 1. The Current Tree

Let’s use an example to show how to compute the information gain for a
tree node V that satisfies  For
simplicity, we only show how to conduct these computations using the three-
party scheme. Without loss of generality, we assume and belong to party
1, belongs to party 2, and  belongs to party 3. Let S b e the training data
set consisting of the records that belong to node V, i.e., all data records in S
satisfy The part of the tree
that has already been built at this point is depicted in Fig. 1.

To compute |S|, the number of elements in S, let

and
and

can be directly obtained from the (whole) disguised data set.
Feeding the above terms into three-party model (when we can obtain

Hence, we can get where is the number
of records in the whole training data set.



Zhan, Chang & Matwin 349

5.1 Testing

Conduct the testing is straightforward when data are not randomized, but it
is a non-trivial task when the testing data set is randomized. Imagine, when we
choose a record from the testing data set, compute a predicted class label using
the decision tree, and find out that the predicated label does not match with the
record’s original label, can we say this record fails the testing? If the record is
a true one, we can make that conclusion, but if the record is a false one (due
to the randomization), we cannot. How can we compute the accuracy score of
the decision tree?

We apply the multi-party scheme once again to compute the accuracy score.
For simplicity, we only describe how to conduct testing for the three party case.
We use an example to illustrate how we compute the score. Assume the number
of attributes is 5. To test a record
denoted by 10101, with and belonging to party 1, belonging to

To compute Entropy (S), we need to compute and Let

and
We can compute

and
directly from the combined randomized data set. Then we apply

three-party estimation model and get Therefore,

and Entropy(S) can be computed.
Now suppose attribute which belongs to party 3, is a candidate at-

tribute, and we want to compute A number of values are needed:
and These values can

be similarly computed. For example, can be computed by letting

and
We then apply three-party estimation model to compute and thus
obtain can be similarly computed.

The major difference between our algorithm and the original ID3 algorithm
is how is computed. In the ID3 algorithm, data are not disguised,

can be computed by simply counting how many records in the
joint data sets that satisfy and In our algorithm, such count-
ing (on the randomized data) only gives which can be con-
sidered as the “randomized” because counts the
records in the randomized data set, not in the original (but non-existing) data
set. The proposed multi-party scheme allows us to estimate from
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party 2, and and belonging to party 3, we feed 10101, 10110, 10001,
10010, 01101, 01110, 01001, and 01010 to the decision tree. We know one
of the class-label prediction result is true, but don’t exactly know which one.
However, with enough testing data, we can estimate the total accuracy score,
even though we do not know which test case produces the correct prediction
result.

Using the (randomized) testing data set we construct other
data sets and

by reversing the corresponding values in and (change 0 to
1 and 1 to 0). Note that each record in (for is the opposite of
the corresponding record in We say that is the opposite of the data set

Similarly, we define (for as the original non-randomized
testing data set, and as the opposite of

Let be the proportion of correct predictions from testing data
set be the proportion of correct predictions from testing
data set be the proportion of correct predictions from
testing data set Similarly, let be the proportion of correct
predictions from the original non-randomized data set be
the proportion of correct predictions from be the pro-
portion of correct predictions from is what we want to
estimate.

Because and consist of contribu-
tions from and we have the following
equation:

where

and
is the coefficiency matrix defined in three-party scheme.

P*(0Bar), P*(1Bar), P*(2Bar), and P*(3Bar) can be obtained from
testing data sets. By solving the above equation, we can get

the accuracy score of testing.

6. EXPERIMENTAL RESULTS

To evaluate the effectiveness of our proposed scheme, we conducted exper-
iments on two real life data sets Adult and Breast Cancer which were obtained
from the UCI Machine Learning Repository (ftp://ftp.ics.uci.edu/pub/machine-
learning-databases).
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6.1 Experimental Steps

We modified the ID3 classification algorithm to handle the randomized data
based on our proposed methods. We run this modified algorithm on the ran-
domized data, and built a decision tree. We also applied the ID3 algorithm to
the original data set and built the other decision tree. We then applied the same
testing data to both trees. Our goal is to compare the classification accuracy
of these two trees. Obviously we want the accuracy of the decision tree built
based on our method to be close to the accuracy of the decision tree built from
the ID3 algorithm. Our experiments consist of the following steps:

Preprocessing:. Since we assume that the data set contains only binary
data, we first transformed the original non-binary data to the binary. We split
the value of each attribute from the median point of the range of the attribute.
After preprocessing, we divided the data sets into a training data set D and a
testing data set B.

For simplicity, we only conduct the experiments for three-party scheme. In
the experiments, we randomly split the whole data set into three parts in a
vertical partition way such that each data set contains different attributes.

Benchmark:. We use D and the original ID3 algorithm to build a decision
tree we use the data set B to test the decision tree, and get an accuracy
score. We call this score the benchmark score.

Selection:. For 0.1, 0.2, 0.3, 0.4, 0.45, 0.51, 0.55 0.6, 0.7, 0.8, 0.9,
and 1.0, we conduct the following 4 steps:

Randomization: We randomly split D into three sub-data sets
and Each party generates a random number from 0 to 1 using
uniform distribution. If we copy the record to without any
change; if we copy the opposite of the record to namely
each attribute value of the record we put into is exactly the opposite
of the value in the original record. We perform this randomization step
for all the records in the training data set and conduct the above
randomization for each party, finally obtain randomized data set
and We then combine and together and form a data set
G. Note that the random numbers used for different sub-data sets should
be independent to each other.

Tree Building: We use the data set G and our modified ID3 algorithm to
build a decision tree

Testing: We use the data set B to test and we get an accuracy score
S.

1

2

3



352 DATA AND APPLICATIONS SECURITY XVIII

4 Repeating: We repeat steps 1-3 for 100 times, and get We
then compute the mean and the variance of these 100 accuracy scores.

6.2 The Result Analysis
6.2.1 The Analysis of Accuracy. Fig. 2(a) [Fig. 2(b)] and 3(a)
[Fig. 3(b)]2 show the mean [variance] values of the accuracy scores for Breast-
Cancer and Adult data sets respectively. We can see from the figures that when

and the results are exactly the same as the results when the orig-
inal ID3 algorithm is applied. This is because when the randomized
data sets are exactly the same as the original data set D; when the ran-
domized data sets are exactly the opposite of the original data set D. In both
cases, our algorithm produces the accurate results comparing to the original
algorithm, but privacy is not preserved in either case because the data collector
can know the real values of all the records. When moves from 1 and 0 to-
wards 0.5, the mean of accuracy has the trend of decreasing. When is around
0.5, the mean deviates a lot from the original accuracy score.

Figure 2. The Results On The Breast-Cancer Data Set

6.2.2 The Analysis of Privacy. Privacy comes from the randomization
which is under the control of parameter When we disclose everything
about the original data set. When is away from 1 and approaches to 0.5, the
probability of disclosing the original data is decreasing and the privacy level of

2The case that is excluded.
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Figure 3. The Results On The Adult Data Set

the data set increases. On the other hand, when all the true information
about the original data set is revealed. When is moving toward 0.5, the
probability of disclosing the original data is decreasing and the privacy level is
enhancing.

7. DISCUSSION

There are several issues needed to be addressed. Firstly, how do we select
data collector among the collaborative parties. In our scheme, we randomly
select one party as the data collector who collect the randomized data from
other parties.  However, there are alternative ways.  For example, we could
introduce a semi-trusted party who doesn’t belong to the group of collabora-
tion and will collect data from the parties and conduct the mining tasks for the
collaborative parties. The shortcoming of this scheme is that we introduce an
extra party, which may not be desirable from security point of view. The other
alternative is that the parties, instead of sending the randomized data to each
other, just send the probability terms (e.g., in Eq. 5) needed for the data
mining computations. Thus, all the parties can be involved in the data mining
computations, such as naive Bayesian classification. Secondly, does the party
who is chosen as the data collector need to randomize its data? Based on the
current estimation model, it is necessary. However, the estimation model of
our proposed scheme can be modified to deal with this case. Thirdly, the pro-
posed scheme can also deal with the cases where different parties use different
randomization level to randomize their data. As a result, the values in the
coefficiency matrix will be modified, e.g., in Eq. 3, instead of being
will be Finally, in the paper, we only consider the fully-dependent case
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in which the attributes for each party are randomized together, but our scheme
can be generalized to deal with the case where the attributes for each party
may not be fully-dependent. For example, suppose party 1 has 2 attributes
and Based on the current scheme, and are randomized together,
i.e., either all keep the same values or all flip the values to the opposite. It is
considered as the fully-dependent case. In the non-fully-dependent case,
and can be randomized separately. In other words, can keep the original
value while can be flipped to the opposite and vice versa.

We also need to point out that we deal with heterogeneous collaboration in
this paper. However, homogeneous collaboration can also be solved by the
proposed scheme. We will describe the details in our future work.

8. CONCLUSION
In this paper, we have presented a multi-party scheme to build decision

tree classifiers based on multi-variant randomized response techniques. Our
method consists of two parts: the first part is the multi-party scheme used for
data disguising; the second part is the modified algorithm for decision tree
induction, which is used to build a classifier from the randomized data, based
on our proposed multi-party scheme. We conducted a set of experiments to
evaluate our scheme. The empirical results show that, although the original
data are not revealed, the tradeoffs between privacy and accuracy are possible.
As future work, we will apply our scheme to other data mining algorithms.
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