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Abstract: Many public key infrastructure (PKI) approaches have been proposed in the 
recent years to secure mobile ad hoc networks (MANETs). We present a new 
hybrid key management infrastructure, which combines the concepts of PKIs 
for MANET with trusted-third-party based infrastructures. In our hybrid 
approach, the underlying PKI is merely used to set-up initial trust of nodes in a 
MANET, and, thus, generate a random trust graph connecting all the nodes of 
the MANET. Then, MANET nodes cooperate to securely distribute trust 
information and symmetric keys to other nodes through the shortest trust path. 
The hybrid key management infrastructure enables the same security services 
as a normal PKI yet key establishment and node-to-node authentication, as 
demonstrated by our performance analysis, is substantially improved in terms 
of computational and communication efficiency. We also discuss the security 
level of the hybrid approach. 

1. INTRODUCTION AM) MOTIVATION 

MANETs are wireless ad hoc networks increasingly deployed for 
multiple civilian applications. Key management is paramount for enabling 
security in MANETs. 

In this paper, we propose a new hybrid key management infrastructure 
for MANETs, which perfectly trades off security and efficiency, by setting a 
middle point between the two general key management infrastructures, i.e. 
PKI and TTP based. ~ ~ 1 s ' ~ ' ~  enable confidentiality, integrity, authentication 
and non-repudiation services in a very flexible way. However, existing 
p r o p o s a ~ s 2 , 6 - ~ , ~ ~ , ~ ~  for MANET do not offer optimal performance. 

Trusted-third-party (TTP) based  infrastructure^',^^ enable confidentiality, 
integrity and authentication services in a performance efficient manner. 



338 K. A1 Agha, I. Gue'rin Lassous and G. Pujolle 

However, applying the TTP concept to MANETs is not straightforward 
because MANETs lack of security servers. 

The remainder of this paper is organized as follows. In Section 11, we 
review relevant related work. In Section 111, we describe the hybrid key 
management infrastructure for MANETs. The performance and the security 
level of the hybrid approach are assessed and compared with related work in 
Section IV and Section V, respectively. Finally, Section VI concludes this 
paper. 

PUBLIC KEY INFRASTRUCTURES FOR MANET 

A very simple PKI can be enabled with an offline CA'~ .  This approach 
provides nodes with one or more digital certificates in a bootstrapping phase. 
Afterwards, the MANET nodes can establish keys, authenticate and even 
sign messages using their privatelpublic key pairs, without the need to 
contact the CA anymore. However, node revocation is not possible without 
further control mechanisms. 

Many papers address the use of threshold cryptography to distribute PKI 
certification authority (CA) functionalities to n MANET nodes denoted 
 server^^-^. The CA private key is divided into n shares using (n, t+l) 
threshold cryptography and, then, distributed among the n servers. A number 
t+l of partial signatures are needed in the generation of new certificates. 
Then, this approach increases security robustness and availability in the 
presence of security attacks from malicious nodes and compromised nodes. 

Capkun et a1.2 propose a fully self-organized PKI for MANETs that 
allows users to generate their publiclprivate key pairs and to issue 
certificates to other users. Revocation of nodes is also enabled. Their 
proposal is similar to the concepts of key generation and certificate issuing 
of PGP'~ , '~ .  PGP's web-of-trust model defines different trust levels 
(complete, marginal and notrust) for public keys, i.e. for what and how much 
a node is trusted. 

A number of proposals6-8~'8 exploit the clustering infrastructures of some 
MANETs to propose self-organized or distributed PKIs. Cluster heads are 
generally nodes with higher computational capability, which play the role of 
a (distributed) CA. They issue, renew and revoke public key certificates to 
MANET nodes within the same cluster. Additionally, different cluster heads 
can coordinate to build a MANET-wide PKI. 

Martucci et al.ls propose a PKI-based security architecture for small and 
medium-sized MANETs. MANET nodes must obtain valid trust information 
and public keys from the CA before they can join and communicate in the 
MANET. 
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3. HYBRID KEY MANAGEMENT 

3.1 Assumptions 

We assume a wireless MANET composed of self-organized mobile 
nodes and without online access to any fixed network infrastructure. 
Sporadically new nodes join or leave the MANET. Typical MANET 
devices, considered in this paper, are PDAs, mobile phones, and embedded 
systems in portable devices. These devices have moderate computing power 
and storage resources as well as limited battery power life. Nodes are 
capable of computing public key operations to the cost of a significant 
downside effect in their performance. 

We target civilian applications in which devices are carried/wore or 
placed around human users, i.e. nodes are not generally left unattended, and, 
then the risk of node compromise by an attacker is very low. Misbehaving 
users may try to fake information in their behalf or in behalf of their 
"mates". They may also not cooperate. Furthermore, an attacker may exploit 
the vulnerabilities of wireless transmissions to anonymously eavesdrop, 
modify, replay or inject bogus messages. 

For the descriptions in the rest of the paper, we assume a MANET with P 
nodes. We use A, B, W, V, Y, X and Z to refer to some generic nodes of the 
MANET. 

3.2 System Bootstrapping 

We assume the existence of a MANET P K I ~ , ~ - ~ ! ~ ~ , ~ ~ ~ ~ ~  underlying the 
hybrid key management infrastructure. The PKI provides each MANET 
node X with a public key certificate, which digitally binds its identity with 
the corresponding public key. The certificate may additionally include the 
level of trust TLx in the public key of node X (This is of special relevance in 
PKIs based on web-of-trust models2214). Furthermore, other operations of the 
PKI such as certificate renewal and revocation may be enabled. Trust 
information related to a node may be dynamicI5 and evolve throughout 
MANET lifetime. 

3.3 Trusted Portal Establishment 

In joining the MANET, each node V arbitrarily selects another node Y 
from the ones present at the MANET. Then, both nodes mutually 
authenticate by using their certified public keys. This mutual authentication 
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establishes a bi-directional trust relationship between both nodes, which is 
required for "Nodes Trust and Key Establishment". 

Assume that, from a MANET with nodes A, B, V, W, X and 5 node Y 
selects node X as its initial trusted node. In future communications, Y will 
use X as a portal to address other nodes of the same MANET securely and 
efficiently. Therefore, we call X a Trusted Portal (TP) for Y. In the following 
we use TP-X to denote "node X serving as TP". 

In a hybrid key management infrastructure, with a very simple 
underlying PKI, all the MANET nodes may have associated the same level 
of trust. Thus, in such case, all of them can serve as TPs. Conversely, in 
others, only nodes with special permissions may be allowed to serve as TPs. 
Finally, with web-of-trust models based PKIs, a node may need to possess a 
sufficient level of trust to be accepted to act as TP. For instance, using PGP's 
terminologyL4, node X can act as TP if and only if its public key is associated 
a complete trust level. 

A node Y, whose current TP is TP-X, must establish a new TP, when 
node X quits the MANET. 

3.3.1 Trusted Portal Domain 

Because each and every node of a MANET must follow the "TP 
Establishment" process and TPs are randomly selected, more than one node 
may establish initial trust with the same node X. We define as TP-X domain 
the group of MANET nodes associated to TP-X and, from now on, use DTPX 
to denote TP-X domain. For instance, in Figure 1, domain DTpX includes Y 
and W (which are depicted as TP-Y and TP-W because they also have 
respective TP domains) as trusted nodes of TP-X. TP-X is the domain 
administrator of its own domain DTPX. 

3.3.2 Generation of MANET Trust Graph 

A consequence of the "TP Establishment" process is that one or more 
TPs are randomly set in the MANET. Because these TP nodes are selected 
randomly, a random trust graph connecting different nodes in the MANET is 
generated. Figure 1 shows an instance of a trust graph formed with nodes A, 
B, W, V, Y, X and Z. 

We can guarantee the continuous existence of a random trust graph 
without isolated cycles under the following two conditions. First, each and 
every node of the MANET must dynamically initialize trust with an own 
selected TP, i.e. a node repeats the "TP Establishment" process in joining the 
MANET and when its TP disappears. Second, a node, which is serving as TP 
in the moment it selects its own TP, must choose as TP a node not included 
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in its TP domain or sub-domains (e.g. in Figure 1, TP-Y cannot select nodes 
V or Z as TP). If this condition cannot be satisfied for a node (e.g. X in 
Figure I), then such node should not select any TP. 

It is easy to see that at the end of the above process, two arbitrary TPs are 
interconnected by either a direct trust relationship or by a set of indirect 
ones. Additionally, a trusted path of TPs interconnects two arbitrary nodes in 
different TP domains. 

Figure 1. Random Trust Graph 

3.3.3 Trust Initialization Protocol 

Assuming that node X is not included in TP-Y domain or sub-domains, 
the following protocol enables Y to establish X as its TP: 

Y+X: TP-Service-Request (1) 

TP-XttY: PKC challenge-response authentication (2) 

TP-X+Y: TP-Service-Accept, KJSY.~pX, T) (3) 

In message (I) ,  Y requests a TP service to node X. In (2), assuming that 
node X is cooperative, X and Y mutually authenticate using certified public 
keys and agree in a session key K. In (3), TP-X sends to Y a long-term shared 
symmetric key SY,pX encrypted and integrity-protected with K and a 
timestamp T. Finally, Y sets TP-X as its TP and, similarly, X sets Y as one of 
its trusted nodes. 

In the rest of the paper, we will use the term TP-shared-key and the 
notation S n o d e , ~ ~  to refer to a long-term symmetric key Snode,~P shared between 
a node and its TP or to any of the keys k, derived from it, interchangeably. 
For instance, in the protocol above SY ,~PX is the TP-shared-key between Y and 
TP-X. 

3.4 Nodes Trust And Key Establishment 

TPs can be used as ad hoc TTPs to distribute keys and related trust 
information within the MANET. The first instance is when two arbitrary 
nodes V and Z of the same TP domain want to establish a shared key KvZ. In 
such a case, their TP, e.g. TP-Y on Fig. 1, acts as a TTP providing them of 
the shared key KvZ. Similarly, a common TP can vouch for nodes in its TP 
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domain. For instance, TP-Y can associate V's identity to the symmetric key 
Km distributed to Z and 2's identity to the symmetric key KE distributed to 
V. In some trust models this information may be sufficient to enable key 
establishment and mutual authentication of nodes V and Z. In web-of-trust 
models, TP-Y additionally includes recommendation values, which enable 
both nodes V and Z to respectively evaluate the level of trust that TP-Y has 
on their communication partner. 

These concepts can be easily extended to several TP domains. An 
arbitrary TP-Y can delegate to its parent TP, TP-X, to vouch and distribute 
keys in Dpy related to TP-X trusted nodes. In this manner, different TPs 
cooperate to securely distribute shared keys and/or vouch for nodes in 
different TP domains. 

3.4.1 Trust And Key Distribution Protocol 

In this section we describe the TKD protocol, a protocol to distribute 
trust and keys across TP domains (It can also be applied for intra-TP-domain 
trust and key distribution by considering just one intermediary TP below): 

In step (I), node V requests TP-Y a key for W. This message is encrypted 
under SKTPY to guarantee the confidentiality of the process as well as the 
anonymity of TP-Y and of the involved nodes V and W. To protect against 
message replay and modification attacks, the messages must be additionally 
integrity protected, e.g. by including message authentication codes (MAC) 
as well as timestamps TI, T2 and T3. 

In (2), TP-Y decrypts message (1) and obtains the included timestamp TI, 
TP-Y computes a Delegation Key KTpYdel by applying a pseudorandom 
function F with SKTpY and TI as inputs, i.e. KTPYde~F(SKTPY, TI). With KTPYdeh 
TP-Y delegates to other TPs to vouch for V and distribute keys associated to 
V's identity in their domains. Note that the Delegation Key also enables 
other TPs to communicate securely with V (see further steps below). TP-Y 
constructs message (2) by including KTpYdel and V's key request. It then 
encrypts message (2) using the TP-shared-key with TP-X (the next TP in the 
trust path), i.e. Srm(KeyReq(IDw, IDV),K,,,,TJ . TP-Y sends to TP-X 
message (2). In this manner, V's key request is forwarded to a TP in a 
different domain. 



Challenges in Ad Hoc Networking 343 

In (3), decryption of message (2) with SYrTPX transmits to TP-X ( W s  TP) 
TP-Ys trust in IDv. TP-X randomly generates a new shared key KKw for V 
and W. TP-X encrypts KKw and IDV using its TP-shared-key with W, i.e. 
SW,TPY{KV,W, IDV, T3) TP-X also creates a ticket for V secured with Kpyde, 
containing Kv, and IDw, i.e. ticket, = K,,, {K,, , ID,, T, ) . TP-X sends to W 
message (3). 

In (4), node W forwards ticketv to V. Finally, W obtains KKw by 
decrypting message (3) with SKTPX. In parallel, V obtains K K w  by decrypting 
message (4) with KTPYdel. 

For simplicity' sake we have assumed above a simple underlying PKI 
trust model. In PKI web-of-trust models, the messages of the TKD protocol 
additionally include recommendation values eg? on the identities of the 
participant TPs and end nodes. 

PERFORMANCE ANALYSIS 

In this section we analytically study the performance efficiency of the 
hybrid key management infrastructure and demonstrate its improved 
performance for MANET applications by comparing with PKIs. 

To avoid impersonation or man-in-the-middle attacks, two arbitrary 
nodes V and W, which want to establish a key Kvw, need to, respectively, 
also assess the authenticity of the node they are establishing the key with'. 
This can be achieved in PKIs by using an X.509 strong two-way 
authentication protocol with key establishment (a similar protocol is 
included within the SSLITLS protocol suite). In the hybrid case, nodes use 
TKD protocol to establish a key. 

For simplicity's sake, in the following sections we assume that every 
MANET node holds a public key certificate signed by a common CA and the 
corresponding CA public key. For evaluating the hybrid approach, we 
further assume a MANET with P nodes, from which N act as TPs. We use 
NAV to denote the average number of intermediary TPs in the shortest trust 
path between any pair of MANET nodes. 

4.1 Communication Cost 

In this section, for simplicity's sake, we assume a small or medium sized 
MANET where MANET nodes are in direct wireless range of each other. 

Let us compare the TKD and the x.509' protocols. The following 
formulas quantify the bandwidth used by each protocol: 

B WCost x . 5 ~  = 2 x ( ~ e r t  + 2 x 1; + IL% Sign + RSAE~C)  
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Let us use NBWm to denote the average number NAV of TPs for which 
BWCostX.509 = BWCostrKD. Then, for N,, < NswEQ, hybrid key management 
enabled trust and key establishment outperforms PKI. For instance, in a 
MANET application using public key certificates of 256 bytes (just 
including a public key and a digital signature of 1024 bits), timestamps of 8 
bytes, symmetric keys of 128 bits and the cipher AES-128, NAV should be 
lower than NSWm = 32 . 

The number N B ~  can be used as an additional parameter to control the 
maximum number N of TPs in a MANET with P nodes, such that 
N,, INswa  . For instance, by using Doyle and ~ r a v e r ' ~  formula for average 
path length, in a worst-case scenario where the N TPs are subsequently 
disposed on a simple trust path and each TP domain contains in average 
(P - N ) / N  NTP nodes, N < 3NBWm. 

4.2 Computational Cost 

The following formulas quantify the computational overhead incurred by 
the x.509' and TKD protocols, respectively: requires two nodes V and W to 
compute four signature verifications, two signature generations, two public 
key encryptions and two private key decryptions. Then: 

We have developed a testing environment using Microsoft@ CryptoAPI 
1 . 0 ~  and Szymon Stefanek's AES C++ m lass" on an iPaq Pocket PC with 
ARM SA 11 10 CPU at 206 MHz to measure the cost to compute typical RSA 
public key and AES symmetric key operations. Let us use NcEQ to denote the 
number of TPs for which CCostX.509 =CCostTm. The TKD protocol 
outperforms the X.509 for a number NAV of TP nodes lower than NCEQ = 

7700 TPs. As demonstrated with our communication cost analysis, in normal 
MANET applications, the average number NAV of intermediate TP nodes 
between two arbitrary nodes V and W is much lower than 7700. 
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SECURITY ANALYSIS 

In MANET applications where the risk of node compromise is very low 
or null, the major security risks are imposed by the open nature of wireless 
MANETs.. In this case, the hybrid key management infrastructure offers 
perfect security because all the messages are protected with confidentiality 
and integrity mechanisms. In some other applications attackers may 
compromise nodes and then use them to attack the MANET by faking 
trusted identities or issuing false keys and recommendations. In applications 
where devices are owned by different administrative entities some nodes 
may misbehave by not cooperating. These kind of attacks are common in 
security solutions based on node trust and c ~ o ~ e r a t i o n ~ ~ ' ~ ,  and, particularly, 
also in the hybrid approach. However, the security robustness of the hybrid 
approach can be improved by further applying other mechanisms such as 
reputations11, by minimizing the average number of intermediate TP nodes 
to reduce the risk that an attacker is among them, or, even, by allowing the 
formation of isolated trust graph cycles (to the cost of decreased trust graph 
connectivity), and by allowing nodes to establish multiple TPs (to the cost of 
increased computational overhead). 

CONCLUSIONS 

In this paper, we have presented a hybrid key management infrastructure 
for MANETs, which combines the concepts of PKIs with TTP-based 
infrastructures. In our hybrid approach, an underlying PKI is merely used to 
set-up initial trust of nodes in a MANET. This trust initialization method 
generates a random trust graph connecting all the nodes of the MANET. 
Then, the nodes of the shortest trust path connecting two end nodes can 
cooperate to securely distribute trust information and symmetric keys to the 
end nodes. 

We have demonstrated that the hybrid approach enables key 
establishment and node-to-node authentication with a substantial 
improvement in terms of computational efficiency and communication 
efficiency in respect to current PKI solutions for MANETs. We have also 
discussed the security level of the hybrid approach and compared with other 
trust and cooperation based approaches. 
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